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ABSTRACT

Smart metering systems generally referred to as the next-generation power measurement system, is
considered as a revolutionary and evolutionary regime of existing power grids. More importantly, with
integration of advanced computing and communication technologies, the smart meter (SM) is expected to
greatly enhance efficiency and reliability of future power systems with renewable energy resources, as well as
distributed intelligence and demand response. Different electrical energy metering standards are point of
concern for power/energy measurements. As measurement standards are formed, systems built around them
can become interoperable from a standards point of view but still have incompatible configurations or
different maturity levels, or include non-standardized functions. Even in areas that are standardized, there are
sometimes implementation decisions that can result in different measurement and security behavior. With
this paper we make three contributions: firstly, we identify various 1-channel and 3-channel metrology
integrated circuits (ICs), which are mandatory for the standard measurement of distributed and renewable

electricity generation. Secondly, we describe harmonics effect on metrology, which impacts on reliability of
widespread smart metering infrastructure. Finally, we develop and describe a comprehensive set of security
issues for SMs. Specifically, we focus on reviewing and discussing smart metrology meter (SMM) applications
(i.e. metrological functions and real-time monitoring functions), security requirements, network vulnerabilities,
attack countermeasures, secure communication protocols required in smart grid (SG) architectures. This review
will enable the researchers, public policy makers and stakeholders to open the mind to explore possible in an
evolving energy domain as well as beyond this area.

© 2015 Elsevier Ltd. All rights reserved.
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1. Introduction

The smart meters (SMs) requirements are rapidly evolving in
response to competitive market forces and various governmental
regulations mandating smart grid (SG) deployments in most areas
of the world. Now days it has made the scenario guaranteeing
higher bit rates, robust and flexibility. Soon they will roll out utility
consumers by the hundreds of millions smart meters by replacing
century-old analog electro-mechanical (Ferrari’s) energy meters
[1]. A snapshot of analog electro-mechanical meter is shown in
Fig. 1(a). Ferrari’s energy meter were introduced in the late 1880s
and operate by counting the revolutions of an aluminum disc
which is made to rotate at a speed proportional to the power disc
speed may fast or slow, during non linear loads (i.e. fluorescent
light, energy storage systems) monitoring results error in readings.
They could measure only active energy [2]. During 1990s,
advanced electronics solutions such as microprocessor units
(MPUs) and fast analog-to-digital converters (ADCs) allowed the
manufacturers to start introducing meters that were mostly
electronic and the only moving parts were the electro-
mechanical counters used to record energy [3,4]. A snapshot of
an electronic meter is shown in Fig. 1(b). A third generation power
metering circuit could measure not only active power but also
various important parameters such as reactive power, apparent
power, voltage and current root mean square (RMS) values, power
factor and harmonic distortion using configurable digital signal
processing (DSP) core [5]. Early 2000s saw further advances in
electronics, instrumentation, communication and data handling.
They allowed manufacturers to produce meters that were all
electronic without rotating parts [6]. These meters could measure
following parameters such as.

® Instantaneous parameters: voltage, current, power, power
factor, etc.

® Billing parameters: kilowatt-hour (kWh), reactive power
(kVArh), maximum demand and load profile etc.

These meters with existing communication technologies such
as radio frequency (RF), global system for mobile communications
(GSM), general packet radio service (GPRS), public switched
telephone network (PSTN) and power line communication (PLC),
allowed consumers value-added services|7,8].

As compare to legacy electronic meter, present electronic meter is
smart, and can provide a range of intelligent functions such as
dynamic pricing, demand response, remotely power connect/discon-
nect; outage management, network security, and reduction of non-
technical losses. It offer higher accuracy and require less power at a
considerably lower cost. It is fully envisioned to integrate high-speed
two-way communication into millions of power equipments to
establish a dynamic and interactive infrastructure with energy
management facility capabilities [9]. There are eight basic metrology
computation blocks, which are the backbone of latest SM.

® Microcontroller unit (MCU): The integrated MCU core with
inbuilt flash memory provides a flexible means of configura-
tion, post-processing, data formatting, and interfacing to any

host processor through suitable interface type or any data in/
out pins. Records power consumption details can be sent to
energy suppliers or prosumers on request.

® Analog-to-digital converter (ADC): It digitizes the voltage and
current inputs and provides an instantaneous snapshot of power
factor and energy consumption. It can also measure magnitude of
phase currents and voltages over the cycle [4]. At present
metrology IC with 64 bit ADC are available in market [10].

® Analog-front end (AFE): It is comprised of an input multiplexer,
ADC converter and voltage reference It is a link between the
real world and the processing world, which collects and
calculates single phase and poly-phase voltage, current, power,
energy, and power-quality disturbances such as harmonics.
This computed results can be retrieved with the help of an
external master unit through on-chip host interface [9,11].

® [nterface unit: It supports various types of interfaces such as
serial peripheral interface (SPI), universal asynchronous recei-
ver transmitter (UART), high speed data capture (HSDC) and
Inter-integrated circuit (1?C), which are useful to connect
external devices for special applications. An isolated RS-485
communications interface is also provided with the EM773, for
any serial communications needs [12].

® liquid crystal display (LCD) driver: It helps to display the
calculated energy in LCD display for billing purpose. The
MSP430F676 consist of integrated LCD driver with contrast
control up to 25-MHz system clock for up to 320 Segments in
8 multiplexer modes [13].

® Real-time clock (RTC): The typical metrology IC always inbuilt
with RTC for tariff information. This involves dividing the day,
month and year into tariff slots (Time of Day). Usually higher
rates are applied at peak load periods and lower tariff rates at
off-peak load periods. Therefore RTC for metrological applica-
tion must be very accurate to avoid dispute between consumer
and utility applications regarding measurement of fundamental
reactive energy even in non-sinusoidal conditions [14].

® Security scheme: It supports highest levels of available security
schemes, which helps to protect ones physical tampering
events (i.e. mechanical and electrical anti-tampering), consu-
mer data and ensures privacy [15].

® Communication protocol stack (wireless/wire-line): With the
help of communication processor, it supports all latest com-
munication technologies (i.e. both RF and PLC solutions), which
is useful for gateway concentrators and AMI applications [16].

Considering all necessary requirements SMM solutions can be
classified into three categories:

1. Metrology AFE: Fig. 1(c) illustrates block diagram for metrology
AFE. AS per latest metrological standards, the metrology IC
integrator must be able to translate the class/range specifica-
tion to the AFE fundamental requirements (i.e. signal-to-noise
ratio (SNR), input referred noise voltage or equivalent number
of bits (ENOB). At present latest metrology IC have high SNR
with ADC built-in auto gain control (AGC) mechanism, which
can perform wide range current measurement with accuracy
better than class 0.5 [17]. The 71M6515HA with high-speed
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Fig. 1. Historical development of metrology (i.e. analog electro-mechanical meter to smart meter) (a), Analog electro-mechanical meter (b), Electronic meter (c), Metrology

AFE (d), Metrology SoC (e) and (f) Metrology SaoC.

synchronous serial interface (SSI) port provides measurements
for four-quadrant 3-channel metering [18].

2. Metrology system-on-chip (SoC): It locks an application into a
fixed amount of memory and peripherals, which offers highly
accurate metrology, multiple layers of security, and processing
for advanced communication protocols. Fig. 1(d) illustrates
block diagram for metrology SoC.

3. Metrology smart-application-on-chip (SaoC): It consists of a
communication interface also. Many USA companies have
optioned the ZigBee wireless radio as utility link, while in
Europe, a number of manufacturers and utility groups have
agreed to use PLC standards. The STCOMET [19] and ASM221
[10], are recently launched programmable and firmware-
upgradeable SaoC platform, that integrates a narrow band
power line communication (NBPLC) standards such as PRIME,
IEC61334-5-1, G3-PLC, METERS AND MORE®, P1901.2, and
supports high accuracy metrology applications like EN 50470-
1, EN 50470-3, IEC 62053-2x compliant class1/0.5/0.2 measure-
ment with necessary security features in a single chip. The
ASM221 can be use for both, 1-channel and 3-channel energy
measurement for residential SMs. Fig. 1(e) and (f) illustrates
block diagram for metrology SaoC.

However, such a heavy dependence on information networking
inevitably surrenders the SM to potential vulnerabilities associated
with communications and networking systems. This increases the
risk of compromising reliable and secure power system operation.
For example, it has been proven that potential network intrusion by
adversaries may lead to a variety of severe consequences in SG
applications, from consumer information leakage [20] to a cascade of
failure of automatic metering infrastructures (AMIs) [21]. As a result,
we are motivated to investigate SM security issues, which are of
critical importance to the design of information networks and have
been considered as one of the highest priorities for the SG infra-
structure. Since the research on SM security for SG infrastructure is
still in its early stage, our objective is to provide an overview, analyze
potential SM security threats, review existing and ongoing SM

security solutions, and summarize research challenges regarding SG
deployments. Therefore following issues are discussed in the paper:

® (Objective and requirement: We first describe the objectives and
requirements of SM for SG, with a special focus on identifying
fundamental differences between analog electromechanical
meter and SM.

® Metrological characterization: We present past, present and
ongoing research in the field of 1-channel and 3-channel
metrological ICs by considering their standards, power mea-
surement parameters (i.e. watt-hour accuracy (Wh) accuracy,
dynamic range, Supply voltage, host interface, harmonics
realization facility, ADC, package type) and security features,

® Smart meter security and privacy issues: We analyze SM
security and privacy preserving schemes considering from
individual SM location to SG infrastructure applications
(around the globe), covering different communication technol-
ogies in real-time/simulation manner.

® Smart meter attack prevention and defense: To efficiently
counteract SM attacks, it is essential to widely deploy attack
prevention and defense strategies covering individual SM
location to SG infrastructure. Therefore, we tabulate existing
and ongoing solutions, including their coverage area, and mode
of operation, by considering their SG applications.

Rest of the paper is organized in the following way: Section 2 we
introduce various 1- channel and 3-channel metrology ICs specifica-
tions covering various features like standards, host interface, supply
voltage, harmonic realization facility, security feature and package
size description, are important for secure and robust SM design.;
Section 3 discusses effect of harmonic factor on performance on SMs
and their measurement and minimization schemes; Section 4 we
present the objectives and requirements of security outlines attacks
on SMs covering physical, cyber-physical system Section 5 illustrates
various privacy-preservation/security schemes, covering individual
user and clusters of users across the globe; and finally, we conclude
Section 6 summarizing the status of smart metering infrastructure
and draws outlines for future SG applications.
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Fig. 2. Building blocks of smart meter.

2. Smart metrology

SMs are accelerating world market with proven elements such as
accurate energy measurement, robust communications features, and
integrated security. Fig. 2 shows the SM building blocks and the
detail of each block are as follows.

® Metrology integrated circuit (IC): It provides highly accurate,
cost-effective solutions for advanced power measurements. It
may be equipped with any suitable metrological solutions such
as metrology AFE, metrology SoC, metrology SaoC.

® Host interface: There is provision with SM to have an optical
port compliant with the ANSI C12.18/ANSI C12.19 specifications.
It has been known for a practical approach in meter reading
and programming [22]. The MSP430 has a [EEE 1149.1, joint text
action group (JTAG) interface that allows for programming [9].

® Communication media: For SMs, there is a varied choice of
communication modes available such as ZigBee protocols [23],
RF mesh [24] and radio frequency identification (RFID) [25],
which forms a multi-point to multi-point network without
single failure covers home area networks (HANs) and building
area networks (BANs) applications. While PLC [6], 4G [26],
GSM/GPRS [27] and ultra-wideband (UWB) technologies [28],
are promising solution to cover vehicle-to-grid (V2G) and
renewable energy applications [29].

® User privacy and security: As SM data travels through several
networks, secure point-to-point communication based on strong
authentication mechanisms and a robust and scalable key man-
agement schemes are crucial for assuring the confidentiality and
the integrity of this data. For this SMM solutions with latest
security features in order to ensure consumer privacy [30].

SMs with latest metrological solutions with existing commu-
nication solutions can monitor identity/location based power
consumption of individual or complete household appliances.
The following table shows various energy management schemes
using SMs (Table 1).

Electrical energy meters specifications as per their class and range
are defined by several standardization groups, especially by the
International Electrotechnical Commission (IEC), American National
Standards Institute (ANSI), European Directive on Measuring

instruments (MID) and the European cooperation in legal metrology
(WELMEC) standards. They standardize, regulate accuracies and relia-
bility towards active and reactive energy measurement at all levels in
the power system hierarchy. The existing metrological standards are
already able to describe many functions that are necessary for SG
deployments. But there are still some difficulties to simultaneously
support weekday/weekend tariffication facility, real-time data control
functionalities in active low voltage (LV) and medium voltage (MV)
networks, aggregated energy services, power quality assessment,
control of production and storage, data security and consumer privacy
between standards. For this a much wider range of metrology ICs
offering more fabless semiconductor companies to enter the power/
energy measurement field. Present metrology ICs are highly integrated,
cost effective, secure by design, tamper resistant and work on very low
power platform for house-hold, commercial and industrial SG applica-
tions. They not only provide power measurement information facility,
but also satisfying consumer favorable purposes:

® Flexible billing and weekday/weekend tariffication facility;

® Real-time data support and network communication/control
functionalities for supervisory control and data acquisition
(SCADA systems) and phase measurement units (PMUs);

® Support demand response and power quality assessment
services of consumers;

® Support data security and maintains consumer privacy, etc.

With the increasing deployment of grid-based distributed
renewable energy resources in the distribution network [31], and
with rapid evolution of photovoltaic (PV) energy through net
metering [32], and energy services markets including local neigh-
borhood and smart islands [33] toward dynamic spot markets.
Latest SM solutions with near-real-time support are providing
consistent functionalities and remarkable energy management
opportunities, from simple energy efficient appliance such as light
emitting diode (LED) lamp to renewable energy micro grid and
enhanced for the new markets evolution [34].

Metrology ICs with watt-hour accuracy classes between 0.1-0.5
with dynamic ranges up to 5000 is available in market [30], which
enables accurate, dependable and robust SM. The ADE7953 includes
security measures (i.e. unwanted data write protection, communication
verification, and checksum facility), which increase communication
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Table 1
Energy management services using smart meter.

Technique/scheme Mode of Advantages Coverage Mode of operation Country Key
communication area reference
Wire-less ~ Wire- Hardware Software
line
Power consumption consulting system — — 4 Collects AMR data, weather data, load HAN < WAN “ 4 South [8]
(PCCS) LAN  management and consulting Korea
Wireless multimedia sensor networks v — Supports large-size and time sensitive HAN < WAN — v USA [66]
(WMSNs) Cognitive multimedia messages
radio
Smart multi-power trap (SMPT) smart v Zigbee ¥ PLC Provides identity and location of appliances HAN v/ — South [108]
meter on basis of temporal power consumption Korea
data
SystemC simulator — — Predicts the power dissipation from HAN — ¥ SystemC South [110]
individual appliance to complete household Korea
appliances
Intelligent energy management system “ Zigbee — Controls the power consumption of various HAN < BAN — South [118]
(IEMS) appliances individually Korea
Embedded secure access module (ESAM) * RF — Secure e-wallet facility for prepayment HAN < BAN 7 — China [121]
transceiver mode
Message authentication code (MAC) — v Load monitoring with data aggregator via  HAN < WAN v Italy [127]
LAN  CAN bus
High performance computing (HPC) — — Customer energy consumption without HAN < WAN — Y LibASVM USA [129]
algorithm compromising data quality
Analysis of variance (ANOVA) scheme — 4 Detects individual meter data anomaly HAN < WAN — Y IEEE-13 Taiwan [132]
bus
system
(i) Meanvar protocol — - Less computation keys and theft prevention HAN < BAN — - United [134]
(ii) Compare protocol Kingdom
(iii) Compare3way protocol
Energy consumption scheduler (ECS) v v Checks and balance residential load curves HAN — ¥ Matlab/ Pakistan [148]
upto 33% Simulink
Event window based load monitoring  Zigbee — Process based signature and event window HAN 4 4 Canada [149]
technique technique monitors complicated loads
Explicit-duration-hidden markov-model — - Modeling of individual load appliances on  HAN — 4 Canada [151]
with differential observations bases of aggregated power signal with state
(EDHMM-diff) model durations
Distributed subgradient algorithm (DSA) — — Models individuals power consumption HAN < WAN — v USA [160]
schedule during absences of AMI messages
Privacy-preserving energy management — — A systematic framework between smart HAN 4 4 USA [164]
(PPEM) technique meter data privacy and electricity cost
Secure multi-party computation (SMC)  — - Paillier cryptosytem used HAN — 4 USA [167]

protocol

robustness and avoid inadvertent data modifications [35]. The
78M6613 is industry’s first SoC solution for AC/DC power supplies
measurement. It deliver accurate, four-quadrant electricity measure-
ment with custom firmware, which provide valuable data measure-
ment for monitoring/measuring efficient solar-panel inversion and
industrial motor health monitoring applications [36,37]. The following
table show various 1-channel metrology ICs (Table 2).

The EM773 contains, 32-bit MCU, which offers high perfor-
mance at very low power consumption [12]. As per WELMEC and
MID directives, metrology IC with 32 bit reduced instruction set
computing (RISC) MCU, 128 —256 Kilo bytes (KB) flash memory
allows metrological and monitoring applications with minimal
effort [15,30]. The following table show various 3-channel
metrology ICs (Table 3), which are in practice for domestic/
industrial SMs design.

3. Effect of harmonics on metrology

The SMM market is facing many challenges (i.e. government
regulations, updating energy policies, technology innovations and
end consumer expectations) in today’s rapidly evolving world.
With greater awareness of the increasing gap between consumed
real power (watts) and generated apparent power (VA). Further-
more, metrology needs more sophistication with increased

semiconductor development in the field of highly non-resistive
and non-linear loads (i.e. rectifiers, inverters, industrial power
electronics and electric transport) in power distribution networks
[38]. Voltage and current harmonics for total harmonic distortion
(THD) are very common with multiple distributed energy
resources (DER) such as solar and wind energy systems and their
harmonic measurement up-to 15" harmonic order is recom-
mended [39]. This can lead to more significant load current
distortions. THD are based upon the harmonic magnitude only.
Index of phasor harmonics (IPH) is an important parameter, which
is useful for harmonic measurement with storages, electric vehi-
cles and DER systems in power distribution networks. It considers
magnitude and angle of waveforms [40]. In LV networks, such as
residential PV systems [41] and various types of loads generate
high harmonics, which influences commercial and industrial
metering characteristics [42]. High harmonics overheat power
transformers, trips circuit breakers, reactive power compensators
and neutral conductors [43]. Therefore it is necessary for power
industry to measure and analyze harmonic energy accurately in
order to provide harmonic energy measurement products with
high accuracy, multi-rate and multi-function for present SG
deployments. For this presently metrology ICs with harmonic
analysis functions can characterize the state of the load or supply.
Harmonic measurement from solid-state MPUs and ADCs [3] to
field-programmable-gate-array (FPGA) [44], it has been reported.
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Table 2
1-Channel metrology ICs specifications.
Part number Standard specification Watt-hour Dynamic Voltage Host Harmonics Security AY" Package  Key
(Wh) accuracy range (Vsupply) — interface realization feature ADC type references
(%) facility (bit)
ADE7755 IEC60687, IEC61036 <01 500:1 2.5 LFLO v - 16 24-SSOP  [6]
ADE7753 IEC 60687, IEC61036, IEC61268, <01 1000:1 24 SPI v - 16 20-SSOP  [7]
[EC62053-2x
MSP430FE4A - <01 2400:1 2.7-3.6  USART, SPI - - 16 64-QFP [9]
ASM221 [EC62053-21, IEC62053-22, <01 10000:1 1.8-3.6  SPI, IC, v v 64 128-LQFP [10]
[EC62053-23, ANSI C12.1,ANSI UART
C12.20
MSP430F676 ANSIC12.20, [EC62053 <01 5000:1 1.8-3.6  UART, SPJ, v v 24 80-LQFP, [13]
1°C 100-LQFP
PS2100 [EC62053-22, ANSI C12.20 <01 2000:1 3 UART, SPI, v v 10 128-LQFP [17]
I’C
ADE7751 IEC60687, IEC61036 <0.1 500:1 2.5 LFLO v - 16 24-DIP, [27]
24-SSOP
ADE7757 [EC61036, IEC521 <01 500:1 2.5 LFLO v - 16 16-SOIC  [29]
MAX71617  MID/WELMEC <01 5000:1 2.7-3.6  I2C, UART, v v 32 120-LQFP  [30]
SPI, ISO
UART
ADE7953 EN50470-x, [EC62053-2x (a) <01 (a) 3000:1 33 UART, SPI, v v 16 28-LFCSP  [35]
(b) <02 (b) 1000:1 1°C
78M6613 [EC 62053, ANSI C12.20 <05 2000:1 33 UART v v 22 32-QFN [36]
CS5464 IEC/ANSI/JIS <01 1000:1 2.5 SPI v 16 28-SSOP  [115]
PL3201 IEC60687, IEC61036, IEC61268, <01 1000:1 5 UART v - 16 100-LQFP [116]
[EC62053-2x
MCP3905A  IEC62053, IEC 61036, IEC60687 <01 500:1 2.4 LFLO v - 16 24-SSOP  [122]
ADE7761 IEC60687, IEC61036 <01 500:1 25 LFLO v - 24 20-SSOP  [123]
STPM32 EN 50470-x, IEC62053-2x, ANSI <0.1 5000:1 33 UART, SPI v - 24 32-QFN [158]
C12.2x
ATM90E26  [EC62052-11, IEC62053-21, <01 5000:1 2.8-3.6  SPI, UART v - 32 28-SSOP  [159]
[EC62053-23

® Harmonic content of load waveform affects power measure-
ment significantly [3]. Therefore reactive power measurement
is essential during harmonics [45].

® Total harmonic distortion of fundamental (THDg) parameter is a
much better option for harmonic content measurement [46].

® [EEE 519-1992 standard based metrological solution not only
reduces the measurement differences but also recover harmo-
nic losses for power supply companies [47].

® Separate measurement of fundamental harmonics (Hg) and
high harmonics for distribution network, can eliminate supply
network harmonics [48].

® Although hall sensors, can measure harmonic levels up-to 25th
harmonic order [49]. But magneto-resistive (MR) sensors [50]
as compared to hall sensors and current transformers (CTs)
[51], are good option for harmonic power measurement.

® As per IEC6100-4-7 standard, modified gradient search (MGS)
technique can estimate harmonics/inter-harmonics of power
system voltage and currents up-to 40th harmonic order [52].

® Optimal meter placement algorithm (OMPA) can locate harmo-
nic from a single source to 50™ harmonic order [53].

® Second harmonic filtering technique limits the harmonic
effects of non-linear loads [54].

® Newton-type algorithm and recursive differentiation filter
(NTA-DF) technique under different conditions (i.e. dc offset,
harmonics, frequency drifts, amplitudes, notches and spikes)
can estimate fundamental frequency, which is useful for SMs
[55].

® Although IEEE 1459-2000 standard does not describe reactive
power definition under non-sinusoidal conditions, and meters
can measure active power and non-active power during har-
monics [56]. But standard IEEE 1459-2010, quantifies 1-channel
and 3-channel different conditions (i.e. under sinusoidal, non-
sinusoidal, balanced and un-balanced load) [57].

Government regulations and standards in smart metering
infrastructure, along with the AMI network, have dramatically
increased the need for products that offer precise harmonic
measurements 3-channel metrological applications, while simpli-
fying security designs and reducing costs. Earlier successive
measurement scheme based metrological AFEs could measure
each harmonic element and THDg [11]. At present different
metrological solutions such as the PL3223 [58] and the ATT7022B
[59], can accurately measure total harmonic component analysis of
each phase active power, reactive power, voltage, and currents up-
to 21st harmonic order and the ATM90E36A can measure up-to
32nd harmonic order [60].

4. Smart meter security issues and privacy-preserving schemes

Today’s SMs are endpoints in large/medium scale, machine-to-
machine (M2M) networks that extend to both SG infrastructure
and to the vast array of future machines and devices that connect
to SG applications. With existing two-way communication tech-
niques SMs provide time-related consumption information which
is used in time-of-use (TOU) or time-of-day (TOD) pricing between
the utilities and consumers. They can measure power at a fine-
grained level from seconds to 15 minutes interval. This measured
data is transmitted intermittently via different communication
technologies and sent to local distribution system operators
(DSOs) [61]. In addition to protecting business and consumer
data/details on an electricity grid, SMs and their associated
infrastructure monitor such as AMI network, control, and even
protect the critical power infrastructure. AMI network is an
important infrastructure which has much functionality and SM is
an entity which can be implemented at each and every home/
industrial energy conservation applications. There is an important
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Table 3
3-Channel metrology ICs specifications.
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Part number Standard specification Watt-hour Dynamic Supply Hostinterface Harmonics Security AY" Package Key
(Wh) range voltage realization feature ADC type reference
accuracy % (Vsupply) facility (bit)

ASM221 IEC62053-21, IEC62053-22, <0.5 2000:1 1.8-3.6 SPI, I:C, UART ¥ s 64 128-LQFP [10]

IEC62053-23, ANSI C12.1,ANSI
C12.20
MAXQ3180 [EC60687, IEC61036, IEC61268 - - 33 SPI v - 16 28-TSSOP [11]
EM773 IEC 60134 - - 1.8-3.6 SPI v v 32 33- [12]
HVQFN
MAX71637 MID, WELMEC <01 5000:1 2.7-3.6 I2C, UART, v v 32 120-LQFP [15]
SPI, ISO
UART

71M6515H IEC62053, ANSI C12.20 <01 2000:1 3.3 UART v - 20 64-LQFP  [18]

ADE7754 IEC60687, IEC61036 <0.1 1000:1 24 SPI 4 - 16 24-SOIC 23]

78M6631 IEC62053, ANSI C12.20 <05 2000:1 33 UART, I°C,SPI 7 v 22 56-TQFN  [25]

(i) MAX71334L MID, WELMEC <01 2000:1 3-3.6 SPI, Master 7 32 100-LQFP [30]

(ii) MAX71335L I2C, UART

PL3223 IEC60687, IEC61036, IEC61268, <0.1 1000:1 5 SPI v v 16 44-QFP  [58]

IEC62053-2x
ATT7022B IEC62053-22, GB/T 17883-1998 <0.1 1000:1 24 SPI v - 16 44-QFP  [59]
ATMO90E36A [EC62052-11, IEC62053-22, <01 6000:1 2.8-36 SPI v - 32 48-TQFP  [60]
IEC62053-23, ANSI C12.1,ANSI
C12.20

ADE7758 IEC60687 <01 1000:1 24 SPI v - 16 24-SOIC  [109]

71M6513 IEC62053, ANSIC12.20 <01 2000:1 33 UART, I°C v - 20 100-LQFP [112]

MCP 3909 [EC62053, IEC1036, IEC61036, <01 1000:1 24 SPI v - 16 24- SSOP  [114]

IEC60687
ADE7878 IEC62053-2x <01 1000:1 24 12C, SPI, v - 16 40-LFCSP  [119]
HSDC

SA9904B IEC61036, IEC61268 <01 1000:1 24 SPI - - 24 20-DIP [120]

MSP430F6779 ANSI C12.2x, IEC62053 <01 2000:1 1.8-3.6 UART, SPI, I°C 7 v 24 100-LQFP, [156]

128-LQFP

ADE7880 IEC62053-2x, EN50470-x (a) <01 (a) 1000:1  2.4-3.7 HSDC, SPI, v - 24 40-LFCSP  [157]
(b) <02 (b) 5000:1 I2C
(c) <01 (c) 1000:1

ADE7752 [EC62053-2x <01 500:1 24 LFLO v - 16 24-SOIC  [165]

MSP430F6779 [EC 62053, ANSI C12.20 <01 2000:1 1.8-3.6 SPI, I2C, UART ¥ v 24 100-LQFP, [166]

128-LQFP

relation between AMI and SG in terms of communicational needs
and network topologies due to their functionality, measuring
components, coverage area and architecture. SM communication
technologies depends upon local environmental conditions, busi-
ness model and communication interface [24]. Considering exist-
ing communication standards of SMs and their coverage from HAN
to wide area network (WAN) application/layer, It is found that
each application/layer is important in determining suitable tech-
nology for SG deployment. From communicational and security
prospective an AMI can be considered to include the following
components as shown in Fig. 3.

® Home area network (HAN) and building area network (BAN): It
comprises a computerized, intelligent network of electronics
instruments (i.e. sensors and actuators), designed to reduce
energy consumption. SMs pose multiple sensors and data
sources, which can indicate energy theft, in practice, the
individual methods exhibit many false positives [62,63]. SMs
sensors usually have resource constraint; therefore it is desir-
able to have lightweight security mechanism [64,65]. Perfor-
mance of multiuser selection scheme for HANs/BANs for SMM
applications depends upon total number of devices, traffic
intensity and modulation schemes [66,67].

Smart meter gateway (SMGW): It is the central communication
component of SG infrastructure, which connects a WAN with a
network of devices of one or more SMs. They maintain
communication between the prosumer with his consuming
and generating devices, and are secure from physical attacks
[68]. SMGW contains security module, which is responsible for

basic authentication and aggregation of messages sent by
various meters on their way to control center [69,70]. In
Europe, the German organization released the protection
profile (PP) for secure gateways in smart metering systems
[71]. PP defines about the target of evaluation (TOE), an
electronic unit with following functionalities.

(i) Data integrity, authenticity, protection of confidentiality
(ii) Information flow control

So there is need of secure mechanism between data concen-
trators and SMs to protect end-to-end information. For this
high data security mechanism for secure crypto algorithms/
operating systems are required to AMI networks (i.e. individual
meter to gateway meters, and sub-metering devices). The
following table shows various SMGW security schemes
(Table 4).

Neighborhood area network (NAN): It may be the combination
of number of HANs/BANs, where all types of necessary infor-
mation like, power consumption data, appliances control, and
security alarms are transmitted to accomplish energy manage-
ment [72-74].

Wide area network (WAN): It is a computer network which
connects an AMI headend in the local utility network and a
data concentrator. Data concentrator collects over a network
from group of SMs and sends this bulk data to headend. AMI
headend manages the information exchanges between external
systems, such as meter data management system (MDMS) and
AMI network. As with all high speed communication networks,
such as Wimax, 3G/GPRS and broadband power line



K. Sharma, L. Mohan Saini / Renewable and Sustainable Energy Reviews 49 (2015) 720-735 727
- - — - - S
Cloud Control Cloud Wide-area network (WAN)
services , center unit 1 services
WAN/NAN gateway
smart meters
l— S e I- =
1 <<<(( ))))) : Neighbor-hood area network (NAN)
’ 1
B - e e e e — —
NAN/BAN gateway
smart meters
Building area network (BAN)
BAN/HAN gateway
smart meters
Home area network (HAN)
Fig. 3. Hierarchical architecture of advanced metering infrastructure (AMI).
Table 4
Smart meter gateway (SMGW) security schemes.
Technique/scheme Mode of Advantages Coverage Mode of operation Country  Keyreference
communication area
Wire-less Wire- Hardware Software
line
Two-layer security scheme 4 4 Conducts secure key management between HAN < WAN 4 Taiwan [21]
data concentrators and meters
Datagram transport layer s - Protects end-to-end information exchange =~ HAN < WAN - 4 India [65]
security (DTLS) protocol via lightweight protocol
Threat modeling 4 4 Supports methodological development for ~ HAN < WAN — Y STRIDE ~ Germany [68]
system design and software development
Authentication and 7 M-Bus - Fragmentation of long messages in several ~HAN < WAN 4 Germany [6G9]
fragmentation layer (AFL) protocol fragments
prOtOCOl (EN13757-4)
Privacy-preserving recording s 4 Allow gateway smart meters to help HAN < WAN — 4 Hongkong [70]
and gateway-assisted aggregate power usage information
authentication
Adaptive binary-tree based 4 4 Individual meter to gateway meter data HAN < NAN — 4 USA [125]
inspection algorithm scanning and inspection
Secure communication protocol 4 Shamir secret sharing (SSS) encryption HAN < WAN — 4 Italy [131]
(SCP) scheme based on chord protocol
Java card applet s 4 Provides secure and efficient operating HAN < WAN - India [136]
systems (OS) for data storage and
cryptosystems
(i) Terminal smart meter (TSM) - ¥ PLC Overall illegal electricity measurement HAN < WAN ¥ Matlab/  South [137]
(ii) Gateway smart meter Simulink  Korea
(GSM)
(i) ETE-H protocol 4 4 Homomorphic multiplication technique used HAN < WAN — 4 USA [154]

(ii) HBH-A protocol
(iii) HBH-C protocol

communication (BPL) connectivity enables functions and appli-
cations that consume a high bandwidth; connectivity makes

access to the system functionality easier. This drive toward [21,61].

using internet protocol (IP) will achieve interoperability will
create robust SG networks, and SMs will operate at low cost
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With SMs and growing grid distribution communication, AMI
network is becoming more pervasive. Therefore AMI security
ranging over a spectrum from resisting attacks aimed at super-
visory and control systems; to end user privacy concerns [75,76].
This multi-faceted problem also includes vulnerabilities that arise
from deployment of physical attack at SM location, with a
potential to manipulate the measured energy consumption, and
being massively deployed aiming at de-stabilization [20]. It is no
surprise that basic encryption algorithms and passwords protec-
tion schemes for SMs can no longer ensure the highest level of
AMI networks protection. The command and control nature of AMI
data networks poses a difficulty from SM security prospective.
Therefore SMs require a complete life-cycle security from cradle to
grave and should fulfill four necessary security requirements are
shown in Fig. 4, and can be described below:

1. Device authenticity: SM accessing features (i.e. manufacturing
tests, software debugging) should only be allowed with an
authorized mechanism. Inauthentic SM requesting the service
of wire-less/wire-line network should not be allowed [77].

2. Data confidentiality: It is concerned with creating, transferring,
processing, and storing consumer data, either dynamically pro-
duced data, such as meter readings and power consumption
profiles. Now a day’s consumer data (i.e. metrology and con-
sumption information) is a highly important asset for utility
providers. At AMI headend, the exploitation of consumer profiles
has to be confidential from eavesdroppers, and only authorized
systems will have right to access the specific consumer data [78].

3. Data authenticity and integrity: During AMI applications, it is
necessary to ensure that the consumer data and transactions
are genuine. It is also important for authenticity to validate that
both parties involved are who they claim to be. Some informa-
tion security systems incorporate authentication features such
as HASH function [79], which provide evidence that the
message data is genuine and was sent by authorized person
with proper signing key.

4, Consumer privacy and security: Consumer privacy protection is
a key requirement of today’s SG infrastructure. For this SM
should have latest storage components with high security
mechanism. It should not be accessed by unauthorized reques-
ters. Only authorized requesters must be able to decrypt the
encrypted meter data.

Considering all necessary parameters requirements, it has been
observed that SMs security should be flexible enough to handle
any security threats that evolve over the years. Following table
shows various SM privacy-preservation schemes that are used for
SG applications (Table 5).

Device
authenticity

Data
authenticity
and integrity

Data
confidentiality

Consumer
privacy and
security

Fig. 4. Smart meter objectives.

5. Smart meter attacks types and their minimization schemes

Traditionally analog electro-mechanical meters and electronic
meters were easy for attackers, to steal power and manipulate
power consumption details. Electricity theft produces non-
technical losses. But SMs based AMIs can detect and minimize
electricity theft [80], therefore SM security gets a lot of attention
from various governments, utilities, and consumers. SM attacks
can be classified in two major categories. Different types of SM
attacks are shown in Fig. 5.

1. Physical attacks; 2. Cyber-physical system (CPS) attacks.

1. Physical attacks: SMs are at higher risk of a physical security
breach, where illegal user/attacker tries to modify SM records
individually or through its interfaces in different ways [81],

® Replacement of dedicated metrology IC with fake IC: An
attacker programs the fake or an intercepted metrology IC to
share memory contents with any other attacker as shown in
Fig. 6. Secret keys loading during the manufacturing cycle
can be easy to manipulate all necessary calculations and
consumer details since the fake or an intercepted IC can be
program to share such data. To avoid this type of attack
there is a need of a high level of engagement between end-
users, with the help of advanced encryption standard (AES)
based encryption techniques. Physical attack using a smart
resistance implementation [82] and zero line CTs [83] can
be avoid

® Steal software to clone a meter: An attacker can rebuild the
software that was to be loaded on a smart meter, they could
structure the software to share—instead of protect—secret
encryption keys. For this latest reliability prediction soft-
ware are required to design and develop SM characteristics
to accurately calculate the reliability indicators such as
failure rate, mean-time-to-failure (MTTF) and reliability
[85,86].

® Abusing host interface: Power consumption details gener-
ally transmitted to remote places through electrically con-
nected medium like RS 232/RS485 serial communication or
through ANSI C12.18/ANSI C12.19 optically isolated medium.
Therefore host interface abusing is one of the known
hackers’ ways to execute unauthorized program code, get-
ting control over secure applications and running code in
privileged modes [88]. For this strong authentication proto-
col, such as secure hashing algorithm (SHA-1) can avoid
such type of attacks [89]. Physically unclonable function
(PUF) technology with ANSI standard compliant can provide
strong hardware based authentication and efficient key
management to assure the confidentiality/integrity of mes-
sages exchanged between SMs and utilities [84].

2. Cyber-physical system (CPS) attacks: AMI is suitable example of
CPS [90], which consists of different types of hardware, com-
munication devices and MDMS, to summarize the collected
data into software application platform [85,91]. As SMs net-
worked, MDMS software must have adequate security against
any unauthorized change in software configurations, reading of
recorded data, change of calibration data, etc [86]. AMI security
depends upon authentication mechanism [92], communication
technologies [89,93] and routing protocols [74,94]. For efficient
and reliable AMI netwoks there is need of systematic frame-
work, which can offer high accuracy between data concentra-
tors and AMI head-ends. Paillier cryptosystems is a homo-
morphic encryption scheme which secure and efficient way for
smart metering systems. The following table encompasses
various types of intrusion detection systems (IDSs), perfor-
mance improvement and privacy preservation schemes that
are used in AMIs (Table 6).
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Table 5
Privacy-aware smart metering schemes
Technique/scheme Mode of Advantages Coverage Mode of operation Country Key
communication area references
Wireless Wire- Hardware Software
line
Privacy preserving protocol (PPP) scheme ¥ v Provides high degree of privacy but does not HAN < WAN — v USA [20]
cover usage consumption profile
Compressed sensing technique Y CSMA - Pseudo-random spreading codes used WAN - v USA [61]
Privacy-aware yet accountable secure v — Requires less computations and does not HAN < WAN - v China [64]
scheme (PASS) affect billing procedure
Ring signature scheme v - Does not affect the performance of wireless HAN < BAN — v India [67]
sensor network
Elderberry protocol — Y PLC Saves network bandwidth and does not HAN < WAN - v Germany [126]
require complex cryptography
Privacy preserving nodes (PPN) scheme v Shamir secret sharing (SSS) encryption HAN < WAN - v Italy [128]
scheme used
Privacy-preserving-range-query (PARQ) ¥ v Stores meter data on cloud servers in HAN < WAN - v China [130]
encrypted form
Unified security and privacy protection v s Useful for system control, secure computing HAN < WAN v United [153]
(USAPP) scheme and communication security Kingdom
Efficient privacy-preservation protocol for ¥ v Paillier cryptosystem used HAN < WAN — v Germany [155]
smart metering systems (EPPP4SMS)
Trustworthy cloud computing (TCC) v v Executes infrastructure-as-a-service (IAAS) HAN < WAN — v India [161]
scheme users to support guest virtual machines
Secure multi-party computation (SMC) — Y PLC 100 smart meters data aggregation at once HAN < WAN * - Austria  [168]
protocol with 100 kbps speed
Cyber-physical
Physical attacks systems (CPS) attacks
Meter breaking,
reversing and dis- l l l ! !
conmecfon Protocol Intrusions Denial-of — Routing Man-in-the-
Using magnets Attacks service (DOS) Attacks middle (MITM)
ttack attacks
Abusing host interface Data integrity
By-passing neutral attacks
wire
Extracting password l l 1 l
Data timing Data Data Data ]E)ala i
attacks analysis injection replay modification
attacks aiimrks attacks attacks
Immediate Delayed
attacks attacks

Fig. 5. Different types of attacks on smart meter.

CPS attacks can be sub classified in three categories:

Denial-of-services (DOS) attacks: It may be an adversary forges the
demand request of a smart meter, and keeps requesting a large
amount of energy [78]. These attacks are related with temporary or
permanently connect/disconnect AMI messages and communica-
tion link (wire-line or wire-less) flooding/jamming by spoofing
packets [95]. As per IEC 61850, there is need of secure commu-
nication system which requires less computation overhead during
data verification and attack detection between SMs and consumer

equipments. Tunable signing and verification (TSV) protocol is
good for wide area measurement system (WAMS) based commu-
nication applications [96]. The following table highlights various
types of DOS attacks prevention schemes (Table 7).

Man-in-the-middle (MITM) attacks: It is a type of an eaves-
dropping attack, where a malicious intruder inserts him/herself
as a relay/proxy into a communication session between con-
sumer or systems. After making independent connections with
the victims and relays messages, making them believe that they
are directly connected with each other. But in fact the entire
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Fig. 6. A simplified model of threats to the life cycle of smart meters [81].

communication is controlled by the attacker. Several data
exchange protocols such as transmission control protocol
/internet protocol (TCP/IP), hypertext transfer protocol (HTTP)
and file transfer protocol (FTP) can be easily hacked during
MITM attacks [97,98]. So these protocols must be replaced with
high security protocols like internet protocol security (IPSec),
secure socket layer (SSL), transport layer security (TLS) and
secure shell (SSH) for user data confidentiality, integrity and
authentication. Considering all necessary points about MITM
attacks, there is need to to implement efficient meter data
aggregation system without individual leakage values between
HAN devices. For this additive homo-morphic encryption
scheme is good option [99]. The following table shows various
MITM attacks prevention schemes (Table 8).

® Data integrity attacks: These attacks are related with data
timings, data analysis, false-data injection, data replay and data
modifications. During AMI applications sparse attacks [100],
and churning attacks [101], are difficult to detect since they can
be performed by an honest and curious adversary [101]. For
this S/key on-time password scheme [102], and preprocessing
algorithms [103], can provide secure authentication and miti-
gate privacy risks between SMs and SG servers With the advent
of cloud computing and new technology trends that result in
new failure modes for storage, interesting challenges arise in
ensuring data integrity such as artificial data injections, data
replay, and data modification. The following table shows
various false-data attack prevention schemes (Table 9).

6. Conclusion

SM is a new area of research in SG infrastructure that has attracted
rapidly growing attention in the government, industry and academia.
Different countries and utility companies are working to establish
better communication technologies and control over their electricity
resources, manage peak demand, operate more efficiently, and accom-
modate massive amounts of DER systems. In this paper, we presented
a comprehensive survey of smart metering for SG infrastructure,
starting from discussing the potential benefits and past development
stages to giving directions of future SMs infrastructure. SG infrastruc-
ture includes high efficiency power electronics components (i.e. metal-

oxide-field-effect transistors (MOSFETs), insulated gate bipolar tran-
sistors (IGBTs) and diodes) with power ratings from few watts to
megawatts to enable highly efficient and reliable power conversion for
wind energy harvesting applications, where low power consumption
is key requirement. In future PV installation based energy supply could
be feasible. Economically an artificial intelligent meter (AIM) based
AMI network and energy management schemes will decreases the
peak hour usage of appliances, and decreases the consumers’ carbon
footprint [104]. Therefore AIM in future to accelerate roll-out of SGs. So
we need to ensure stable, affordable, low-carbon SMM solutions.
Harmonics measurement and their minimization at every level of SG
applications increase the power quality area and deliver green
technology (GT) to consumers. For this latest metrological solutions
are reviewed, which are ideal to achieve higher power densities,
voltages and efficiency levels that will be needed in the future. They
also promise a state-of-the-art combination of hardware and software
security for existing and ongoing SMs, smart sensors and renewable
energy and storage systems.

SG communication network features, such as heterogeneous
devices [105,106] and network architecture/model and topologies,
delay constraints on different time scales between AMI and SCADA
systems scalability, and diversified capabilities of embedded devices,
make it indeed impractical to uniformly deploy strong security
approaches over SG systems [63]. Consequently, there is no single
and ultimate solution to security concerns involving electricity net-
works. Earlier days SM security was only focused on setting
standards for privacy and the prevention of data theft. Now the
SMs security threats are varied and evolving. Therefore we analyzed
SM security vulnerabilities (i.e. hardware and software) through case
studies, and discussed various attack prevention schemes. As we
have reviewed, SM security is very fruitful and challenging research
area and still under development for a new democratic and sustain-
able SG environment, especially because information security must
be taken into account with various measurement systems such as
PMUs [54,107] We wish to highlight the importance of SMs for SG by
latest privacy-preserving/security schemes that has been globally
treated as a technical issue. Although this work is ongoing and big
efforts are still needed to accomplish this task, but the
analysis is made in terms of suitable metrology ICs selection, energy
management schemes and consumer privacy protection schemes,
and the hurdles to be overcome for realization of nobel SG
operation.
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Table 6
Intrusion detection systems (IDS)/performance improvement/privacy preservation schemes in AMI.
Technique/scheme Mode of Advantages Coverage Mode of operation Country  Key
communication area reference
Wire-less Wire- Hardware Software
line
Certificate-less public key v v Schnorr signature algorithm used HAN < WAN — v USA [22]
cryptography (CL-PKC)
Hidden markov model (HMM) v — Accurately audits physical and cyber-physical HAN < WAN v USA [62]
scheme theft events
Homo-morphic encryption scheme * v Paillier cryptosystem used HAN < WAN — v USA [73]
Peer-to-peer computing protocol ¥ v Efficient and reliable to identify fraudulent NAN — ¥ Matlab USA [74]
electricity users constantly
Homo-morphic encryption scheme ¥ v Key distribution table setup for secure data ~ HAN < NAN — v USA [77]
aggregation
Homo-morphic hash v v Reduces metrology computation HAN < WAN — v South [79]
scheme (matrix based) Korea
Physically un-clonable function v - Zero-knowledge proof of knowledge (ZKPK) ~ HAN < WAN v USA [84]
(PUF) scheme protocol used
Multiple key distribution server v v Secure hashing (SHA-1) algorithm used HAN < WAN — v India [89]
(KDS) scheme LAN
Key management scheme (KMS) v v Simple cryptographic algorithm used to avoid HAN < WAN — v China [91]
storage problems
Authentication code (A-code) - v Short authenticators and feasible number of ~ HAN < WAN v Japan [92]
LAN  security keys
Enhanced routing protocol for low * IEEE — Easy to deploy and cost effective and reliable HAN < WAN “ — United [93]
power and lossy networks 802.15.4 solution for smart metering networks Kingdom
(ERPLLNSs) Mesh radio
Integrated authentication and v — Better end-to-end delay and low packet loss HAN < WAN — v USA [94]
confidentiality (IAC) protocol
Multi-interface zigbee building Y Zigbee - Improvement in application-layer latency up  BAN v Y OPNET  Hongkong [106]
area network (MIZBAN) to 67-75 % to cater high-traffic AMI (HTAMI)
networks
Physical layer-assisted message Y SUN — Fast and lightweight message authentication HAN < — v China [124]
authentication (PLAA) scheme between IEEE 802.15.4 g networks NAN
Gabidulin-Paramonov-Trejtakov — — Location based security with smallest key size HAN < — v United [135]
(GPT) scheme cryptosystem WAN Kingdom
Split and aggregated-TCP (SA-TCP) — Evaluates data traffic dynamics (i.e HAN < WAN — ¥ Network Canada [140]
scheme throughput, packet loss rate and packet delay) simulator-
2
Data-stream based intrusion v v Offers higher accuracy in data concentrators ~ HAN < WAN — Y MOA UAE [142]
detection scheme and AMI head-ends
Public key infrastructure (PKI) v v Offers ID based mutual authentication HAN < WAN — v South [143]
mechanism between smart devices Korea
Risk assessment framework — — A systematic framework for AMI network HAN < WAN — Y ADVISE  USA [144]
improvement
Decentralized, efficient and — — Paillier cryptosystems used HAN < WAN — v United [170]
selective aggregation (DESA) Kingdom
scheme
Table 7
Denial-of-service (DOS) attack prevention schemes for smart meter.
Technique/scheme Mode of Advantages Coverage Mode of operation Country Key
communication area references
Wire- Wire- Hardware Software
less line
SecureHAN framework 4 — Secure communication system between smart meter HAN v - USA [95]
Zigbee and consumer equipment
Secure smart metering protocol - Y PLC  Does not affect encrypted meter readings HAN < WAN 7 - South [117]
(SSMP) Korea
Homomorphic encryption scheme - v Requires less communication and computation HAN < WAN — 4 South  [133]
overhead during data verification and attack detection Korea
Wide-area monitoring, protection - - Supports IEC 61850 and monitors local/substation HAN < WAN — — Egypt [139]

and control (WAMPAC) scheme

devices geographically
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Table 8

Man-in-the-middle (MITM) attacks prevention schemes.
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Technique/scheme Mode of Advantages Coverage Mode of operation Country Key
communication area reference
Wire- Wire- Hardware Software
less line
Privacy-preserving aggregation (PPA) — — Efficient meter data aggregation without HAN < WAN — v China  [97]
protocol individual leakage values
Device authentication algorithm v — Easy to implement between HAN devices HAN v — USA [111]
Zigbee
Time-varying encryption system — Y LAN Caesar cipher used NAN < WAN “ 7 Labview Taiwan [113]
(TVES) scheme
Privacy-enhanced data aggregation 4 Tree-based aggregation scheme provides HAN < WAN — v Taiwan [141]
scheme formal security proofs
(i) Smart grid mutual authentication ¥ v Enhanced identity-based cryptography (EIBC) HAN < WAN — Y AVISPA Canada [152]
(SGMA) scheme used
(ii) Smart grid key management
(SGKM) scheme
Group key scheme v - Pairing-based cryptosystem used HAN < BAN — ¥ Network USA [163]
simulator-2
Table 9
False-data attack prevention schemes.
Technique/scheme Mode of Advantages Coverage Mode of operation Country Key
communication area reference
Wire-less ~ Wire- Hardware Software
line
Karush-kuhn-tucker (KKT) scheme — — Identifies the most damaging attack on HAN < WAN — 4 USA [72]
power system state estimation MATPOWER
NesSSi? tool s s Creates required network models and HAN < WAN — ¥ NeSSi? Germany [75]
implement new applications
Minimum transmission energy (MTE) ¥ Ad-hoc — Energy aware protocol that least burdens HAN < WAN — 4 Australia [76]
routing protocol transmitting nodes
(i) Change and transmit (CAT) scheme v — Addition of artificial spoofing packets to HAN < WAN — ¥ Qualnet  USA [78]
(ii) Artificial spoofing packet (ASP) mitigate the attack
scheme
Message authentication scheme (MAS) 7 — User data strong privacy preservation HAN < BAN 7 — South [87]
Korea
An efficient aggregation protocol with 4 4 Guarantees security and privacy during HAN WAN — 4 China [138]
error detection (APED) protocol malfunctioning smart meters
State summation detection (SSD) scheme — — Compatible with traditional false data HAN < WAN — 4 China [145]
detection scheme MATPOWER
Watermarking-based detection scheme ¥ DSSS — Identifies strong and stealthy data attacks HAN < WAN - ¥ Matlab USA [146]
modulation
Hardware/Software based crypto-engines ¥ Zigbee — Galois counter mode (GCM) cryptography HAN < BAN 4 Thailand [147]
used
Merkle hash tree technique (MHTT) 7 Wi-fi — Avoids replay attacks and data integrity = HAN WAN 4 4 China/ [150]
attacks Canada
Privacy-preservation aggregation — - Users automatically can update HAN < WAN — 4 Canada [162]
scheme (PARK) encryption keys
In-network data aggregation scheme — — Light-weight security scheme for current NAN — 4 USA [169]
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