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Foreword

When I co-founded the GridWise Alliance in 2003, the intent was to empower a diverse, industry-
oriented, member-driven, non-governmental organization (NGO) to play the role of educator and
convener in transitioning the power industry toward our shared vision of a smarter grid. Now that
I’ve recently taken the helm again more than a decade later, I find the mission very much intact, the
goals clearer, and the urgency greater than ever.

Today, a general consensus holds: A modern (and smarter) grid offers a path to a healthy econ-
omy and a sustainable energy future that involves utilities, regulators, vendors, and consumers, and
is founded on a positive business case and a logical implementation framework. How this path takes
shape for any individual utility will, of course, depend on myriad factors, though the traditional
mandates for reliable, affordable, and safe power remain intact.

This second edition of Smart Grids: Advanced Technologies and Solutions that you hold in your
hands is a milestone and supports the notion that the question today is not whether a modern grid is
beneficial and much-needed but how to best accomplish it. Since the turn of the century, the power
industry has gained considerable insight into a variety of new technologies and best practices, cre-
ating a body of knowledge and experience that provides an excellent basis to move forward. The
challenge now is to engage stakeholders in a way that can bring together the diversity of interests
toward a common outcome.

Achieving consensus among stakeholders with diverse interests, motivations, and means is akin
to the old saying about democracy: It’s a messy business. The history of grid modernization in gen-
eral and the GridWise Alliance in particular reflects that we’ve traveled a sometimes arduous road
to our current, forward-looking position.

In the summer of 2001, as director of energy programs at the Pacific Northwest National
Laboratories, I was asked by the Senate Energy and Natural Resources Commiittee to testify on the
potential impact that new information and communication technologies (ICT) could have on the
energy sector. In that testimony I described conceptually how ICT could be deployed to optimize
electricity delivery and consumption. Soon after, the lab and a few partner companies began work-
ing with the U.S. Department of Energy to create a new federal research and development (R&D)
program focusing on ICT and the grid. We chose the name “GridWise.”

From the beginning, we understood that changes in the electric power sector would need to be
undertaken and accomplished as a public and private partnership that included federal and state
lawmakers and regulators, as well as traditional power industry stakeholders. In 2003, as politi-
cal winds blew cold and the Senate’s interest waned, we launched the GridWise Alliance with
six founding member companies. Our mission was to advocate for prudent changes to policies
that would encourage innovation and new technologies to be deployed across the electricity sector.
While we were still finalizing the incorporation papers for the Alliance, a major blackout spread
across the Northeastern U.S. and parts of Canada, leaving 55 million people without power, some
for days and weeks. At the time, it was the world’s second most widespread blackout in history. The
cause was traced to a software glitch in an alarm system in a control room in Ohio. Suffice to say it
was preventable, and yet it served to draw federal attention back to the issue of grid modernization
and helped to solidify the importance and relevance of the Alliance’s mission.

In early 2007, the Alliance was asked to provide input to a new energy bill, and by the end of
that year, President Bush signed into law the Energy Independence and Security Act of 2007 (EISA
2007). Title XIII of the legislation contained a number of key provisions that would fundamentally
support the Alliance’s mission and, indeed, support the broader power industry need to modernize.
Title XIIT’s opening paragraph stated: “It is the policy of the United States to support the moderniza-
tion of the Nation’s electricity transmission and distribution system to maintain a reliable and secure
electricity infrastructure that can meet future demand growth....” Henceforth, grid modernization



X Foreword

would be a U.S. national policy and the Secretary of Energy was tasked with coordinating federal
agencies and power industry stakeholders to perform related research and development, create stan-
dards that supported interoperability, and encourage state regulators to demand proof that utility
investments would be cost effective and secure, secure, improve reliability, and benefit society. We
Wwere on our way.

The severe recession of 2008 proved to be another setback that, nonetheless, led to forward
momentum. The federal American Recovery and Reinvestment Act of 2009 (ARRA 2009) autho-
rized $4.5 billion in federal monies for cost-sharing grid modernization work to be spent on demon-
stration and pilot projects. Data collection and reporting were, of course, mandatory for participants
so that these investments would yield lessons learned and report on best practices.

These projects were just getting underway when the first edition of this book was written in
2010-2011, and most results were not reported when the first edition was published in 2012. Yet the
thinking around grid modernization had matured considerably. In my case, by then a vice president
for grid integration at the National Renewable Energy Laboratory (NREL) in Golden, Colorado,
I wrote an article, “Grid 3.0, a Full-featured Smart Grid, Will Keep Us Competitive in the 21st
Century,” for Electricity Policy (December 2010). I defined what I referred to as “Grid 3.0” because
I thought that would lend specificity where “grid modernization” and the sometimes baffling term
“smart grid” fell short. It’s a definition, I think, that remains relevant:

Grid 3.0 represents a future architecture of the electricity infrastructure that includes everything from
the point of generation to the point of consumption. It will include a complex network of technologies
and systems, hardware and software, communication and controls that will provide both producers and
consumers a high level of visibility and control.... Its timeline will be driven by a variety of factors,
including federal, state and local policies, economics and technology innovation.

As you can see, my “definition” is really a general set of market activities and technology attributes
and innovations, rather than a prescription. The depth of the book in your hands is proof positive
that the toolkit has expanded and that the mantra “one size doesn’t fit all” remains true. We now see
that the fundamentals of a smarter, more functional grid rests on a foundation of utility-wide ICT
networks that can support diverse functionalities and applications, which will continue to contrib-
ute to the traditional needs for reliability and resiliency, while also supporting distributed energy
resources and interactions with, and participation by, utility customers.

At the time of this writing in 2017, technology has raced ahead of developments in policies and
evolving utility business models that will enable these new technologies to play an important and
cost-effective role. The challenge is often about getting the rules, regulations, and procedures in
place to optimize the benefits both to consumers and their utility. Only with that clarity can needed
investments take place at scale. The GridWise Alliance’s five “pillars for action” remain a useful
guide for orchestrating stakeholders to shape the future:

» Establish clear and comprehensive guiding principles to shape grid modernization.

* Facilitate industry input into unifying architectures to ensure interoperability across the
entire grid and its markets.

* Create frameworks to guide local, state, and regional policymakers and utilities in their
transition to the future grid.

* Craft solutions through stakeholder engagement and education.

 Identify technology challenges and limitations through robust research and analysis.

Readers of this book are, no doubt, already involved in such actions and are probably intimately
involved in helping their own utilities or communities they serve in one capacity or another to make
forward progress. Tangible achievements light the path for the industry, and the Alliance’s “Grid
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Modernization Index” is an annual measure of successes in each state in the USA across a broad
spectrum of utilities and stakeholders.

As you read, however, keep in mind the market context: The arc and speed of technology devel-
opment and the power of market forces mean that, as policy and standards play catch-up, disruptive
forces are rampant. Utilities, in particular, must seize the challenges and opportunities that will help
define our energy future.

In my view—and that of many others—utilities must transition from a commodity-based busi-
ness to a service-based business. That implies differentiated service offerings, an advanced under-
standing of consumers and savvy in many areas in which utilities traditionally have not needed
expertise.

Today’s fabric of central generation-driven grids will survive in some form: It serves the public
well, and we will rely on it for the foreseeable future as end-users at the grid’s edge become both
producers and consumers of electric energy.

As we move forward, the power industry’s diverse stakeholders, and even its disruptive forces,
must work together to meet our mutual needs for a sustainable energy future that is beneficial for
utilities, consumers, the economy, and the environment. I’d humbly suggest that readers keep these
values in mind as they make their way through this book.

Steve Hauser
CEO, GridWise Alliance
Washington, DC
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Preface

SMART MINDS, SMART GRIDS—DISRUPTION AND
TRANSFORMATION THROUGH INNOVATION

The utility industry has made great progress in grid transformation and modernization since the
first edition of this book was published in 2012. In my view, one of the most significant changes
has been at the “grid-edge”—the area of the distribution network close to the customer and at the
customer interface. Distributed energy resources (DERs) and the IoT (Internet of Things) will be
key technology deployments at the grid-edge. While the deployment of smart meters and advanced
metering infrastructures in the USA seemed to reach a plateau when the first edition of this book
was published, the meter communication networks are now proving to be valuable foundations and
operating experiences for real-time communications to the grid-edge. Pervasive and cost-effective
sensors and controllers will also be essential for the smart grid IoT, and to enable transactive energy
exchange between customers in an open retail market. The emphasis will be on device interoper-
ability and data connectivity.

We have seen recent changes in the USA net-metering programs for retail customers signaling
the need for an increased focus on DER energy exchange on the grid. Both wholesale and retail
markets will need to support DERs and the dynamic balancing of supply and demand resources
across the grid by moving toward real-time, market-based locational pricing of transactive energy
exchanges, and while maintaining equitable cost allocation among all customers. An increase in
customer- and third-party-owned DERs will preclude utilities from earning rates of return on infra-
structure investment in the current policy and regulation environment. In addition, the demand and
supply paradigm may shift to include the need for a more distributed architecture requiring a differ-
ent grid configuration and energy exchange management solution. Therefore, there will need to be
a fundamental change in the way electricity is economically and safely generated, transported, and
distributed. Microgrids and DERs may be this solution, but while the current focus is on developing
cost-effective technologies and adjusting policy and regulation to facilitate integration of DERs in
the grid, there are far more challenges to consider; not only the real-time and secure management
and operation of the DERs, but also how to ensure the DER supplies are reliable and available for
delivering power to the grid when required. Distribution system operators (DSOs) will play a key
role in bridging this open energy market framework, and performance-based and decoupled rate
structures will continue to be a priority. Policies and regulation will need to be more forward-look-
ing, and will likely shift to the responsibility at the state level. Regulators in the USA are already
making moves in this area, as seen by competitive DER market options and a rate of return allowed
on Software-as-a-Service (SaaS) in New York’s Reforming the Energy Vision (REV) initiative; and
the proposal to encourage utilities to invest in DERs and open DERs to the wholesale market in
California. With the focus on the grid-edge, DERs, and microgrids, the smart grid now provides
a fundamental technology framework for smart cities, smart towns, smart communities, and inte-
grated approaches to energy systems and public infrastructure.

Significant advances in the convergence of enterprise and operational technologies are proving
to be very beneficial. The utility industry will continue along the path of digital transformation
while looking to other industries for proven successes in the areas of cloud computing, data analyt-
ics, visualization, and social and mobility applications. Digitization efforts and, in particular, the
emphasis on the grid-edge, will result in a tremendous amount of data exchanged in real-time that
will need to be managed and transformed into meaningful information in order to improve utility
operations and better serve customers. There will be some point in the grid modernization process
where the application of advanced technologies, energy efficiency, demand response, and distrib-
uted energy resources reaches the point of diminishing returns. While higher efficiencies and lower

xiii
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costs of advanced technologies will keep moving that point forward, some level of significant capi-
tal investment will also be required to upgrade the aging grid infrastructure (wires, transformers,
substations, etc.). Utilities are realizing the need for both technology and infrastructure upgrades,
but while technologies continue to advance, and policies, regulations, and standards evolve to guide
the path to grid modernization, the journey will have challenges, not the least being costly and
decidedly slow. Grid security and resilience, shrinking demand growth, and the aging grid infra-
structure and workforce will still be a priority in the USA. However, I think we will continue to see
waves of smart grid advances, and, as the industry continues to move past initial pilots and proof of
concept projects, the learning experience will hasten the progress, and the time scale of change will
accelerate. The number of stakeholders in this grid transformation journey will continue to increase.
Digitization, IoT, DERs, and open markets add a new layer to the technology and vendor ecosystem.
This will help to speed up the smart grid adoption process.

Essential with the shift in focus on the grid-edge is the need to view the customer not as a rate-
payer, but as one of the key stakeholders in the smart grid, as both producers and consumers of
energy—prosumers. Utilities need to move away from being the commodity, cost-based supplier,
and generate greater customer value through more energy choices and services, while allowing cus-
tomers to participate in the open market in real time. Disruption will not only be in terms of tech-
nology advances, but also about transforming the way utilities do business with new processes and
revenue models. Innovation will ultimately be the driver of the disruption and transformation. Will
utilities expand their dominance in the energy supply and delivery market, or will they focus on
customer choice while facilitating energy exchanges? Or will utilities resign themselves to merely
owning and maintaining the physical grid infrastructure?

Above all the smart grid successes, let us not forget the millions of people worldwide who do not
have access to electricity, or have unreliable electricity supplies, and determine how the technol-
ogy advances and innovative way of thinking with smart grid can help to overcome such obstacles.
More importantly, we should not lose sight of the future of the energy industry, and what it will take
to continue the transformation and modernization journey. I think, first and foremost, we need to
instill the desire and passion in our younger generation to pursue fulfilling careers in engineering,
technology, and science, and ensure they have the knowledge and skills to build a smarter, sustain-
able energy future.
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When electricity was first made available in the late nineteenth century, it was through central sta-
tions serving a group of nearby customers. Generation and distribution were localized, and long-dis-
tance transmission was not yet necessary. As demand for electricity service increased, distribution
networks expanded in capacity and geography. Systems once isolated from one another were becom-
ing interconnected. Out of this emerged the basic operating structure of the grid still in place today:

1. Large geographically dispersed power plants generate electricity' at low voltage levels.
2. The voltage is then stepped up via transformers in transmission substations.

! Most large power plants function in a similar fashion: using an energy source to drive a rotating turbine attached to a gen-
erator. These turbines can be driven by water, wind steam, or hot gases. Steam requires nuclear fission or the burning of a
fossil fuel like coal, whereas hot gases require the burning of natural gas or oil. A combined cycle plant uses both hot gases
and steam—they typically burn natural gas in a gas turbine and use the excess heat to create steam to power a steam turbine.

1
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FIGURE 1.1 Electric utility interconnection overview. (Courtesy of the Advisory Board of the Utility
Executive Course, University of Idaho, Moscow, ID.)

3. The electricity at high voltage levels is transmitted over long distances on interconnected
transmission lines to distribution substations, where transformers step down the voltage? to
low levels.

4. The electricity at low voltage levels is then distributed over relatively short distances via a
network of lines using smaller transformers, which step the voltage down further to levels
safe and appropriate for customers—homes and businesses.

These elements are illustrated in Figure 1.1, including (1) a power plant, (2) a transmission substation, (3)
a transmission line, (4) a distribution substation, (5) a distribution line/transformer, and (6) an end user.
While the basic operating structure of the grid has largely remained the same over the decades,
the practices used to plan and operate the grid and the regulatory structures that govern the indus-
try have evolved substantially since that time. The history of the industry, in particular, the United
States, is essentially a timeline of regulatory responses to a relatively small number of key events.
While electric power is now available to approximately 4.8 billion people around the world,
more than 1.8 billion people are left “in the dark” with no, or very limited, access to electricity.
Developing nations continue to lag in the provision of electricity to their citizenry. Globally, more
than 1.6 billion electricity meters are installed at end-use locations (houses, apartments, commer-
cial establishments, and industrial sites and factories), measuring energy usage information that
provides the global electric utility industry with revenues of more than one trillion dollars annually.
This chapter aims to provide context for the more focused, technical chapters that follow. A full
understanding of the new challenges and opportunities the industry will face over the coming decades
requires an understanding of the factors that have shaped the utility industry’s history. The regulatory
structures that exist today will also fundamentally shape the development of the smart grid. The com-
plexity of the energy infrastructure, coupled with its social, economic, regulatory, and political operating
environments, directly impacts the understanding, acceptance, and ultimate promotion of innovative
technologies, solutions, and new service models described through smart grid and many other definitions.

2 Transmission lines carry alternating current (AC) electricity at voltages ranging from 110,000 V (110 kV) to 1,200,000
V (1.2 MV), which are eventually stepped down to 110/220 V for residential use. When electricity is transmitted at higher
voltage levels, less of it is lost along the way; line loss is currently about 7% in the United States. Direct current (DC)
power may be more suitable for transmitting power over long distances if the reduced energy loss offsets the required
investment in stations at each end of the line to convert it back to AC.
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1.1 THE UNITED STATES: A HISTORICAL PERSPECTIVE

The electric utility industry in the United States today is highly fragmented, operating under a variety
of different industry and regulatory structures. Much of the heterogeneity is a result of the history of
the industry and the strong influence of ever-evolving regulatory structures. There are more than 3100
investor-owned utilities, municipals, cooperatives, and federal and state agencies that deliver electric
power in the United States today. These entities collectively deliver electric power across 50 states,
3 interconnections, and 8 distinct “reliability regions,” and own more than 160,000 miles of high-
voltage transmission lines, 60,000 transmission and distribution substations, and millions of miles
of distribution networks. This vast and intricate network keeps the lights on and systems running for
more than 142 million residential, commercial, industrial, and governmental customers [1].

1.1.1  ELECTRIFICATION AND REGULATION

When electricity was first made available in the late nineteenth century, it was provided by rela-
tively small central stations serving a group of nearby customers. Generation and distribution were
initially highly localized. However, demand for electric service grew quickly leading to the devel-
opment of larger and larger distribution networks. Rapid technology improvements also enabled
improvements in both electric power generation and transport. Systems once isolated from one
another eventually became interconnected. Eventually, the interconnection of localized systems led
to substantial industry consolidation by the end of the 1920s.

The interconnection of once isolated systems brought both benefits and risks. The biggest ben-
efit was that generation could be shared among distribution networks. Since power plants have
significant economies of scale, this allowed electricity to become cheaper to produce. Reliability
was also improved as the failure of a local generator could be offset by another generator farther
away—without customers even knowing that there had been a problem. Such was, and is the case,
the vast majority of the time. However, the fact that localized distribution networks were now inter-
dependent exposed utilities to the risk of disruptive events miles away.

This consolidation resulted in a handful of public holding companies controlling more than 80% of
the U.S. electric power market. While utilities had been state regulated since as early as 1907, the state
public utility commissions (PUCs)? had limited or no control over the actions of interstate holding com-
panies. These holding companies were often highly leveraged* and financial failures were not uncom-
mon. In addition, some holding companies were being operated essentially as “pyramid schemes,” in
which resources were transferred from utilities at the bottom to the parent company at the top—to the
benefit of a small number of large investors at the expense of ratepayers and smaller investors. For a
service as vital as electricity to the economy, this was an unsustainable situation. It was eventually
addressed in the 1930s during a wave of legislative reform that followed the stock market crash of 1929.

The Public Utility Holding Company Act of 1935 (PUHCA), in particular, had an enormous
impact on the structure of the industry. In sum, this legislation

1. Broke up the large holding companies that dominated the industry.

2. Gave the Federal Power Commission [predecessor of today’s Federal Energy Regulatory
Commission (FERC)’] power over activities that crossed state jurisdictional boundaries,
such as electric transmission and wholesale power pricing.

3 PUC is a general term for a state regulatory agency. State regulatory agencies can go by a variety of names.

+ Excessively reliant on debt to fund their activities.

> The FERC is an independent regulatory agency within the Department of Energy. According to its most recent strategic plan,
its top priorities remain interstate/national matters: (1) promote the development of a strong energy infrastructure, (2) sup-
port competitive markets, and (3) prevent market manipulation. At present, FERC is composed of up to five commissioners
appointed by the President for 5-year terms, with one appointed by the President to be the Chair. No more than three commis-
sioners can belong to the same political party, and there is no Presidential or Congressional review of the FERC’s decisions.
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3. Gave the Securities and Exchange Commission the power to regulate holding companies
in a way that state PUCs never could.

In direct response to the cross-subsidization® that took place in the pyramid schemes of the 1920s,
PUHCA required new cost accounting complexities that remain today in nearly all utility holding
companies. PUHCA regulation is also the reason why the parent companies of most investor-owned
utilities’ are typically based in the United States with holdings concentrated within the industry
(i.e., not industrial conglomerates), and why most mergers and acquisitions take place between
geographically contiguous entities. Simply put, policymakers preferred the electric industry to be
run by local electric companies, not by outside speculators, and this legislation helped accomplish
that goal.

It was a noble plan, though not without its flaws. For one, as the world around it changed, the
ability of utilities to adapt was greatly limited by the PUHCA. For example, utilities were con-
strained in their ability to reduce operating risk by diversifying their activities. PUHCA was also a
“deal-breaker” for many acquisition opportunities; non-energy businesses would essentially have to
overhaul their business model (i.e., divest non-energy businesses) and subject themselves to higher
levels of regulatory scrutiny in order to “buy in” to the industry.

1.1.2 NORTHEAST BrLAckouT oF 1965

From 1935 to 1965, the utility industry was stable and relatively uneventful. Transmission intercon-
nection had become so pervasive that isolated power systems in the continental United States were
essentially nonexistent. Oversight of these interdependencies was in place via the North American
Power Systems Interconnection Committee (NAPSIC)—which had been formed by the industry
in the early 1960s to help ensure effective governance of the nation’s transmission system—and by
regional reliability councils.®

However, on November 9, 1965, a confluence of events—a minor power surge, an improperly
configured system protection component, and extremely cold weather pushing the electric system
near peak capacity—triggered a cascading blackout that affected 25 million people in parts of
New York, New Jersey, New England, and Ontario. A review of what happened and why it happened
revealed that effective governance of the nation’s transmission system had not been ensured—
specifically, that interconnection pervasiveness was not accompanied by the appropriate level of
interconnection planning and operations. In other words, though a utility’s service reliability was
heavily dependent on the reliability of its neighbor utilities, this did not prevent independent oper-
ating standards and procedures, system protection schemes, and restoration practices from evolv-
ing. In response to constituent outcry about the blackout, more formalized oversight was legislated
through the Electric Reliability Act of 1967.

As part of this act, external scrutiny of the industry increased. The North American Electric
Reliability Council (NERC) was formed on June 1, 1968, as a successor to the NAPSIC. Its charter
was to promote electric reliability, adequacy, and security by driving utilities to common policies
and procedures. Also, out of the Electric Reliability Act of 1967 came the impetus for large-scale
energy management systems (EMSs) and Supervisory, Control and Data Acquisition (SCADA) sys-
tems that utilities use to efficiently and reliably remotely monitor and control their transmission
networks.

¢ Funding one entity with the assets and resources of another.

7 Investor-owned utilities serve the largest number of customers in the United States. In addition to investor-owned utili-
ties, there is another classification of utilities called publicly owned utilities. Publicly owned utilities are often referred to
as “municipals” (municipality-owned) or “cooperatives” (customer-owned), the latter typically serving rural areas.

8 Regional reliability councils remain in place today, covering the continental United States and much of Canada. Examples
of reliability councils include the Northeast Power Coordinating Council, the Electric Reliability Council of Texas, and
the Western Electricity Coordinating Council.
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1.1.3 ENercy Crisis oF 1973-1974

The Arab oil embargo of 1973 and 1974 drove the U.S. economy into recession and prompted
unprecedented interest in conservation and renewable energy. For the first time since average retail
price data have been tracked, the real’ cost to the consumer for electricity increased. In nomi-
nal'® terms, electric bills essentially doubled from 1973 to the end of the decade. In response,
many electric utilities shifted their marketing focus from consumption to conservation—promoting
investment in home insulation, higher efficiency heating and air conditioning equipment, and other
energy efficiency measures through financial assistance programs to residential and business cus-
tomers. The federal government also attempted to promote more efficient generation technologies
and encourage new players to enter the generation market through the Public Utility Regulatory
Policies Act (PURPA).

Put forth as part of the National Energy Act of 1978, PURPA created incentives for nonutilities
(e.g., chemical refineries, paper mills) to produce power and required utilities to buy that power. In
order to create enough of an incentive for these nonutilities to make the necessary upfront invest-
ment, certain risks were transferred from the nonutility to the utility (and, therefore, ultimately to
its customers). This was done through purchased power contracts, which were often long term in
nature. When oil prices fell during the 1980s, these cogeneration contracts proved to be a signifi-
cant drag on utility earnings—and on the energy efficiency PURPA sought to promote. Ultimately,
PURPA was used by many utilities in their arguments that less regulation, not more, was needed to
drive efficiencies in the electric industry.

1.1.4 DEREGULATION

The first major attempt at deregulation of the electric power industry was the Energy Policy Act of
1992, which sought to drive efficiency in the industry through wholesale'' competition. As airline
deregulation had driven down prices in the 1980s, it was believed that the price of electricity to the
end user would go down if the price of generation to the electric delivery company was determined
by a free market. Many economists argued that electricity was not a natural monopoly, but rather
the delivery of electricity was; generation of electricity was not. If power plants could be exposed to
competition, it was believed, then the most efficient generation operations would prevail and prices
would drop below those set by state regulators.

Policymakers and regulators recognized there was the potential for new electricity markets to
be gamed—rules manipulated and loopholes exploited, to the benefit of a few at the expense of
the many. It was understood that control over transmission assets—the high-voltage lines that link
power plants (generation) and customers (distribution)—could be used to stifle competition. In
anticipation of this, FERC was given the ability to mandate utilities to provide access to the trans-
mission grid, preventing them from keeping competition out of their market by denying the entry of
outside power to the transmission “highway.” Policymakers also understood the value of informa-
tion related to transmission and created standards of conduct designed to ensure that all players in
the marketplace had access to the same information at the same time'? and keep information from
finding its way from the regulated side of utilities to the deregulated side—an information flow that
could create a significant competitive advantage for a utility’s generation business.

 Net of inflation.

10" Inclusive of inflation.

" The wholesale market is where bulk power is bought and sold by grid operators based on immediate or long-term system
load levels, whereas the retail market—which was deregulated in certain states later in the 1990s—is where electric
supply choices can be made by the end user.

12 This is done through OASIS—an open access same-time information system.
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FIGURE 1.2 Regional Transmission Organizations. (From FERC, Washington, DC. https:/www.ferc.gov/
industries/electric/indus-act/rto/elec-ovr-rto-map.pdf.)

FERC relied heavily on independent system operators (ISOs) and regional transmission opera-
tors (RTOs)" to help ensure a functioning marketplace for wholesale electricity. ISOs and RTOs
were given responsibility for managing transmission assets that, in most cases, are owned by one
utility but essential to multiple utilities. ISOs and RTOs were established across a wide number of
states and regions in the late 1990s in the United States, including California, Texas, New York,
New England, the Mid-Atlantic, and the Midwest, as depicted in Figure 1.2. If it had been in FERC’s
power to do so, it would have mandated—in the interest of marketplace efficiencies—that all trans-
mission assets be governed and operated by an independent agency, such as an ISO or an RTO.
However, FERC did not—and still does not—have this authority. Not all state PUCs or utilities
believed that their interests would be best served by abdicating transmission asset responsibility
to an independent agency. As a result, RTOs and ISOs help oversee only about two-thirds of the
nation’s electricity consumption (Figure 1.2).

The results of restructuring have been mixed. In the PJM market and in Texas, for example,
deregulation has been considered a very real success. In California, as described in the following
section, it was, at least at first, a very vivid disaster. The difference between success and failure in
these situations has often attributed to specific details of market design.

1.1.5 WEsTeRN ENERGY Crisis oF 2000-2001

In the final analysis, it doesn’t matter what you crazy people in California do, because I've got
smart guys who can always figure out how to make money.

Enron CEO Ken Lay to the Chairman of the California Power Authority (2000)

13 U.S. ISOs and RTOs include California ISO, Electric Reliability Council of Texas, Midwest ISO, New York ISO, New
England RTO, PIM Interconnection, and Southwest Power Pool. Some of these overlap with regional reliability councils.
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I inherited the energy deregulation scheme which put us all at the mercy of the big energy pro-
ducers. We got no help from the Federal government. In fact, when I was fighting Enron and the
other energy companies, these same companies were sitting down with Vice President Cheney
to draft a national energy strategy.

California Governor Gray Davis (2003)

On September 23, 1996, deregulation of the electric market was passed into law in California by
a unanimous vote of the state legislature. This legislation required that investor-owned utilities
(i.e., Pacific Gas and Electric in the north, and Southern California Edison and San Diego Gas and
Electric in the south) divest their generation business. Power plants were sold off to independent
power producers (e.g., Enron, Mirant, Reliant, Williams, Dynegy, AES), who would then sell this
energy to the regulated utilities responsible for power delivery to residential and business customers.

Of great concern to the utilities were stranded assets—capital that they had previously invested
and which, under the new rules, they would be unable to recover. In return for asset recovery, the
utilities agreed to retail price caps. Though the price the utilities would be paying to purchase energy
would change with the market, the amount the utilities could pass on to the customer was fixed.
It can take several decades for bad legislation to become apparent. In California, it took <5 years.

The spot market for electricity began operating in April of 1998. Caps were removed from
wholesale prices in May of 2000, while caps remained on retail prices. Energy prices began to rise
in May of 2000. Rolling blackouts first started in June 2000 and lasted through May 2001, includ-
ing two days in mid-March when 1.5 million customers were affected. A state of emergency was
declared in January 2001, with the state of California having to step in for the utilities (which were
essentially insolvent due to rising wholesale prices and retail price caps) to buy power at market
rates, which were financed through significant levels of long-term debt. Pacific Gas & Electric filed
for bankruptcy in April 2001. Southern California Edison nearly did the same. In aggregate, the two
utilities took on an additional $20B in debt and saw their credit ratings'* downgraded to the level of
junk bonds. The State of Emergency was not lifted until November 13, 2003.

As it was happening, there was no consensus on the key factor driving the Western Energy Crisis.
In retrospect, it was a combination of the following:

*  Weather: It was hot and dry. The worst Pacific Northwest hydroelectric year in history
drove down supply, and unusually hot weather over much of the West drove up demand—
with drought-fueled fires knocking out key transmission lines along the way.

e Capacity: From 1993 to 1999, California’s peak load demand had grown by over 15% while
growth in capacity was virtually nonexistent. In addition, the ability to easily exchange
power back and forth throughout the region was constrained by transmission line capacity.

* Flawed market design: Utilities reduce their exposure to energy supply fluctuations
through a number of strategies, most notably long-term, fixed-cost (aka hedged) power
contracts. During the summer of 2000, only 50% of the energy purchased by California
utilities was hedged compared to 85%—-90% by utilities in the PJM market. Market rules
forced California utilities to be excessively reliant on the inherently riskier spot market
(i.e., “that day’s price”) to meet demand.

* Corporate malfeasance: The flaws in the deregulated marketplace were being manipu-
lated, most notably by Enron. One of the most common techniques involved the exploi-
tation of supply constraints to drive up prices. Wholesale energy companies’ business
models often focus on peak demand days—and the ability to meet that demand using
peaking units’—as a key driver of profitability. Enron’s business model involved creat-

14 Third-party assessments of a company’s ability to repay its debts.
15 Peaking power plants that can be brought on-line and off-line quickly, as opposed to base load power plants that require
much more time to “turn on and off.”
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ing peak demand days by shutting off power plants for unplanned maintenance and then
selling their remaining capacity into the market at exorbitant rates to meet the needs of
a captive market. This is just one example of the many schemes that Enron employed to
game the market.

» Failed oversight: 1t is evident now that California and FERC were operating under an
inconsistent set of assumptions. An implicit assumption was made by the California leg-
islature that FERC would play a role in keeping out-of-state interests from manipulating
the market. An implicit assumption was made by FERC that the wholesale markets they
were advocating could and would be designed in a manner that did not require extensive
oversight to prevent manipulation.

Though labeled a state or regional crisis, the impact of this series of events was felt well beyond
California and the West, extending throughout the industry as the market responded to the dramatic
levels of uncertainty in what had historically been a relatively stable industry. Any number of sta-
tistics could underscore this point, but here is one particularly striking one that captures the state
of the industry in the first years of the new century: Over the three-year period from 2000 to 2002,
there were 65 upgrades compared to 342 downgrades of electric utility credit ratings.

The California crisis also substantially slowed the momentum that had emerged for markets in
the late 1990s. In the years that followed, some regions publicly considered reverting to the tra-
ditional model of industry regulation (though no regions switched) and no new ISOs/RTOs were
formed. FERC has repeatedly reaffirmed its support for wholesale market competition over the past
decade and those regions with organized markets continue to evolve their market designs. However,
today only about two-thirds of the nation’s electricity consumption occurs in regions with organized
wholesale markets.

It is unclear if or when further deregulation will occur in the U.S. electric power industry. Today,
the electric power industry in the United States remains in a state of partial deregulation. While many
utilities continue to operate in open wholesale and retail markets, the Enron debacle is still fresh in
enough people’s minds to dampen any enthusiasm for expanding deregulation further. Though the
Western Energy Crisis in the United States had everything to do with wholesale markets and little to
do with retail markets, the distinction is not clear in the public’s mind—and the impact on existing or
proposed regulatory reform efforts has been significant. The industry remains in a state of partial con-
solidation, with merger and acquisition activity well below the pace projected by many in recent years.

1.1.6  NORTHEAST BrLackout oF 2003

Only a couple of years after the California crisis, August 14, 2003 saw a massive power outage that
affected around 50 million people in Michigan, Indiana, Ohio, Pennsylvania, Maryland, New York,
Vermont, Connecticut, and Ontario. As with the Northeast Blackout of 1965, the initial cause was
a fairly innocuous one that eventually triggered a system imbalance that cascaded across neighbor-
ing utilities. The investigation eventually identified the root cause to be a handful of high-voltage
transmission lines—which, by the laws of physics, sag (literally) as load increases—encountering
overgrown trees in Ohio and going off-line. As with the Northeast Blackout of 1965, failures in
other parts of the system protection process allowed this outage to spread wider—specifically, a
problem that caused alarms on First Energy’s EMS to go unnoticed.

In addition, as with the Northeast Blackout of 1965, the governmental response to this issue
has been to legislate greater oversight of the industry. As part of the Energy Policy Act of 2005,
FERC was authorized to designate a national Electric Reliability Organization (ERO). On July 20,
2006, FERC certified NERC (the North American Electric Reliability Corporation) as the ERO for
the United States. With this designation, NERC’s guidelines for system operation and reliability
became standards. This Act gave NERC the power to exact financial penalties for entities operating
out of compliance with the standards.
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As should be clear, the history of the electric power industry is one in which a relatively small
number of disruptive events (major blackouts, market manipulation) resulted in significant govern-
mental responses to those events. Because legislation is rarely written in a manner that allows it to
adapt to changes in the marketplace, the impact of governmental intervention on the structure of the
industry is felt for years to come and is not always in the way it was intended.

1.2 OTHER WORLD REGIONS

Globally, electric power is now available to approximately 6.3 billion people of a world population
approaching 7.4 billion [2]. However, more than 25% of the population continues to be left “in the
dark” with no or very limited access to electricity. Developing nations continue to lag in the pro-
vision of electricity to their citizenry. Furthermore, the World Bank estimates that in fragile and
conflict regions, only about 41% of the population has regular access to electricity. According to
UN definitions, only about one-third of residents of the least developed countries in the world have
access to electricity (Table 1.1) [3].

There are now more than 1.8 billion electricity meters serving residential, commercial, indus-
trial, and state organizations. These metering devices measure usage information that provides the
global electric power industry with revenues of more than one trillion dollars annually.

While there are now some 45,000 fossil fuel power plants operating outside of North America,
the growth of utility scale renewable energy installations has been impressive over the past several
years.

According to the Global Wind Energy Council (GWEC) [5], 2015 was the most impressive year
to date for growth of wind power as an additional 64 GW of wind-generated capacity was added
to electric power networks around the world. Going into 2016, electricity derived from wind power
installations had the capacity to generate 433 GW of electricity. China was the global leader in the
past year in wind project completions. All told, the GWEC reported recently that cumulative wind
power market growth exceeded 22% year-over-year for 2015 (Figure 1.3).

According to Enerdata, the use of wind and solar power has increased dramatically over the past
several years in many parts of the world. The share of renewable energy sources in global electricity
production has doubled in the last 4 years, according to that company’s latest statistical report [6].
The Enerdata report indicates that the growth rate of 18.5% for combined wind and solar renewable
power sources from 2014 to 2015 outpaced the already strong long-term global growth rate of 15.6%
for the period 2000-2015. According to this report, the BRIC!® nations’ installation of renewable
resources for power production led among all world regions/groupings in terms of increases in pro-
duction capacity (a 27.3% increase from 2014 to 2015).

TABLE 1.1
Global Population Access to Electricity

1990 2012 2016
World population estimates (in billions) [2] 5.300 7.100 7.400
% of world population with access to electricity [3] 75.600 84.600 86.000
Population with access to electricity (in billions) [4] 4.007 6.007 6.364
Population without access to electricity [4] 1.293 1.093 1.036

Source: From the World Bank: Access to Electricity (% of Population): Sustainable Energy for All (SE4ALL) database
from World Bank, Global Electrification database. With permission.

16. BRIC = Brazil, Russia, India, and China.
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FIGURE 1.3 Global Cumulative Installed Wind Capacity 2000-2015. (From Global Wind Energy Council,
GWEC)

In total, the 45,000 international power plants together with 8,000 U.S. power plants (20,000 gener-
ating units) plus the hundreds of large-scale renewable power production sites now available to gener-
ate electric power are operational. These generators then transmit electricity through a global grouping
of regional, national, and local electric power networks via nearly 60,000 high-voltage (transmission
level) substations, with more than 125,000 large power transformers installed at these substations. The
electric power is further distributed via a combined 255,000 medium-voltage (distribution) substa-
tions and additional hundreds of thousands of medium power transformers. Further down the power
delivery network, there are another several million secondary substations used to lower voltages suit-
able for domestic consumption of electricity. In North America, more than 45 million pole and pad-
mounted transformers lower and regulate the voltages further for residential/domestic consumption.

1.2.1  WESTERN AND EASTERN EUROPE

Western European nations have a total of about 20,000 generating facilities providing electricity
to over 400 million residents via a strongly interconnected (mainland international) transmission
network. The HV/EHV network includes more than 14,300 transmission substations, some 44,000
primary distribution substations, and hundreds of thousands more of secondary distribution substa-
tions. Nearly 60% of the Western European power generation capacity can be found in just three
countries (Germany, France, and the United Kingdom).

Central and Eastern European nations have an installed power generation base of more than
2700 large and medium plants, with a capacity of more than 425 GW. Most residents of Central and
Eastern Europe have access to electricity. There are more than 12,000 transmission substations and
32,000 distribution substations in the combined Central-Eastern European region.

Some of the world’s largest electric power utilities are found in Western Europe, where state-
run or quasi-state-owned utilities dominate in some countries (EDF in France, EDP in Portugal,
ENEL in Italy), while some nations have 5-20 major electric utilities (United Kingdom, Denmark,
the Netherlands, Spain, and others). A few countries (e.g., Germany and Switzerland) have scores
or hundreds of small municipal or rural area utilities with a few large to very large urban utilities.

In Eastern Europe and the Baltic nations, several countries continue to operate state-controlled
electric power companies. In the forefront of these is Russia’s UES, generating and transmitting
electricity to about sixty mid-size to quite large distribution utilities in the country’s larger cities.
Russia accounts for just over one-half of the total generating capacity for the entire Central and
Eastern European region; Ukraine is second and Poland is third in generating capacity and in popu-
lations served with electricity. According to the IEA (International Energy Agency), all residents of
Eastern and Central Europe now have access to electricity.
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1.2.2 LATIN AMERICA

Two countries (Brazil and Mexico) dominate the Central and South American regions in terms of
population (300 million out of a region-wide 565 million inhabitants), electricity production (about
55% of the total); and in the investment in existing T&D infrastructure. Argentina and Venezuela
are next in terms of the status of electricity infrastructure development.

The entire region provides about 280 GW of electric production capacity, has nearly 5000 trans-
mission substations and 18,000 distribution substations already in operation. There are still perhaps
20 million residents in the region without access to electricity, but each year brings some progress
with new areas being served by power utilities and by micro-grid developments based on renewable
energy sources.

Latin American countries are home to about 3650 large and medium power generation facilities,
most of which are hydropower facilities (other than Mexico). Some of the world’s largest hydropower
facilities are found in South America, including the world-class Itaipu Binacional hydropower facil-
ity, just behind China’s Three Gorges in terms of its production capacity (12,600 MW). According to
the IEA, about 96% of residents of Latin America and the Caribbean now have access to electricity.

1.2.3 THe MiDDLE EAST AND AFRICA

The Middle Eastern countries of the Mashreq and Maghreb regions provide more than 200 GW of
mostly gas (and oil)-fired electric power capacity to more than 350 million users out of a total of
about 400 million residents. More than one-half of the region’s inhabitants reside in three countries
(Egypt, Turkey, and Iran). There are more than 4200 transmission substations delivering power to
about 100 million end use electric power sites. The IEA indicates that about 86% of the entire Arab
world now has access to electricity.

The African nations currently rely on coal-fired plants for most electricity generation, but coal is
expected to be overtaken by gas-fired plants by 2020. Nonetheless, coal consumption continues to
increase, with new plants being largely combined cycle gas-fueled facilities.

Sub-Saharan African nations have about 750 million inhabitants, but only 90 GW of electric-
ity production capacity. More than one-half of the existing generating capacity is in South Africa.
There are an estimated 450 million or more people in sub-Saharan Africa without direct access
to a reliable electric power supply. IEA data indicate that only about 35% of sub-Saharan Africa’s
citizens have access to electricity. As renewable energy production methods develop and their costs
decrease, African countries will be able to adopt them more rapidly than at present.

1.2.4 Asia-Paciric REGION

This vast region includes the two most populous, rapidly developing nations in the world, India,
and China. Across the expanse of the Asia-Pacific region, there are more than 14,000 large power
generation facilities in operation. China and India both have more than 2150 of the large (mostly
coal-fired) power plants in the region.

South Asia as a subregion includes 1.6 billion people, with less than 250 GW of electricity pro-
duction capacity, of which India holds the major share of people (1.1 billion) and electricity produc-
tion capacity (160 GW). The country also has most of the substations in the region (about 17,500 out
of about 22,000 in total). Pakistan and Bangladesh are other large countries in South Asia neighbor-
ing India, together having 315 million residents, but only about 32 GW of capacity.

Other Asian and Pacific countries have more than 2.1 billion inhabitants, of which 1.3 billion
live in China. China accounts for about one-half of this region’s electricity production capacity and
one-half of the power delivery infrastructure. Japan is second in terms of electricity production
and delivery infrastructure, though Indonesia is a more populous country (235 million Indonesians
and 127 million Japanese). South Korea is third in electricity production and delivery, with 49 mil-
lion energy consumers.
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The entire Asia-Pacific and South Asian regions represent more than one-half of the world’s
population and have invested greatly in accounting for about 30% of the world’s electricity pro-
duction capacity. The IEA states that about 78% of the South Asian population has access to elec-
tricity, while nearly 96% of other Asian-area populations have access to electricity. Non-OECD
(Organization for Economic Co-operation and Development) countries in Asia will be making
impressive gains in the use of renewable energy production, but the reliance on coal-fired plants,
primarily in China, is still expected to double by 2020.

1.2.5 AUSTRALIA

Being a country with a vast territory, Australia’s electrical delivery systems are divided into essen-
tially three parts: (1) The NEM (New Electricity Market) covering the states of Victoria, South
Australia, New South Wales, Queensland, Tasmania, and the Australian Capital Territory; (2) The
SWIS (South West Interconnected System) covering part of Western Australia; and (3) Isolated
systems in the remaining regions of Australia, which can range from large isolated mining opera-
tions and towns to small to medium townships. Although the NEM is essentially a deregulated
market, with generators, retailers, and network companies as the main actors, the network is split
into several regulated monopolies. Electricity pricing in the NEM is unregulated, except in the state
of Queensland, where it is regulated by the local state government.

The NEM maximum demand during the summer of 2016/2017 was 38.3 GW. This demand has
been flat to decreasing in the last five years, with contributing factors including closure of manu-
facturing, increased efficiency, and increased solar PV adoption by customers (historically focused
on residential, but now extended to the C&I market, which exhibits a steady growth currently). The
current generation mix is: 25 GW of coal-fired plants, 10.7 GW of gas, 8 GW of hydro, 4.6 GW
of solar (of which 4.3 GW is rooftop solar), 3.7 GW of wind, 577 MW of biomass, and 181 MW
of other fuels. Currently, it is estimated that the market has an overcapacity of approximately 30%,
unevenly distributed though among states. This overcapacity has led to early retirements and moth-
balling of some of the older coal plants, which cannot compete in the markets where wholesale
prices have been consistently low and price spikes occurring in very short periods of time. The cur-
rent RET (Renewable Energy Target) scheme will require an additional six GW of large-scale utility
renewables to be built by 2020, which will likely lead to further generation retirements. This target
is driving a surge of new solar and wind projects in Australia, with retailer-signed PPAs (Power
Purchase Agreement) as preferred offtake, but with other solutions becoming more attractive, such
as pure merchant (independent power) suppliers, added with the ability to sell REC (Renewable
Energy Certificates) to any retailer that hasn’t met their RET allocation). There is currently a total
of 3.5 GW of new renewable energy projects under construction or in the planning phase, some of
them including large battery installations. The largest battery installation worldwide to date (as of
July 2017) has been announced for South Australia — 100 MW/129 MWh, scheduled for completion
before the beginning of the southern hemisphere summer of 2017/8.

Although Australia has a stable and robust NEM electricity system, there are regional disparities
and vulnerabilities that not only have driven recent outages but have contributed to regional wholesale
price disparities, namely, in the state of South Australia. This is due to a conjunction and interplay of
many factors, such as gas price volatility, wind generation yield variation (current wind penetration
sits around 35% and residential solar at 5%), early coal plant retirements, weather variability, and
problems with the state transmission interconnectors, which are key for maintaining stability. There
is currently a strong Australian Federal Government push into market reform that can reduce these
disparities and increase grid stability in this state, as well as in Tasmania, where low rain coupled
with long outages of interconnectors have led to severe power constraints. Some of the propositions
under analysis currently range from building additional transmission interconnectors, to changing
the energy only market into a capacity market and aligning settlement and bidding periods to 5 min,
which are able to incentivize the deployment of fast reacting energy resources, such as batteries.
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Electricity Distributors are a mix of privately owned and state government owned (Queensland,
Tasmania and Western Australia). Stability and good SAIDI/SAIFI (System Average Interruption
Duration Index/System Average Interruption Frequency Index) performance have been the norm in
recent years, although the occasional disruptive natural events (storms, floods, and bushfires) have
had significant impacts on the electricity network and consumers. The recently increased adoption of
residential solar PV has brought concerns over carrying capacity and local stability (e.g., high voltage
with low load and during times of high solar PV production). Feeders with high solar PV penetration
have been subject to additional spending (e.g., forced upgrades to reduce voltage rise effects), but also
R&D has been increasingly considering effects and solutions to reduce impacts of solar. Almost all
networks have undertaken (or are planning to undertake) projects with energy storage, recognizing
the potential that batteries and inverters can bring to distribution network operation. However, the
deployment of solar and batteries behind the meter is currently under regulatory review (the “ring-
fencing” guidelines) of which the outcome will determine how networks, retailers, and other service
providers interact between themselves and with the customer commercially in what concerns ser-
vices delivered to the customer and by the customer. Two other significant regulatory reviews under
way are (1) the five-year price determinations, when networks present their spending plans to the reg-
ulator, which then determines what spending is acceptable; and (2) the DMIS-Demand Management
Incentive Scheme, where it is currently debated whether networks should be incentivized to imple-
ment non-network solutions if they provide the most efficient and cost-effective outcome.

Despite these current reviews, regulators and market participants are eyeing the long-term pic-
ture, recognizing a future empowered customer with customer generation and storage as a norm,”
which will require a very different set of products and services from the market.

1.3 UTILITY REGULATORY SYSTEMS

The nature of the electric industry cannot be fully appreciated without understanding the nature
of how the industry is regulated. The electric industry is, arguably, the most externally controlled
industry in the United States and most nations around the world. The impact of this regulation on
how and why utilities do what they do cannot be overstated.

Regulatory oversight of electric utilities is necessary because they are natural monopolies. The
term natural monopoly applies to industries where the best outcome, in terms of the societal inter-
est, will be one and only one provider of that product or service in a given market. Society does not
benefit, the reasoning goes, when overlapping subway systems, water mains, or electric delivery
networks are attempted.

The most common natural monopoly occurs in a market where the cost of entry is exceed-
ingly high—such as a “poles and wires” company or any other entity for which significant capital
resources are required to “open up shop.” Investors will not fund any venture without some reason-
able assurance that they will be able to earn a return on their investment. If multiple entities are
allowed to build competing distribution networks, then no such assurance exists that any of these
entities will be able to earn a return on the capital they have invested. Rational investors anticipate
this and, therefore, they will not put capital toward stringing wires on poles unless they are guaran-
teed to be the sole provider of electricity to that market.

With a monopoly, however, comes market power—specifically, the power to set profit-maximiz-
ing prices with no concern for competitive pricing. No rational public policymaker will agree to
such a sole-provider arrangement without being able to control prices.

So, a deal is struck: For a society to benefit from the provision of a vital service, (1) public poli-
cymakers grant an exclusive franchise to an entity to provide electricity to homes and businesses,
and (2) the entity must agree to a customer service obligation and consent to pricing controls and
third-party oversight.

17 See CSIRO, “Future Grid Forum.”
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Electric power utilities are always subject to some form of regulation or oversight. This can
be at the national, regional, or local level. For example, in the United States, investor-owned
utilities are regulated by FERC and state PUCs, while municipal and cooperative utilities are
regulated by local communities and/or boards of directors made up of their members. Many
countries throughout the world have national regulatory bodies including OFGEM in the United
Kingdom, Commission de Regulation de I’Energie in France, CRE in Mexico, and so on. In
many Middle Eastern and African countries, the regulatory function is provided by the ministry
of energy.

The design of regulatory systems has a strong impact on incentives for shareholder-owned utili-
ties. The nature of these incentives will also have important impacts on the pace of smart grid
development throughout the world. For example, because a regulated utility serves 100% of their
designated market, customer growth is driven not by product-based or price-based competition but
by the underlying growth in the market. Furthermore, because prices are fixed by regulatory tariffs,
utilities are severely limited in their ability to drive revenue increases through pricing strategies.
In addition, because prices are set by regulatory tariffs, utilities often give regulatory relationship
management the same or greater emphasis than customer relationship management. In fact, some
will argue that the regulator is the customer.

Profitability is determined largely by an administratively determined regulated rate of return on
a utility’s asset base, so great emphasis is placed by the utilities on investing capital in a prudent
manner and on the preparation and defense of rate cases. To grossly oversimplify the rate-making
process, utilities, and regulators reach agreement on

1. What assets are essential to service delivery (i.e., the rate base)
2. What an appropriate rate of return on those assets should be

With these two variables in place, an allowable annual return (i.e., net income as a percentage of
assets) can be calculated. Rates for different classes of customers are then set, which are projected
to result in that level of return. This does not eliminate all variability in a utility’s earnings, but
it does create a far more predictable environment than that in which a typical nonregulated entity
operates.

Profitability is determined in the following way:

 Utilities can make very large capital investments and take on relatively high levels of debt
with a much lower degree of uncertainty than an unregulated company. The business case
for such an investment is driven primarily by the regulatory recoverability of the invest-
ment rather than—in unregulated companies—by the anticipated impact of the investment
on revenue or expense.

* The distinction between capital costs (spending that ends up on the company’s books as an
asset, such as the labor and equipment required to put a new transformer in service) and
operating costs (spending that does not end up on the company’s books as an asset, such
as an administrator’s salary) is nontrivial. Expense that can be charged to an asset should
eventually earn the utility a regulated rate of return.

With profitability capped by a regulated rate of return on the asset base, utilities have at times had
a disincentive to drive down spending. For example, a utility with a regulated rate of return of 10%
generates significant operational efficiencies that allow it to earn a rate of return of 12%, only to
have to “return” those excess earnings to the ratepayers during the next rate case. This phenomenon
has contributed to a few recent trends, including utilities going many years between rate cases, utili-
ties proposing rate caps to regulators in return for other concessions, and utilities and regulators
establishing performance-based rates in which rate of return is driven by factors other than cost of
service (e.g., service reliability levels).
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Smart grid has numerous definitions and interpretations, which depend on the specific drivers and
benefits to each utility, country, and federal goals, and the various industry stakeholders. A pre-
ferred view of smart grid is not what it is, but what it does, and how it benefits utilities, consumers,
the environment, and the economy.

* The European Technology Platform (comprising European stakeholders and the surround-
ing research community) defines smart grid as “An electricity network that can intelligently
integrate the actions of all users connected to it—generators, consumers and those that do
both, in order to efficiently deliver sustainable, economic and secure electricity supply” [1].

* According to the U.S. Department of Energy (DOE), “Grid 2030 envisions a fully auto-
mated power delivery network that monitors and controls every customer and node, ensur-
ing two-way flow of information and electricity between the power plant and the appliance,
and all points in between” [2].

* The US Electric Power Research Institute (EPRI) defines smart grid as “The moderniza-
tion of the electricity delivery system so it monitors, protects, and automatically optimizes
the operation of its interconnected elements—from the central and distributed generator
through the high-voltage network and distribution system, to industrial users and building
automation systems, to energy storage installations and to end-use consumers and their
thermostats, electric vehicles, appliances, and other household devices” [3].

The U.S. DOE’s National Energy Technology Laboratory (NETL) established seven principal char-
acteristics that define the functions of smart grid [4]. Table 2.1 summarizes these seven characteris-
tics and contrasts today’s grid with the vision for the smart grid.

These seven points have come to define the smart grid for many, although there are variants to the
list that emphasize additional points, such as encouraging the deployment of renewable resources in
the transmission, subtransmission, and distribution system; the use of sensors and sensory signals
for direct automatic control; accelerating automation, particularly in the distribution system; and

TABLE 2.1

DOE Seven Characteristics of a Smart Grid

Today’s Grid Principal Characteristic Smart Grid

Consumers do not interact with the grid and are  Enables consumer participation  Full-price information available, choose
not widely informed and educated on their from many plans, prices, and options to
role in reducing energy demand and costs buy and sell

Dominated by central generation, very Accommodates all generation ~ Many “plug-and-play” DERs
limited distributed generation and storage and storage options complement central generation

Limited wholesale markets, not well Enables new markets Mature, well-integrated wholesale markets,
integrated growth of new electricity markets

Focus on outages rather than PQ (power Meets PQ needs PQ a priority with a variety of quality
quality) and price options according to needs

Limited grid intelligence is integrated with Optimizes assets and operates ~ Deep integration of grid intelligence
asset management processes efficiently with asset management applications

Focus on protection of assets following fault  Self-heals Prevents grid disruptions, minimizes

impact, and restores rapidly
Vulnerable to terrorists and natural disasters Resists attack Deters, detects, mitigates, and restores
rapidly and efficiently
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intelligently (optimally) managing multiobjective issues in power system operation and design. The
seven cited DOE elements may be viewed more generically as making the grid as follows:

» [Intelligent: Capable of sensing system overloads and rerouting power to prevent or min-
imize a potential outage; of working autonomously when conditions require resolution
faster than humans can respond and cooperatively in aligning the goals of utilities, con-
sumers, and regulators

* Efficient: Capable of meeting increased consumer demand without adding infrastructure

* Quality focused: Capable of delivering the power quality necessary (free of sags, spikes,
disturbances, and interruptions) to power our increasingly digital economy and the data
centers, computers, and electronics necessary to make it run

* Accommodating: Accepting energy from virtually all fuel source including solar and wind
as easily and transparently as coal and natural gas; capable of integrating any and all better
ideas and technologies (e.g., energy storage technologies) as they are market-proven and
ready to come online

* Resilient: Increasingly resistant to attacks and natural disasters as it becomes more decen-
tralized and reinforced with smart grid security protocols

* Motivating: Enabling real-time communication between the consumer and utility so con-
sumers can tailor their energy consumption based on individual preferences, like price
and/or environmental concerns

* Green: Slowing the advance of global climate change and offering a genuine path toward
significant environmental improvement

* Opportunistic: Creating new opportunities and markets by means of its ability to capital-
ize on plug-and-play innovation wherever and whenever appropriate; moving away from
hidden subsidization to support fair and open markets.

Utilities have long been hampered by heavy regulation, modest technology change, and predictable
consumer behavior, but utilities are now starting to face the same kind of competitive pressures that
have changed other industries. There are significant factors that are currently impacting the tradi-
tional business and operating model of utilities, which are helping to realize the smart grid vision,
and challenge and transform the electric utility industry. These changes arise due to a convergence
of factors, including: more demanding consumers; increased focus on digital technologies; rising
cybersecurity threats; and, with the shift toward distributed generation, an increase in regulatory
pressure and the number of competitors with the growing popularity of “behind the meter” dis-
tributed energy resources (generation and storage), which could impact grid stability. Whether the
impacts are potential game-changers and are considered “disruptive” or not, it may get to the point
where utilities will need to think about how to disrupt their own business before they are disrupted
themselves. This will require not just new technologies and solutions but also innovative thinking
around a different grid operating model and changes in the utility business processes.

2.1 FOCUS ON THE GRID-EDGE

Current transmission and distribution grids were designed for the cost-effective, rapid electrification of
developing economies. Since the invention of electric power technology and the establishment of central-
ized generation facilities, the greatest changes in the utility industry have been driven not by innovation
but by system failures and regulatory or government reactions to those failures. Smart grid technologies
have the potential to be the first true “game-changing” technology since alternating current supplanted
direct current in the late 1800s. As an example, the design of today’s power system took advantage of
the economies of scale through the establishment of large centralized generation stations. Supply and
demand are continuously balanced by dispatching the appropriate level of generation to satisfy load.
This operating model schedules the dispatch of generation to meet the day ahead forecast load. This
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supply dispatch model is the predominant method of balancing supply and demand today. One vision to
optimize the end-to-end system would entail not just the dispatch of supply but also a complementary
dispatch of customer and demand resources, as well as persistent load shaping, such as load-modifying
demand response, with pricing programs, such as time-of-use (TOU) rates and critical peak pricing.!
Currently, generation is matched to supply consumer load plus a reserve margin, and often expensive
generating plants are used to satisfy peak demand or supply reserve energy in the case of contingencies.

The utility portfolio of generation and energy resources is undergoing significant change as the
impact of various market and legislative forces is felt. Coal provides nearly 50% of the United States’
electricity generation at a relatively low average cost. However, its share of electricity generation has
been in decline for most of the past decade, while international demand has helped drive its cost
steadily upward. While the Energy Information Administration forecasts coal to still produce 45%
of the nation’s electricity output in 2025, “cap and trade” legislation that constrains carbon emissions
will effectively serve as a tax on coal that will necessarily drive producers to revisit and reallocate
their fuel portfolio. A reduction in natural gas prices in the US has made it the second largest gen-
eration source. Natural gas plants are far cleaner to operate than coal plants and far easier to build
than either coal or nuclear plants. Even though no new nuclear plants have been built in the United
States in decades, nuclear plants still provide 20% of the nation’s electricity at a price point below
coal and natural gas. More than 70% of the cost of nuclear energy goes to non fuel operating and
maintenance (O&M) expenses, which help to illustrate the plant operation challenges inherent with
this power source. Even though nuclear power costs are relatively stable and there is an increasing
recognition by environmentalists [5] that its minimal carbon footprint offsets the low probability
risk of catastrophic failure, plant construction is exceedingly slow due to regulatory, licensing, and
siting issues, as well as increasing competitive pressure from alternative generation options.

Ever-heightening concern about the impact of power plant emissions on the environment and the cli-
mate, combined with very favorable government subsidies and mandates in which non-emissive distrib-
uted and utility-scale renewables can compete with traditional resources, has led to increased interest in
renewable generation sources. Renewable energy accounted for 10% of the nation’s electricity genera-
tion mix in 2010, with hydro making up the vast majority of this generation followed by wind, biomass,
geothermal, and solar. However, every state in the United States has a statewide renewable electricity
goal, and twenty-nine states and the District of Columbia have renewable electricity standard mandates,
known as RPS (Renewable Portfolio Standards). RPS-type mechanisms have also been adopted in sev-
eral other countries, including Australia, Western Europe (Britain, Italy, Poland, Sweden, and Belgium)
[6], and in Latin America (Chile and Brazil). These mandates vary, but most are stated as a percent-
age of renewable energy in the generation portfolio by a specified date. These regulations and poli-
cies, combined with the potential for federal carbon-constraining legislation and rising fuel commodity
prices, and public sentiment that have led companies like Google and Walmart to commit to limiting
their greenhouse gas (GHG) footprints, have spurred significant investments in renewable generation.
Energy storage technology can have a significant impact on the proportion of wind and solar energy in
a generation portfolio. As energy storage becomes increasingly cost effective and scalable, wind and
solar energy will be to some extent “dispatchable,” and load management will be greatly facilitated.
Environmental advocates have long maintained that comparing the relative merits of coal, nuclear, and
natural gas (90% of the nation’s generation portfolio) alone is fundamentally flawed because it does not
include the demand reduction option. Conservation, if viewed as an energy source, can be a suitable and
equivalent alternative to a new power plant. The ability to fully leverage this option, however, depends
in large part on the following factors: (1) technology that better enables customers to manage and control
their usage; (2) rates that send price signals to customers while removing the financial disincentives for
utilities to drive demand reduction; and (3) the business model allowing opportunities for utilities to
profit from hosting and facilitating the optimization of distributed energy resources.

! Researchers at Lawrence Berkeley Labs estimate that shaping DR resources can be a significant, low-cost resource in
California. http://www.cpuc.ca.gov/General.aspx?id=10622.
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Large central power plants including environmentally friendly sources, such as wind and solar farms
and advanced nuclear plants, will continue to play a major role even as large numbers of smaller dis-
tributed energy resources (DERs) are deployed. Various capacities from small to large will be intercon-
nected at all voltage levels and will include DERs, such as photovoltaic, wind, advanced batteries, plug-in
hybrid vehicles, and fuel cells. It will be easier and more profitable for commercial users to install their
own generation sources, such as highly efficient combined heat and power installations and electric stor-
age facilities. We are proceeding to a world of a decentralized grid, where distributed energy resources
can be optimized, and sited at specific customer locations to maximize customer and grid value.

Although distributed generation is on a path to becoming competitive in some markets without sub-
sidies and mandates (e.g., Australia), it still depends heavily on incentives and favorable market rules.
Those rules—which are steadily changing in favor of a distributed grid—still create boundaries around
what’s possible. Even though technology prices are falling, renewable energy (worldwide) is still very
heavily subsidized [7]. Subsidies are passed on to consumers in a surcharge, so those consumers who
cannot afford to, or are not able or willing to install solar panels, do not receive any credit and are essen-
tially paying more for their electricity. While economies of scale apply to the supply of distributed gen-
eration and energy storage technologies (DERs), it does not apply to the collective DER generation of
electricity—what will it cost to maintain and operate all the DER units on the grid, and who is going to
ensure that the DER units (continually) comply with interconnection requirements or safety standards
while economically generating electricity back onto the grid. Even if the DER units are owned, oper-
ated, and maintained by a third-party company, the same principles apply. “Behind-the-meter” DER
may seem to be an obligatory regulatory requirement and R&D project for now. Until the day-to-day
operation of the DER can be orchestrated within the larger grid, the path forward may be more along
the lines of larger, community-scale DER units involving the need for third-party and industry partners.

Even with government subsidies, renewable generation and storage are being scaled rapidly
by companies such as Tesla Motors and Panasonic. “Energy storage, when combined with solar
power, could disrupt utilities in the U.S. and Europe to the extent that customers move to an off-grid
approach. We believe Tesla’s energy storage product will be economically viable in parts of the U.S.
and Europe and at a fraction of the cost of current storage alternatives.”—Greentech Media [7]. GE
estimates that annual distributed power capacity additions will grow from 142 GW in 2012 to 200
GW in 2020, representing an average annual growth rate of 4.4%. When compared to an average
annual growth rate of global electricity consumption of 3.3%, decentralized energy will grow at a
rate that is almost 40% faster than demand [8]. Solar PV, distributed storage, electric vehicles, and
home energy management platforms are giving many consumers direct technology choice for the
first time—enabling third-party companies to erode the market share of incumbent utilities that
have mostly operated in a limited competitive environment. In addition, community choice aggre-
gation is exacerbating load defection. For example, Marin Clean Energy now provides service to
250,000 customers within the service territory of PG&E.

As supply constraints continue, there will be more focus on the distribution network and the grid-edge
for cost reduction and capacity relief. The smart grid will see an increase in utility and consumer-owned
resources on the distribution system. Utility customers will be able to generate electricity to the grid or
consume electricity from the grid based on determined rules and schedules. This means that consum-
ers will no longer be pure consumers but both producers (sellers) and buyers of energy (‘“prosumers”),
switching back and forth from time to time. This will require that the grid operates with two-way power
flows and create an open market for real time, transactive energy exchange while monitoring and con-
trolling the generation and consumption points on the distribution network in real-time. The distributed
generation will be from disparate and mostly variable sources and subject to great uncertainty (at least
in the near term until there is greater understanding of, and comfort with, their capabilities that, when
aggregated, have the potential to be far more resilient and stable than centralized plants).

From the transmission perspective, increased amounts of power exchanges and trading will add
more stress to the grid. The smart grid challenge will be to reduce grid congestion, ensure grid
stability and security, and optimize the use of transmission assets and low-cost generation sources.
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To keep generation, transmission, and consumption in balance, the grids must become more flexible
and more effectively controlled. The transmission system will require more advanced technologies,
such as FACTS and HVDC, to help with power flow control and ensure stability. The changes in the
generation mix will likely require substantial new transmission growth over the coming decades.
Transmission network expansion, especially projects that connect renewable generation to densely
populated regions of the country, will help the nation utilize its existing generation fleet more fully
while providing stimulus for further investment in additional renewable capacity. However, the
transmission network will have additional challenges to cope with, such as the forecasted minimum
demand levels for South Australia that show there will be a zero net demand at times on the trans-
mission network by 2023-2024 (in the middle of sunny, minimum demand days) [9].

Monitoring and control requirements for the distribution system will increase, and the integrated
smart grid architecture will benefit from data exchange between smarter distribution field devices
and enterprise applications. With the focus on the grid-edge, substations in a smart grid will move
beyond basic protection and traditional automation schemes to bring complexity around distributed
functional and communications architectures, more advanced local analytics, and the management
of vast amounts of data. There will be a migration of intelligence from the traditional centralized
functions and decisions at the energy management system (EMS) and distribution management sys-
tem (DMS) level down to the substations and feeders in order to enhance responsiveness of the T&D
system. System operation applications will become more advanced in being able to coordinate the
distributed intelligence in the substations and feeders in the field to ensure system-wide reliability,
efficiency, and security. Smart grid technologies will generate a tremendous amount of real-time
and operational data with the increase in sensors and the need for more information on the operation
of the system. Real-time pricing and consumer demand management will require advanced analyt-
ics and forecasting of the electricity consumption of individual consumers.

While the “cloud” has shown to be a flexible, scalable, agile, and cost-effective alternative to host IT
and business applications and platforms, the focus on the “edge” and IoT (Internet of Things) will chal-
lenge this centralized, consolidated, and remote computing and data management model. Real-time
monitoring, control, data acquisition, and analytics at the grid-edge and in IoT applications will neces-
sitate a different or more advanced approach to today’s centralized cloud architecture. This is mostly
due to the real-time component requiring computations and communications latency in the order of a
few seconds, or in the sub-second range. Add to this the large amounts of data generated and exchanged
by edge applications and the IoT, more computing power distributed at the edge of the smart grid will
be required and accompanied by an equally effective communications solution. The emphasis will be
on locational and real-time processing, interactions, and data exchange. However, smart grid and the
IoT will not be the only driver as real-time edge computing is adopted in other industries—consider,
as examples, the onerous real-time computing and data exchange in self-driving vehicles and virtual
reality. Can edge computing simply be part of the cloud, extended and distributed? Perhaps, but there
will be numerous users, interfaces, and systems, possibly with overlapping and interconnected clouds.
The solution will need to be more autonomous, and dynamically flexible and agile.

The concepts of “fog computing” and “machine learning,” therefore, lend themselves well to the
grid-edge and the IoT in order to reduce the amount of data exchanged between devices and communi-
cated to centralized, enterprise-level applications and systems, especially if low data latency is critical.
Fog computing, also known as fog networking or fogging, is a decentralized computing infrastructure
in which computing resources and applications are distributed in the most logical, efficient place at any
point along the data source continuum [10]. The goal of fog computing is to improve computational
and communications efficiency by reducing the amount of data that needs to be transported to a central
location (or to the cloud) for storage and analysis. The choice of the word “fog” is meant to convey the
idea that the advantages of cloud computing should be brought closer to the data source—in meteo-
rology, fog is simply a cloud that is close to the ground. Machine learning is the ability of computing
devices to learn and adapt their operation through experience in their specific application, without being
specifically programmed [11]. Therefore, machine learning allows computing devices to find hidden
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insights without being explicitly programmed where to look. Fog computing and machine learning at
the edge may also need to take on dynamic characteristics—locational and collective computing and
communications resources that could be dispatched, shared (communal), or leased from nearby third-
party devices and IoT participants in order to help in times of increased computing and communica-
tions demand—much like “crowdsourcing” or a “flash mob,” borrowing from social media terms.

2.2 NEW MARKET DYNAMICS

The increase in renewable penetration will soon have significant impact on the operation and sta-
bility of the grid. This will require grid operators to look for new alternatives to mobilize large
amounts of “flexible controllable reserves.” These reserves have historically been conventional gen-
eration assets operating in idle as “spinning reserve”; however, these are no longer sufficient, which
is encouraging grid operators to look for new alternative resources, composed of flexible demand as
well as new portfolios of storage technologies directly connected to the grid or at a consumer prem-
ise behind a grid meter. In California, however, regulators are not leaving it up to utilities to decide
whether this approach is suitable for them. Instead, to support the growth of energy storage develop-
ers, the state’s Public Utilities Commission (PUC) has mandated that utilities purchase a predeter-
mined amount of energy storage capacity and that a company other than the utility must own more
than half of this capacity, and has approved vehicle-to-grid integration pilots specifically designed
to enable day-time EV charging at workplaces to store solar-sourced generation. Concurrently, resi-
dential ratepayers are already being given the option of TOU rates that offer low prices at midday to
align demand when solar and wind generation curtailment has already become routine [12].

The smart grid will link buyers and sellers together—from the consumer to the regional trans-
mission organization (RTO)—and all those in between. With a dynamic distribution grid and new
markets for transactive energy, utilities will become empowered to serve as energy clearing houses
and address consumer demand with optimal sources of supply. It will facilitate the creation of
new electricity markets ranging from the home EMS at the consumers’ premises to the technolo-
gies that allow consumers and third parties to bid their energy resources into the electricity mar-
ket. Consumer response to price increases felt through real-time pricing will mitigate demand and
energy usage, driving lower-cost solutions and spurring new technology development. New, clean,
energy-related products will also be offered as market options. The smart grid will support con-
sistent market operation across regions. It will enable more market participation through increased
transmission paths, aggregated demand side management (DSM) initiatives, and the placement of
energy resources including storage within a more reliable distribution system located closer to the
consumer. As a consequence, the management of the end-to-end energy value chain is currently
evolving from the optimization of limited numbers of generation units whose marginal costs were
historically largely dependent on their fuel long-term sourcing strategy toward the provision of
coordination services for millions of distributed subsystems capable to produce at zero marginal
cost when renewables are available and flexibly consume and store energy when economics justify
it. Grid operators will seek new contractual arrangements to define their role and responsibility into
the overall system balancing and stability management. This is fundamentally changing the energy
market structure enabling such transactions, requiring, on the one hand, to open toward prosumers
transacting energy peer to peer with each other, as well as to reconsider the way real-time prices are
formed to reflect renewable intermittency, demand elasticity as well as storage cycling capability.

At the prosumer aggregation level, virtual power plants (VPPs) will be introduced to aggregate flex-
ible resources from the lowest levels of the grid into the energy market mechanisms operated by the
transmission and distribution grid operators. This design has indirectly redefined the roles of both grid
operators in this process considering distributed energy resources have both impact on distribution
network congestions and constraints (primarily voltage related) and transmission network balancing
(primarily frequency related). Considering the regulatory model already in place for wholesale transac-
tions (positioning the grid operator as a regulated monopoly), new market-based interactions have been
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considered to source flexibility from deregulated market participants. The underlying optimization is
performed through the design of an auction mechanism allowing grid operators to source their flex-
ibility at minimal costs while managing controls to prosumers through transactive price signals [13].

There are many questions around distribution grid access for DERs and transactive energy. If a con-
sumer generates electricity to cover most of their needs, but requires power from the grid for only a few
times a month, how should the consumer be charged to ensure that the utility is compensated for pro-
viding the grid connection service—should it be a fixed connection charge, or a different (higher) kWh
rate for the small amount of energy that the consumer received from the utility grid? This is without
considering net metering. If the utility does not need the additional power, why should they buy it back
from the consumer? What about a charge for the consumer using the utility grid as a backup supply when
the consumer does not require additional energy from the utility grid (stranded assets)? What happens
if the distribution grid is congested, who has priority to generate or supply energy back onto the grid (or
transact energy with another consumer) versus another DER owner, and how will the DER owner be
held to any type of energy supply or demand agreement (for availability of the resource), especially when
operation and maintenance is the responsibility of the consumer? Also, what happens if a consumer has
a transactive agreement to supply or consume energy from another “prosumer,” and either party does not
hold up to their supply or consumer agreement, and then the distribution grid must supply or consume
the additional power, how is everyone compensated? Are these transactive agreements on an energy or
demand basis, and how are the transactive agreements or contracts administered and upheld?

With the change in grid-edge dynamics and open market energy exchanges, utilities will need to
create an optimized grid with interoperable standards, but this will only be possible through a long-
term commitment to partner with both peers and competitors. Engaging with regulators will be essen-
tial to redesign the market, using performance-based models that work for all its participants. Early
successes are likely to play a role in establishing industry-leading standards; in the long run, they will
separate winners from losers. To make this concept a reality, data must be integrated seamlessly into
operations, with a customized customer platform at the front end. Electricity companies will need to
accept that payback for investments in optimizing the grid may only materialize in the long term [14].

2.3 THE DIGITAL TRANSFORMATION

“The promise of digital transformation is huge. From grid management to customer relations, an
effective digital strategy can revolutionize all areas of the power utility business. It’s at the heart of the
energy transformation challenge.”—Norbert Schwieters, PwC’s Global Power & Utilities Leader [15].

The smart grid would not be complete without an equal focus on the digital transformation of util-
ities—data, processes, and business models. Digital technologies can provide unparalleled opportu-
nities for value creation and sweeping transformations across multiple aspects of an industry. While,
clearly, digital technology will transform most industries, there are several challenges specific to
the utility industry, such as the pace of changing customer expectations, cultural transformation,
outdated regulation, and identifying and accessing the right skills—to name just a few [14]. There
are several key areas where advanced and digital technologies can significantly transform the utility.

2.3.1 OPERATIONS

For decades, utilities have used remote sensing and communications technologies, such as super-
visory control and data acquisition, to optimize their generation, transmission, and distribution
systems. While the concept of operational efficiencies is relatively obvious, the notion of infor-
mational efficiencies is not as apparent. Smart grid devices, from AMI technology to distribu-
tion automation components, are essentially various forms of grid sensors that will generate an
enormous amount of data. Furthermore, customer-owned devices behind the meter will also be
capable of producing data that can facilitate both the integration in a smart grid as well as the con-
ception of new products and services that will build the foundation for the working smart grid and
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commercial models that serve as base to its operation. Digital technologies will increase the num-
ber of sensors and amount of data that utilities must manage by one or two orders of magnitude.
The opportunity to understand how energy is consumed closer to the consumer grows bigger—but
so does the challenge of extracting meaningful information from volumes of data—turning big
data into smart data [16].

The utilities that can develop the analytical infrastructure necessary to transform these data
into actionable information, and eventually into decision-making knowledge, will be able to better
plan and manage their assets—which will translate into meaningful process improvements, such
as better repair/replace decisions or highly targeted preventive maintenance programs. As utilities
further mine these data, optimization of distribution network performance based on near real-time
(as opposed to historical) information becomes possible.

Grid optimization is possible through real-time load balancing, network controls, and end-to-
end connected markets, enabled by connected assets, machines, devices, and advanced monitor-
ing capability. Evolving to the digital grid requires reconsidering the way control principles have
been architected to enable bi directional communication and power flow across generation sources
(conventional and renewable), managing energy storage on the utility side and consumer side of
the meter, as well as dynamic control of flexible loads. This requires reinventing how transac-
tions are managed along the energy value chain—expanding current wholesale energy markets
developed at the transmission level into new distribution level markets, and down to the prosumer.
Digital grids will ultimately allow new regulatory options by bringing new choices and incen-
tives to electricity consumers and prosumers, exposing them to real-time electricity prices. New
digital grid technologies enable the real-time assessment of grid congestion, security, and asset
conditions, through the deployment of sensors, controllers, and computers distributed throughout
the grid infrastructure, from centralized control rooms to the grid-edge and the consumer. These
new architectures will combine centralized IT processing on premise (at the utility) or in the cloud
depending on data and process criticality with distributed intelligence deployed throughout the
architecture [13].

Digital and mobile tools can also help to improve efficiency and effectiveness of field operations.
For example, utilities can improve outage management by pinpointing which customers are experi-
encing them (integrating advanced metering infrastructure, social media, text messages, and other
data), directing resources toward restoration (through traditional distributed and outage manage-
ment systems, mapping, and GPS), and communicating with customers. Technology solutions can
also enable real-time, remote-control, or predictive maintenance to extend the life cycle or operating
efficiency of the generation, transmission, or distribution assets and infrastructure.

2.3.2 CoNVERGENCE OF OPERATIONAL AND INFORMATION TecHNoLOGIES (OT/IT)

OT/IT integration is not just happening within technology hardware and software but also within
the company’s functional organizations. These two groups and sets of activities have been converg-
ing for some time, but smart grid greatly accelerates that convergence and forces some organiza-
tional decisions. For a utility to be successful, it would not be sufficient for IT to simply manage
the back-office integration of business systems (the typical purview of most such groups). The tech-
nology being deployed in the field via smart grid in many ways bears a greater resemblance to the
technology that IT groups have been supporting than it does to what operations technology groups
have been supporting. The most successful utilities, if they have not done so already, will find a way
to integrate the best of both by:

e Adopting a smart grid patch management process that leverages a tried and true IT process
for devices and systems specifically out “in the field.”

* Leveraging the capabilities of those responsible for the corporation’s data network and
bringing that skill base to bear on smart grid communications infrastructure challenges.
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e Building a network monitoring process that establishes common visibility to all mission
critical systems and networks, whether the systems and networks are in the data center,
system operations, a substation, a remote facility, or any other grid-attached location.

* Interconnect with customer devices or with aggregators that manage them in order to bring
the visibility of those resources that support the grid to the centers of decision so they are
able to operate with the grid and derive value.

2.3.3 CusTOMER ENGAGEMENT

Industry leaders agree on the need to make deeper customer engagement a priority and the pivotal role
of digital technologies in making this a reality. Personalized connected services beyond the electric-
ity value chain (“beyond the electron”) are required that adapt to the consumer so that electricity can
move from being a commodity to becoming an experience [14]. Mobile, social, and web interfaces
give customers a better view of their energy use and enable richer two-way communication between
the utility and customers. They also improve the ability of utilities to test and deliver new capabili-
ties, such as customized rate plans based on individual customer usage and needs. Digital technology
opens the way for new energy products and services, but utilities will also need to change in order
to make the most of these new opportunities. For example, inexpensive sensing and communications
technologies will support a range of energy management services from residential smart homes to
large commercial and industrial energy efficiency programs. But utilities will need to develop new
capabilities to research, develop, market, and support these new services. Utilities will also need to
improve their ability to innovate and experiment to help determine which offers make the most sense
given their regulatory landscape, competitive markets, and customer base. Mobile is also enabling
new business scenarios, while social channels are transforming the ability to connect with customers
quickly, directly, and cheaply.

Digital technology also offers utilities both cost-to-serve efficiencies and improved customer
intimacy; crowdsourcing, online forums, and wikis all offer ways for companies to learn about
customers’ views and buying behaviors, at the same time improving brand engagement and loy-
alty. In addition, instant messaging and mobile applications extend the concept of self-service
by allowing people to book appointments or analyze energy consumption patterns in new, easily
accessible ways.

The smart home, which integrates features such as security, entertainment, and energy manage-
ment, is a prime example of the sort of new service enabled by new technologies in sensing and
communications. Utilities operating in competitive retail environments can view the smart home
as a premium service offering, and a way to improve customer loyalty. UK utilities have bundled
premium residential services for years to improve customer loyalty and reduce churn. While it’s still
early for smart home services, they are likely to bring some of the same benefits to utilities across
North America and Europe [16]. To succeed in the smart home space, utilities will need to navigate a
complicated ecosystem of platform providers, subscription service providers, and hundreds of device
manufacturers. The same applies to the commercial and industrial sectors with original equipment
manufacturers offering energy efficiency solutions. Here, too, utilities will need to partner with the
right subset of players to tailor offerings to their business and regulatory environments, and test and
scale across their customer bases.

Cloud computing is improving business agility, with a time-to-market advantage. Big data is
helping companies innovate, with the capability to analyze large quantities of both structured and
unstructured data, generating insights in real time. With the emergence of the IoT, the volume of
data that electricity companies can access—through the car, connected home, wearables, and smart
cities—will increase exponentially [17]. As machine-to-machine or peer-to-peer communications
become more prevalent, the interaction and integration of data, applications, people, and organiza-
tions will have a far-reaching impact on the utility.
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By leveraging the building blocks of digitization, such as service platforms, smart devices, the
cloud, social and mobile technologies, and big data and advanced analytics, utilities could increase
the asset life cycle of infrastructure, optimize electricity network flows, and innovate with customer-
centric products. Yet, the maturity of digital initiatives in the industry varies: from projects using
advanced analytics to optimize assets and the widespread implementation of smart meters, to early
moves by some utilities to manage and integrate distributed generation resources. Over the coming
years, these technologies will combine to deliver a new layer of connected intelligence. It will revolu-
tionize the ability of electricity companies to improve the efficiency of the electricity system and better
meet their customers’ diverse needs [16]. To realize these digital opportunities, utilities need to trans-
form operations. To begin, they must develop a digital transformation strategy that can be successfully
embedded and scaled in the organization. It should be designed around the company’s existing value
drivers and strengths, including the product portfolio, technical competence, and customer proximity.

The next digital grid business era is not only a matter of technology and change management but
also a matter of establishing the right business framework across the energy value chain to enable
the necessary transformation. This future framework should consider modernized market design,
revisiting market mechanisms across the energy value chain, while leveraging latest market clear-
ing approaches to properly price scarce grid flexibility in real time. The framework should favor
the deployment of innovation on both regulated and unregulated domains of the energy value chain
taking advantage of the latest digital technologies to lower the cost and barrier to real-time data
access. Regulation should favor the development of the new digital grid.

By their very nature, digital transformations also bring about a cultural shift. The business hori-
zons for utilities have traditionally been of long- or medium-duration and for good reason. The
industry is based on the use of expensive assets requiring serious investment and taking account of
regulatory factors [18]. With the rise of distributed generation, alternative energy sources, and the
data-driven customer interface, utilities are intersecting an information-based digital economy. Here
success depends on new capabilities, especially the rapid scaling of innovations. As they plan to meet
the digital challenge, utilities can, fortunately, draw on a wealth of experience from recent change
programs in diverse industries.

The maturity of digital initiatives in the electricity industry is varied—from projects using advanced
analytics to optimize assets and the widespread implementation of smart meters, to early moves by
some utilities to manage and integrate distributed generation resources. To illustrate, 43% of utilities
are currently investing in digital technologies as part of their overall business strategy, indicating a
mixed approach [19]. The investment required for the adoption of smart and digital technologies pres-
ents utilities with difficult choices [20]. For those who do not plan to utilize digital technologies, there
will be doubt regarding their ability to succeed with the smart grid transformation and market changes.
For some, there is the option of using digital to make tactical improvements to their existing businesses,
by streamlining operations and reducing the cost to serve and cost to acquire, and to get closer to cus-
tomers. Finally, there are those utilities who will embrace digital technology as the way to transform
their business. They will create competitive advantage through digitally enabled cost-effective opera-
tions, expand their scope of services to new markets, and use the smart meter as a platform to gain fur-
ther traction in the smart home of the future. For today’s consumers, digital technology is mainstream,
as their accelerating adoption of online connectivity and social media demonstrates. With new entrants
keen to enter the market, and smart metering offering them a way to do so, utilities are facing the last
chance to innovate and stay ahead. To be successful, energy companies must show they can change
how they operate, switching from being an “energy supplier” to an “energy services provider.”

2.4 CONSUMER PERCEPTIONS AND EXPECTATIONS

Although consumers are becoming more aware of climate change and energy efficiency, the major-
ity are not aware of the necessity to evolve electricity networks as a means of reducing emissions.
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The integration of demand side resources in the form of renewable energy and consumer demand
management will, in many cases, require making the existing network stronger and smarter, and
require the building of new infrastructures. The public may negatively perceive changes in their
electricity experience, particularly if it is accompanied by rising bills or tariffs they do not wish or
feel incentivized to uptake.

Stakeholders do not see a “burning platform” or a case for change. The societal consequences
of inaction (i.e., not modernizing the grid) have not been clearly articulated to our diverse group of
stakeholders. A lack of understanding of the fundamental value of a smart grid and of the societal
and economic costs associated with an antiquated one has created the misperception that today’s
grid is good enough or at least not worth the sacrifices involved in improving it. Even the incon-
venience and cost of infrequently occurring large-scale blackouts are quickly forgotten. To secure
customer and regulatory support for increased investments in a smart grid, the benefits must be
apparent and the risk of doing nothing clear. More work is needed to communicate the concepts and
benefits of the smart grid to a wide variety of stakeholders, especially consumers, and to encourage
them to embrace the changes that will be needed to achieve the smart grid vision. Smart grid should
also be seen in the eyes of the customer, not just the utility industry, and in terms of moving from
customer to consumerism. But the utility industry also should understand customer trends and let
those guide their roadmaps in what concerns the planning for the smarter grid. Effective consumer
education is still lacking. The benefits of a smart grid have not been made clear to consumers. Some
potential components of the consumers’ value proposition include

* More effective monitoring and control of energy consumption to reduce overall electricity costs

 Participation in future electricity markets for distributed generation and demand response

* Enjoyment of future value-added services that may be enabled by a smart grid

» Customer situational awareness to enable, e.g., price-to-devices strategies and associated
prosumer opportunities

Public perception can create a key barrier to implementing policy and accelerating smart grid
deployment. This is especially the case in open- and competitive-leaning markets that consult
widely on policy implementation. Public pressure against a perceived societal disadvantage can
force policy abandonment. For example, in the Netherlands, the rollout of smart meters was
quashed by a small but vocal group concerned about the increased level of personal information
that the meters would provide. Conversely, public sentiment, such as a desire to green the electric-
ity and transport sectors, can be directed to support smart grid. Utilities should educate custom-
ers before any technology deployment, and budget for costs in significant customer outreach and
education. They should be ready to pass through AMI data, along with tools and incentives for
customers to manage their onsite energy production, storage, and use—including the ability to
safely share their data with third-party entrepreneurs. Customers should understand the real-time
price of energy and services they consume, and deliver, to the grid. Ultimately, customers should
pay—and be paid—that price (locational marginal pricing [LMP] or another agreed upon market
signal). Pilots such as PowerCentsDC [21] have shown consumer enthusiasm for TOU rates when
they are carefully designed to provide choice and to help customers understand pricing options.

Consumer protections on disconnection and low-income assistance should be provided at the
same or improved level, and investment and technology risk should be shared by utilities and their
customers. Where customers do pay upfront for these investments, with surcharges or other riders,
utilities should be held accountable for delivering the promised benefits. For instance, the California
PUC included in its approval of a surcharge the requirement that utilities share projected operational
savings—whether realized or not. That is, eight months after the cost of the meter is included in the
customer’s bill, the Investor-Owned Utilities (IOUs) must credit customers $1.42/month in opera-
tional savings, even if the utility has not realized those savings. Cost recovery mechanisms that
reward over-performance will incentivize utilities to seek out the most effective solutions.
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Consumer involvement is a required ingredient for grid modernization, and consumer educa-
tion is the first step in gaining their involvement. Much remains to be done in the area of consumer
education. The not in my backyard (NIMBY) philosophy must be resolved to reduce the excessive
delays experienced today in deploying needed upgrades to the grid. Solutions are needed to reduce
the concerns of citizens who object to the placement of new facilities near their homes and cities.
New ideas are needed to make these new investments desirable rather than objectionable to nearby
citizens. Communication of the smart grid vision with its goals of improving efficiency and envi-
ronmental friendliness may help address this issue.

The active participation of consumers in electricity markets will bring tangible benefits to both
the grid and the environment. The smart grid will give consumers information, control, and options
that allow them to engage in new “electricity markets.” Grid operators will treat willing consumers
as resources in the day-to-day operation of the grid. Well-informed consumers will have the ability
to modify consumption based on balancing their demands and resources with the electric system’s
capability to meet those demands.

Digital transformation is helping create a more engaged and efficient electricity consumer, while
also ensuring they spend less time thinking about the power bill. Utilities will see engagement
increase as customers have more options and take more control of their energy sources, whether it’s
from their own solar panels or whether they participate in a demand response program. Customers
will be more engaged and have more control, but they do not need to be as hands-on as they have
been in the past. The question of just how much interaction consumers want with the power com-
pany is a difficult one. For many consumers, the utility is something best forgotten until rates rise or
the lights go out. But utility offerings, when targeted and delivered efficiently, also make for happier
customers [22]. Most utility companies are trying to put themselves in front of their consumer base
with the options of contacting the utility whenever or wherever the consumers feel are in their best
interest [23]. Besides customer service offerings, there are other impactful offerings like demand-
side management, load control, and efficiency. J.D. Power reported that more than three-quarters of
utilities are increasing investment in customer engagement [24].

Now, with IoT and the increase in data and analytics capabilities, utilities have the advantage
of customer insight that can be used to sell in adjacent categories, starting with energy saving and
energy production. According to Utility Dive [22], over 70% of utilities consider that billing and
customer support are the top ways their utility engages with consumers, followed by outreach, con-
servation tips, energy usage data and service offerings. Whether it’s through the smart meter or other
mechanisms, utilities can proactively inform customers and households how they’re using energy
today, suggesting how to save more and programs they may find valuable. J.D. Power reported [23]
that overall utility customer satisfaction is higher primarily due to improvements in corporate citi-
zenship and outage communications. But the results also showed the rate of improvement lagged as
similarly demonstrated in utility business models, such as communications and television services.

2.5 OUTDATED POLICIES AND REGULATIONS

To meet operational challenges, the industry is looking toward new technology while still relying
on much that is a century old. However, the expectations of the end user have changed dramati-
cally. Increasingly, utilities are attempting to build regulatory support—with mixed results—for
smart grid investments. Utilities may find that these operational challenges cannot be met through
new technology unless accompanied by increased investment in core technology. Investment, par-
ticularly in transmission infrastructure, has been far outpaced by load growth—significantly so in
certain parts of the country—due, in large part, to difficulties in getting projects of this magnitude
planned, approved, permitted, and funded.

The industry is returning to its reliance on rate cases to secure the level of revenue necessary
to maintain a vital component of the national infrastructure but is doing so without the same level
of regulatory support it enjoyed prior to deregulation. While rate case frequency has increased, the
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average awarded return on equity for shareholder-owned electric utilities in the United States has
declined steadily. This reflects, in part, the industry’s mixed success in rebuilding the regulatory
relationships damaged by deregulation initiatives that either failed to generate the expected results
or were outright disasters. Rebuilding trust will be essential, whether seeking approval for new
technology or simply reaching reasonable outcomes on rate cases. Going forward, the trend is for
utilities to submit rate cases far more frequently to regulators than in the recent past. These regula-
tory discussions are also increasingly turning to matters of technology that could provide enhanced
service to customers, including the ability to manage their usage more proactively.

“The thing that keeps me awake at night is the regulatory model is outdated. We’re going to get
burned by that at some point if we don’t start thinking about how we change that regulatory model
sooner rather than before it’s too late,” said Sunil Garg, SVP & Chief Information & Innovation
Officer, Exelon Corporation [15].

Some consider the biggest impediment to the smart electric grid transition is neither technical
nor economic. Instead, the transition is limited today by obsolete regulatory barriers and disin-
centives that echo from an earlier era [24]. Public policy is commonly defined as a plan of action
designed to guide decisions for achieving a targeted outcome. In the case of grid modernization,
new policies are needed if truly integrated smart grids are to become a reality. This statement may
sound dire, but, in fact, work is under way in several countries to encourage smart grids and smart
grid components. However, the risk still exists that unless policies are modernized to reflect chang-
ing grid participant roles and responsibilities, smart grid investments may fall short. This would be
an unfortunate outcome when one considers the many benefits of a true smart grid: cost savings for
the utility, more choices and better value for customers, improved reliability, and increased envi-
ronmental stewardship.

The rapid expansion in the penetration of various forms of distributed energy resources and
interest in improved local resiliency, through approaches like microgrids, illustrates the fascina-
tion many consumers and policymakers have with the interplay between the electric grid and the
climate. That said, consumers largely lack a robust understanding of the integral role the smart grid
plays in managing the new complexity inherent in a more distributed energy model.

Meanwhile, policymakers face a difficult trade-off between (1) being sufficiently directive to pro-
vide clarity to companies on the future shape and rules for the market and (2) providing sufficient
incentive for companies to invest in innovative technologies and services. Utilities must establish
a positive dialog with regulators to ensure that the industry and market are redesigned so that they
work for all participants, and achieve the essential objectives of decarbonization, decentralization,
and digitization. The regulation pertaining to the grid-edge is rapidly evolving; the implications of
distributed energy resources and their integration into the market are likely to shape and affect the
digital regulation outcomes. Equally, the evolution of discussions relating to grid defection has a big
role to play in how “connected” and “effective” the future system can be, with a more disconnected
system potentially less optimal than a fully connected and optimized system.

While regulation can help in implementing smart grid technologies, regulatory structure and
other factors can create revenue uncertainties. If a company is required to invest in smart grid
technologies, the revenue model must align with the associated costs and benefits. Yet, many policy-
makers are resistant to the new mechanisms needed to properly align rate designs with the evolving
costs associated with building and maintaining an integrated smart grid. Perhaps, the most glaring,
and often quoted, disparity between current revenue drivers and smart grid drivers in many markets
is the link between revenue and throughput. If smart grid technologies are successful, energy effi-
ciency measures will be supported that will reduce throughput. In this common scenario, without
appropriate regulatory adjustments, the company would be investing to reduce its own revenue.
To restructure the regulatory model to address issues such as revenue assurance, both utilities and
policymakers need a broad understanding of the primary role that smart grid technologies can play
in meeting energy and environmental policy. This understanding will help them define a suitable
regulatory regime that can align utilities’ rewards with the benefits that their investments bring.
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Incentives to stimulate smart grid investments that provide societal benefits are lacking.
Regulatory policies often do not give credit to utilities for investments that provide substantial soci-
etal benefits (e.g., improvements in reliability and national security, reduction in our dependency
on foreign oil, reductions in environmental impacts). Regulators play a vital role in ensuring that
customers’ interests are reflected in the decision-making of the service provider. As such, regulators
are a critically important gatekeeper in a smart grid project life cycle. This is particularly important
for AMI, which (1) is a technology that fundamentally transforms the utility-customer relationship,
and (2) offers potential benefits that cannot be realized without changes in customer behavior. To
the latter point, the most obvious examples are the innovative rate structures, such as critical peak
pricing, which can leverage AMI technology to drive beneficial changes in customer usage pat-
terns. To maximize their value, smart meters require smart rates, and smart rate design requires
detailed dynamic pricing discussions among utilities, regulators, and customer advocates. Effective
collaboration among these groups will result in programs and pricing tailored appropriately to the
customer segments being served. Progress is being made to bring clarity to roles and align costs and
incentives as evidenced by recent actions taken in a few leading states in the US, such as New York,
California, Minnesota, and Massachusetts. While these states show that progress is under way, most
energy companies and the communities they serve are still operating under policy structures that
have not kept pace with advances in technology. These lagging policies result in market uncertainty
regarding how the overall market structure and rules will develop, which technologies merit invest-
ment, and the levels of grid capability required.

2.6 SECURING THE VULNERABLE GRID

The smart grid will need to incorporate a system-wide solution that reduces both physical and
cyber vulnerabilities and enables a rapid recovery from disruptions. Its resilience will need to deter
would-be attackers, even those who are determined and well equipped. Its decentralized operating
model and self-healing features will also make it less vulnerable to natural disasters than today’s
grid. Security protocols will contain elements of deterrence, detection, response, and mitigation to
minimize impact on the grid and the economy. A less susceptible and more resilient grid will make
it a more difficult target for malicious acts.

Utility investments in security upgrades have been historically difficult to justify. A standard
approach is beginning to develop for conducting security assessments, understanding consequences,
and valuing security upgrades. NIST (National Institute of Standards and Technology) has devel-
oped security assessment models, for example, that are being adopted in many utilities [25]. While
there have been recent legislative changes, there is still very limited access to government-held
threat information, which makes the case for security investments even more difficult to justify.
When examined independently, the costs and benefits of security investments can seem unjustifi-
able. It is difficult to place a value on preventing a cyber or physical attack through implementation
of security measures. However, the consequences of cyber attacks on critical infrastructure have
been more widely discussed in the public, and with the growing awareness of the risks, utilities are
increasingly being asked to demonstrate their cybersecurity programs’ effectiveness.

Various cybersecurity intrusion studies have demonstrated the vulnerability of communication,
automation, and control systems to unauthorized access. Many real-world cases of intrusion into
critical infrastructures have occurred, including illegal access into electric power systems for trans-
mission, distribution, and generation, as well as systems for water, oil and gas, chemicals, paper,
and agricultural businesses. Confirmed damage from cyber intrusions include intentionally opened
breaker switches and the shutdown of industrial facilities. Very few of the incidents have been pub-
licly reported, and initiatives aimed at creating an open repository of industrial security incidents
encounter resistance. Threats come from hackers, employees, insiders, contractors, competitors,
traders, foreign governments, organized crime, and extremist groups. These potential attackers have
a wide range of capabilities, resources, organizational support, and motives.
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The possible vulnerability of the utility’s system, business and customer operations, and con-
sumer premises represent serious security risks; therefore, security must be approached and man-
aged with an extreme level of care. Apart from active, malicious threats, accidental cyber threats
are increasing as the complexities of modern data and control systems increase. Security risks are
growing in diverse areas, including the following:

» Risk of accidental, unauthorized logical access to system components and devices and the
associated risk of accidental operation

» Risk of individual component failure (including software and networks)

e Number of failure modes, both directly due to the increased number of components and
indirectly due to increased (and often unknown) interdependencies among components,
devices, and equipment

» Risk of accidentally misconfiguring components

* Failure to implement appropriate maintenance activities (e.g., patch management, system
housekeeping)

Worldwide, initial security gaps have been highlighted by security companies and were discovered
within pilot projects, which are not designed to resist sustained cyber attack. While such systems are
now broadly secure against elementary hacking techniques, situations where an insider, who knows
the system, can exploit the vulnerabilities are of concern to smart grid technology stakeholders.
All parties involved in managing network operations centers or the relevant IT systems should be
trained and alert to tamper from the inside. Specially trained security officers need to be working
in all potentially vulnerable areas.

Open communication and operating systems may be vulnerable to security issues. Although
open systems are more flexible and improve system performance, they may not be as secure as
proprietary systems. The increasing use of open systems must be met with industry approved and
adopted standards and protocols that ensure system security.

A utility needs to define its own selection of security controls for system automation, control
systems, and smart devices, based on normative sources and as appropriate for the utility’s regula-
tory regime and assessment of business risks. The security controls need to be defined within each
security domain, and the information flows between the domains need to be based on agreed risk
assessments, established corporate security policies, and possible legal requirements imposed by
the government. In addition, limitations related to the existing legacy systems must be accommo-
dated in a manner that does not hamper organizational security. Emerging smart grid systems and
solutions should be thoroughly tested by qualified laboratories to ensure that new digital commu-
nications and controls necessary for the smart power grid do not open new opportunities for mali-
cious attack. The responsibility for this security rests with all market participants—both industry
and governments.

The idea of extending an Internet protocol (IP)-based network to the meter level does open the
potential for both internal and external hacking. To protect against those threats, the structure of the
system architecture should be considered carefully. By having a distributed intelligence in the grid,
we mitigate a single point of failure, but also increase the complexity of management. Every utility
thinking about providing equipment and services for smart grid technology enterprises should be
cognizant of security and standards, with thought given to security certification for hardware and
software providers.

The massive amount of potentially sensitive data collected in a smart grid, particularly with the
implementation of consumer technologies, offerings, and services (e.g., advanced metering infra-
structure [AMI] and DSM), inherently creates data privacy and security risks. Consumer involve-
ment applications and solutions put privacy interests at risk because information is collected on
energy usage by a household or business. With granularity, down to fifteen minutes and less, meters
already collect a unique meter identifier, timestamp, usage data, and time synchronization every
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fifteen—sixty minutes. Soon, they will also collect outage, voltage, phase, and frequency data, and
detailed status and diagnostic information from networked sensors and smart appliances. Interpreted
correctly, such data can convey precisely whether people were present in the home, when they were
present, and what they were doing. Utilities implementing consumer technologies, offerings, and
services within a smart grid environment that fails to address these issues will encounter consumer
and political opposition, restricting their ability to realize the economic promise of smart grid tech-
nologies. They may face angry regulators and customers as well as liability issues.

In the consumer context, the right to privacy means the consumer’s ability to set a boundary
between permissible and impermissible uses of information about themselves. What is impermis-
sible is a matter of culture, as expressed in law, markets, and what individuals freely accept without
objection (i.e., consensus values). If customers believe a utility is misusing personally identifiable
data or is generally enabling the use of personal information beyond what they deem acceptable
(whether legal or not), then they are likely to resist the implementation of vital smart grid functional-
ity related to consumer offerings and services. Consumers may refuse to consent (where required),
hide their data, or awaken political opposition. Utilities may face customer liability claims or regu-
latory fines if inadequate privacy or security practices enable eavesdroppers, adversaries, or bad
actors to acquire and use collected data to a customer’s detriment. Utilities must take into account
privacy and security concerns when designing consumer technologies, offerings, and services, and
must persuade consumers, regulators, and politicians that privacy interests are adequately protected.

What constitutes permissible uses of personally identifiable information varies from culture to cul-
ture and over time; yet, what goes on inside a residence is generally an area of special privacy concern.
The collected data reveal more about what goes on inside a residence than would otherwise be known
to outsiders, and the collection and use of such data would reduce the scope of private information.
Although privacy is generally considered a personal right, businesses typically have analogous rights.

Once a utility establishes the permissible uses of consumer data, it is in its best interest to assure
that unauthorized uses do not occur. For example, if an electricity service provider can sell appli-
ance-related data to a manufacturer or retailer, the utility will want to protect its economic interest
by preventing access or use by others who might become competitive data brokers. Every utility
will want to avoid regulatory sanctions for violating express or implied privacy policies, as well as
damage claims based on compromised customer data or facilities.

Concerns about data privacy in smart grid environments and AMI are now being widely dis-
cussed. In the Netherlands, for example, the formerly compulsory AMI rollout was subsequently
made voluntary. The US Department of Energy (DOE), responding to this concern, has created
DataGuard, which provides a set of principles that, if agreed upon, would enable the utility to use
the DataGuard logo as an indicator of their participation in the program [26]. What is ultimately
needed is a secure system for utilities to provide key information to the marketplace at very low
transactional costs, but with proper protections, in order to unlock the potential for innovative smart
grid-enabled services to be realized.

2.7 CONFLUENCE AND ACCELERATION OF STANDARDS

Global standardization is essential for the deployment and successful operation of smart grids.
While progress is being made, challenges remain due to fragmentation among stakeholders in the
process of standards development, the lack of well-defined standards for smart grid interoperability,
and intellectual property issues. At the same time, standards defined too early risk stifling innova-
tive technological advances.

While smart grid technologies continue to progress, without well-defined and technology-neutral
interoperability standards, further innovations and opportunities for deployment at scale are lim-
ited. Global cooperation for defining standards has not kept pace with technology innovation and
development, which could impede large-scale development and rollout. Therefore, interoperability
and scalability should be priorities, while taking care to avoid stifling innovation.
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Since smart grid technologies encompass a diverse scope of technology sectors, including elec-
tricity infrastructure, telecommunication, and I'T, misinterpretation and error may arise where there
is a lack of interface standardization and related communication protocols. Therefore, even after
standardization of the respective technologies, conformity testing and certification of interoper-
ability may prove problematic for providers, since each technology must go through a conformity
assessment specifically designed for the particular technology.

Existing international standards development organizations (SDOs) include the following:

¢ JEC—International Electrotechnical Commission (www.iec.ch)

» IEEE—Institute of Electrical and Electronics Engineers (www.ieee.org)
* ISO—International Organization for Standardization (wWww.iso.0rg)

¢ ITU—International Telecommunication Union (Www.itu.int)

In addition to the SDOs, many country or region-based standard associations influence the smart
grid standards community. A key barrier is the lengthy process to develop and reach international
consensus on a standard. For example, the average development time for IEC publications in 2008
was thirty months. Even after one of the SDOs has defined a standard, it still must go through the
harmonization process.

The smart grid is a large and complex marriage of the traditional electrical infrastructure and
modern IT systems. This is truly a global effort involving thousands of utilities and vendors to
implement and deploy the smart grid. To complete, a successful and cost-effective deployment of
the smart grid “international standards” will have to be followed by all who participate in its deploy-
ment. Why do we say this and why are standards so important to success? The following points
characterize the importance of standards:

* Shareability—economies of scale, minimize duplication

e Ubiquity—readily utilize infrastructure, anywhere

» Integrity—high level of manageability and reliability

* Ease of use—Ilogical and consistent rules to use infrastructure

* Cost-effectiveness—value consistent with cost

* Interoperability—define how basic elements interrelate

* Openness—supports multiple uses and vendors, not proprietary
e Secure—systems must be protected

* Scalable—low- or high-density areas, phased implementation

* Quality—many entities testing and verifying

The smart grid is broad in its scope, so the potential standards landscape is also very large and
complex. Therefore, “standards’ adoption has become a challenge. However, the opportunity today
is that utilities, vendors, and policymakers are actively engaged and there are mature standards
that are applicable and much work on emerging standards and cybersecurity can be leveraged.
Technology is not the primary barrier to adoption. The fundamental issue is organization and pri-
oritization to focus on those first aspects that provide the greatest customer benefit toward the goal
of achieving an interoperable and secure smart grid. It is critical that we find a process that will
accelerate the adoption of new smart grid standards. First, consider the challenges the industry must
overcome to accelerate the smart grid standards adoptions:

1. There are many standards bodies and industry committees working in parallel with many
duplicate and conflicting efforts. The industry must come together in a concerted effort to
accelerate the adoption of the stands on which they are focused.
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2. The number of stakeholders, range of considerations, and applicable standards are very
large and complex, which require a formal governance structure at a national level involv-
ing both government and industry, with associated formal processes to prioritize and over-
see the highest value tasks.

3. The smart grid implementation has already started and will be implemented as an “evolu-
tion” of successive projects over a decade or more. Standards adoption must consider the
current state of deployment, development in progress, and vendor product development life
cycles.

4. Interoperability is generally being discussed too broadly and should be considered in two
basic ways, with a focus placed on prioritization and acceleration of the adoption of “inter-
system” standards.

How can these challenges be quickly overcome?

1. NIST (National Institute of Standards and Technology) should continue its work in devel-
oping and coordinating smart grid interoperability standards (https://www.nist.gov/
engineering-laboratory/smart-grid/about-smart-grid).

2. Develop a smart grid “road map” that outlines a path and direction of deploying existing
and future standards giving the industry clear direction forward.

3. Identify focus areas are as follows:

a. Common information model

b. Cybersecurity

c. Interoperability base on open protocol
d. Application interface standards

e. Messaging

4. Governance principal definitions include the following:
a. Openness
b. Integrity
c. Separation of duties and responsibility
d. Compliance

5. Establish clearly defined test and verification methodologies and certification bodies shall
be established to certify compliance with standards.

6. Encourage rapid vendor adoption of established standards.

The grid will become “smarter” and more capable over time and the supporting standards must
also evolve to support higher degrees of interoperability enabling more advanced capabilities over
time. The implication of the smart grid evolution for standards adoption is that at any point in time
the industry will be characterized by a mix of no/old technology, last generation smart technology,
current generation smart technology, and “greenfield” technology opportunities. Smart grid imple-
mentation is an evolutionary process involving long project development life cycles from regulatory
approvals through engineering and deployment. Given that technology life cycles are much shorter
than the regulatory-to-deployment cycle, it is very likely that the grid will continuously evolve in the
degree to which intelligence is both incorporated and leveraged.

The issue of evolution is particularly important because investments are a continuum based on
policy imperatives, system reliability, and creating customer value. Policymakers and utilities must
balance these considerations regarding certain smart grid investments before a complete set of stan-
dards has been adopted and customer benefit dictates moving forward. In many instances across
the nation, utilities and regulators have given much thought to balancing accelerating customer ben-
efits, project cost-effectiveness, and managing emerging technology risks. While there is no single
“silver standards bullet” for legacy and projects currently in development, projects that are in the
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customers’ and public policy interest should proceed. However, not having clear standards going
forward compounds the technology obsolescence risk.

There is no technical reason to attempt to standardize all aspects of the smart grid today if
engineered and designed correctly. Nor is it likely possible, considering the lack of clear defi-
nition of all the elements and uses of the smart grid and complexity and given the number of
systems involved. Smart grid systems architected appropriately should be able to accept updated
and new standards as they progress, assuming the following standards evolution principles are
recognized:

» Interoperability must be adopted as a design goal, regardless of the current state of
standards.

» Interoperability through standards must be viewed as a continuum.

* Successive product generations must incorporate standards to realize interoperability
value.

e Smart grid technology roadmaps must consider each product’s role in the overall system
and select standards compliant commercial products accordingly.

» Standards compliance testing to ensure common interpretation of standards is required.

These principles are being followed by many utilities implementing smart grid systems today by
requiring capabilities such as remote device upgradability and support for robust system-wide secu-
rity, and identifying key boundaries of interoperability to preserve the ability of smart grid invest-
ments to evolve to satisfy increasingly advanced capabilities.

Accelerating smart grid standards adoption can be achieved by focusing industry efforts on
the right tasks in the right order. A system’s engineering approach provides a formal, require-
ments-based method to decompose a complex “System of Systems,” such as the smart grid,
from a high intersystems view through a very structured process to a lower intrasystems view.
Applying systems engineering to smart grid capabilities and supporting standards reveals that
it is more important to create a unifying design for the entire system operationally than to focus
on implementing individual elements at the risk of future systems operations. This means that
it is not necessary to first resolve interoperability of “intrasystem” interfaces within the utility’s
smart grid implementations before projects can proceed. This is true, if the important “inter-
system” boundaries are well understood and the following interoperability design concepts are
preserved.

2.8 BUILDING THE BUSINESS CASE, MOVING PAST THE PILOTS

All stakeholders must be aligned around a common vision to fully modernize today’s grid.
Throughout the twentieth century, the electric power delivery infrastructure has served many
countries well to provide adequate, affordable energy to homes, businesses, and factories. Once
a state-of-the-art system, the electricity grid brought a level of prosperity unmatched by any
other technology in the world. But a twenty-first-century economy cannot be built on a twenti-
eth-century electric grid. There is an urgent need for major improvements in the world’s power
delivery system and in the technology areas. Several converging factors is driving the energy
industry to modernize the electric grid. These factors can be combined into the following five
major groups.

Policy and Legislative Drivers

* Electric market rules that create comparability and monetize benefits

* Electricity pricing and access to enable smart grid options

e State regulations to allow smart grid deferral of capital and operating costs

* Compatible Federal and state policies to enable full integration of smart grid benefits
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Economic Competitiveness
* Creation of new businesses and new business models and adding of “green” jobs
* Technology regionalization
* Alleviation of the challenge of a drain of technical resources in an aging workforce

Energy Reliability and Security
* Improve reliability through decreased outage duration and frequency
* Reduce labor costs, such as manual meter reading and field maintenance, etc.
* Reduce non labor costs, such as the use of field service vehicles, insurance, damage, etc.
* Reduce T&D system delivery losses through improved system planning and asset management
* Protect revenues with improved billing accuracy, prevention, and detection of theft and fraud
* Provide new sources of revenue with consumer programs, such as energy management
* Defer capital expenditures because of increased grid efficiencies and reduced generation
requirements
 Fulfill national security objectives
* Improve wholesale market efficiency

Customer Empowerment

* Respond to consumer demand for sustainable energy resources

* Respond to customers increasing demand for uninterruptible power

*  Empower customers so that they have more control over their own energy usage with mini-
mal compromise in their lifestyle

 Facilitate performance-based rate behavior

e Accommodate customers that bring their own generating and storing devices, and be able
to create value for them beyond self-generation and consumption

Environmental Sustainability
* Respond to governmental mandates
e Support the addition of renewable and distributed generation (DG) to the grid
* Deliver increases in energy efficiencies and decreases in carbon emissions

Many of these drivers are country- and region- specific and differ according to unique governmen-
tal, economic, societal, and technical characteristics. For developed countries, issues such as grid
loss reduction, system performance and asset utilization improvement, integration of renewable
energy sources, active demand response, and energy efficiency are the main reasons for adopting
the smart grid. Many developed countries experience system reliability degradation resulting from
aging grid infrastructure. Inadequate access to “strong” T&D grid infrastructure limits the potential
benefits of the integration of renewable energy generation.

The smart grid provides enterprise-wide solutions that deliver far-reaching benefits for both utili-
ties and their end customers. Utilities that adopt smart grid technologies can reap significant bene-
fits in reduced capital and operating costs, improved power quality, increased customer satisfaction,
and a positive environmental impact. With these capabilities come questions: What is the potential
of the smart grid? Is there one set of technologies that can enable both strategic and operational
processes? How do the technologies fit together? How do you leverage benefits across applications?
Smart grids should be based on integrated solutions that address business and operating concerns
and deliver meaningful, measurable, and sustainable benefits to the utility, the consumer, the econ-
omy, and the environment (Figure 2.1).

Various components come into play when considering the impact of smart grid technologies.
Utilities and customers can benefit in several ways. Rate increases are inevitable, but smart grids can
offer the prospect of increased utility earnings, together with reduced rate increases (plus improved
quality of service). Viewing smart grid programs in the context of, for example, a “green” program
for customer choice or a cost reduction program to moderate customer rate increases can help define
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FIGURE 2.1 Smart grid benefits.

utility drivers and shape the smart grid roadmap. A smart grid program should have a robust business
case where numerous groups in the utility have discussed and agreed upon the expected benefits and
costs of smart grid candidate technologies and a realistic implementation plan. In some cases, the ben-
efits are modestly incremental, but a smart grid plan should minimize the lag in realized benefits that
typically occur after a step change in technology. A smart grid deployment is also intended to allow
smoother and lower cost migrations to new technologies and avoid the need to incur “forklift” costs. A
good smart grid plan should move away from the “pilot” mentality and depend on wisely implemented
field trials or “phased deployments” that provide the much-needed feedback of cost, benefit, and cus-
tomer acceptance that can be used to update and verify the business case.

2.8.1 UTtiuty BENEFITS

Improving grid reliability and operational efficiency is possible using more intelligence in the delivery
network to monitor power flow in real time and improve voltage control to optimize delivery efficiency
and eliminate waste and oversupply. This will reduce overall energy consumption and related emissions
while conserving finite resources and lowering the overall cost of electricity. Software applications—
including smart appliances, home automation systems, etc.—that manage load and demand distribu-
tion help to empower consumers to manage their energy usage and save money without compromising
their lifestyle—encouraging consumers to become smart consumers in smart homes, by giving them
access to TOU rates and real-time pricing signals that will help them to save on electricity bills and cut
their power usage during peak hours. This also helps to improve overall system delivery efficiency and
reduce the number of power plants and transmission lines that will need to be built.

In 2008, the United States had electricity distribution losses adding up to 271 billion kilowatt-
hours [27], more than 6% of total net generation. Xcel Energy estimates that the smart grid can
reduce those losses by 30%, utilizing optimal power factor performance and system balancing [28].
The U.S. DOE estimates that conservation voltage reduction and advanced voltage control can
reduce GHG emissions from electricity by 2% nationally in 2030 [29].

The rapid deployment of smart grid technologies across the country reflects the multiple opera-
tional and reliability benefits utilities expect to realize, including savings on operation and main-
tenance costs and the avoidance of costly outages. Operational and energy efficiency benefits
are highly valuable, but will not always—by themselves—justify the ratepayer expense. Boston
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Consulting Group (BCG) estimates that just 60% of the cost of smart grid deployment can be
justified through the utility business case alone. Making smart meters, for example, a “winning
proposition,” per BCG, will require that 20%—-30% of a utility’s customers use the new technology
to reduce their overall consumption or peak demand by 15%—-20%. “Falling short of that threshold,”
says Pattabi Seshadri, a consultant at BCG’s Energy Practice, “will likely prevent the utility from
delivering the necessary return on investment” [30].

Increasing reliance on distributed and demand-side resources, reducing line losses, and increasing
capacity of existing transmission lines using dynamic thermal rating and wide area control technology—
all could reduce the need for new transmission and generation units, saving money and avoiding impacts
on land and wildlife [31]. The California Public Utility Commission recognized that value in its June
2010 decision on smart grid deployment plans: “The Smart Grid can decrease the need for other infra-
structure investments and these benefits should be considered when planning infrastructure” [32].

Such analyses elsewhere in the country have resulted in the deferral of several transmission
lines. Synapse, for instance, has provided expert testimony on electric power transmission issues on
behalf of consumer advocates and environmental groups in Pennsylvania, Virginia, and Maine. The
key issue in all three cases was “how recent increases in demand response and energy efficiency
affect utility and RTO forecasts of the need for new transmission over the next decade.” In Virginia,
they demonstrated that—factoring in efficiency and demand response resources under development
in PJM’s easternmost states—an AEP/APS (American Electric Power/Arizona Public Service) pro-
posed 765 kV line would not be needed within the ten-year planning period. PJM sensitivity studies
confirmed Synapse’s estimates, and the transmission line application was withdrawn [33].

2.8.2 CONSUMER BENEFITS

Under the current regulatory structure, investor-owned utilities propose investments, regulators
approve those investments—the rate of return the utility will earn on them—and consumers (rate-
payers) foot the bill. As witnessed in the United States in Indiana, Maryland, and elsewhere, regula-
tors around the country are requiring utilities to demonstrate that they will deliver long-term benefits
to consumers commensurate with the public’s investments. Designing to maximize those benefits
will, in turn, benefit utilities. As J.D. Power and Associates found in a consumer survey: “Utility pro-
viders that develop smart systems with customer satisfaction in mind may be able to get things right
the first time, ultimately saving in long-term development and implementation costs” [34].

Fortunately, a well-designed smart grid can deliver significant additional benefits, which can
repay that investment many times over. Consumers will benefit from reduced bills and much greater
control: the ability to use electricity when it is cheapest and to produce and sell power and other
services into the grid when demand and prices are high. Entrepreneurs and their employees will
benefit from new opportunities to provide energy services—from storage at substations to behind-
the-meter “energy apps.” Communities will enjoy greater energy security, as they rely increasingly
on distributed energy resources in their own backyards. The most valuable benefit could be the
opportunity to radically reduce the hidden costs of electricity to the environment and public health.

The smart grid will enable significant reductions in both overall energy consumption [35] and
peak use of electricity by giving customers real-time information and pricing, facilitating much
broader use of demand response, providing the necessary information to support “continuous com-
missioning” in the built environment, increasing the capacity of existing transmission lines, and
reducing T&D line losses.

Numerous studies have found that giving customers real-time energy usage information cuts
consumption by 5%-15%. Adding pricing incentives and automated home energy management
tools, such as programmable thermostats and smart appliances linked to home area networks, can
double those savings [36,37].

A June 2010 report from the American Council for an Energy-Efficient Economy (ACEEE) found
that U.S. consumers could cut their household electricity use as much as 12% and save $35 billion
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or more over the next twenty years if U.S. utilities go beyond AMI deployment to include a wide
range of energy-use feedback tools that engage consumers in using less energy. ACEEE based its
findings on a review of fifty-seven different residential sector feedback programs between 1974
and 2010, concluding that “to realize potential feedback-induced savings, advanced meters must be
used in conjunction with in-home (or on-line) displays and well-designed programs that successfully
inform, engage, empower, and motivate people” [38].

The Pacific Northwest National Laboratory (PNNL) and the Brattle Group have found that con-
servation tends to be strongest when feedback is based on actual usage data, provided on a frequent
basis over a year or more, involves goal setting and choice with specific behavioral recommenda-
tions, and involves normative or historical comparisons [39].

Existing demand response programs, focused on large industrial users, can currently deliver 37
GW nationwide. Without new programs, that capacity will grow little over the coming decade, to
just 38 GW by 2019, saving just 4% compared to a scenario with no demand response programs
at all. A smart grid will almost quadruple those savings, according to modeling done for Federal
Energy Regulatory Commission (FERC): large-scale deployment of AMI, enabling technologies,
and dynamic pricing will enable peak reductions of 138 GW by 2020 [40].

A smart grid greatly expands the potential participants in demand response programs by making
it possible to send the necessary signals, including dynamic prices, to residences and small- and
medium-sized businesses. A Battelle-PNNL pilot, for instance, using predefined customer prefer-
ences and fast, autonomous controls on clothes dryers and water heaters to respond to ancillary
service signals on very short timescales, achieved peak residential demand reductions of 16%, and
average demand reductions of 9%—10% for extended periods of time [41]. In Oklahoma Gas and
Electric’s pilot, customers with smart thermostats achieved peak demand reductions of 57% [42].

Dynamic pricing is particularly valuable for cutting peak power demand. Analyzing a range of
experiments, Brattle’s Ahmad Faruqui found that TOU rates cut peak demand by 3%—6% and criti-
cal peak pricing (CPP) cut peak demand by 13%—-20%. When accompanied with enabling technolo-
gies, CPP cut peak demand by 27%—-44% [36].

Several studies have shown that customers respond to, and appreciate, TOU rates.
PowerCentsDC [21]—an American Recovery and Reinvestment Act of 2009 (ARR A)-funded pilot
in the nation’s capital—ran from July 2008 through October 2009. This voluntary program chose 900
customers at random, providing each with a smart meter and smart thermostat and assigning them
to one of the three pricing plans. One of those plans, a Critical Peak Rebate, rewarded customers for
reducing their use below baseline during critical peaks. It cut peak use by 13%, with low-income
customers achieving savings in line with others’ results. Nearly three-quarters of the customers who
participated were satisfied with the program and 93% preferred the dynamic rates over the utility’s
standard rates [21]. A September 2010 meta-study for the Edison Foundation Institute for Electric
Efficiency found similar results in its assessment of recent dynamic pricing programs at Connecticut
Light and Power, Baltimore Gas and Electric, and Pacific Gas and Electric. They not only found that
low-income customers did shift load in response to dynamic pricing but also found that because they
began with a flatter load, they saved money even when they did not shift load [43].

The economic benefits of these peak reductions are broadly shared, even by consumers who
do not shift their consumption. Shifting just 5% of peak demand reduces prices substantially for
everyone, both because the most expensive peak power plants do not get turned on and because new
peakers need not be built [44].

2.8.3 ENVIRONMENTAL AND ECONOMIC BENEFITS

Environmental, health, and other social benefits of the smart grid can contribute real value to these
calculations if the grid is designed to capture them. Capturing those social benefits is especially
important because it is customers, ultimately, who are financing this new grid. Smart grids will
enable broader deployment and optimal inclusion of cleaner, greener energy technologies into the
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grid from localized and distributed resources, including rooftop solar, combined heat and power
plants and DG, thereby reducing dependence on coal and foreign oil and promoting a sustainable
energy future. Electric and plug-in hybrid electric vehicle (EV) integration will bring another dis-
tributed resource to market, but one at scale—with supporting rates and billing mechanisms that can
help flatten the load profile and reduce the need for additional peaking power plants and transmis-
sion lines potentially reducing the carbon footprint and fostering energy security and independence.

Electricity generation and use in the United States is one of the biggest sources of pollution on the
planet, accounting for more than one-fifth of the world’s CO, emissions [45]. The U.S. power plants also
draw a huge fraction of the nation’s freshwater supply. Nearly 40% of all domestic water withdrawals in
the United States are used for cooling thermoelectric power plants. Depending on the cooling system,
that water may be returned to the source at a higher temperature and with diminished quality, or evapo-
rate and be lost for good [46]. In the Interior West, for example, where power plants rely primarily on
recirculating cooling systems, approximately 56% of the water is lost to evaporation [47]. Conventional
power plants in Arizona, Colorado, New Mexico, Nevada, and Utah consumed an estimated 292 mil-
lion gallons of water per day (MGD) in 2005—approximately equal to the water consumed by Denver,
Phoenix, and Albuquerque combined. By 2030, water use for power production in the Rocky Mountain/
Desert Southwest region is projected to grow by 200 MGD—that water would otherwise be available to
meet the needs of almost 2.5 million people [47]. In Texas, power plants consume as much water as three
million people, each using 140 gals per person, per day [48]. With climate change already impacting
water resources—reducing, for instance, snowpack in the West, a major source of freshwater—and with
U.S. energy demand projected to grow 1.7% per year through 2030, these stresses will only grow [47].

Peak shaving delivers huge environmental and health benefits that 138 GW of peak reductions
forecast by FERC is equivalent to the output of 1300 peaking power plants [40]. Many of these
plants—often inefficient natural gas turbines—are in or near major population centers, where
their smog-forming emissions harm public health. As with the coal fleet, the National Academy
of Sciences (NAS) study found that just 10% of natural gas-fired power plants contribute a major-
ity (65%) of the air pollution damages from all the 498 plants they studied. Replacing those plants
with smart-grid enabled efficiency and demand response would significantly reduce public health
impacts as well as GHG emissions, cutting 100-200 million tons of CO, per year—5%—10% of total
GHG pollution from the U.S. power sector in 2007.

A concerted effort to make full use of demand response opportunities in regions now served
by the dirtiest coal-fired power plants could also multiply benefits for human health by altering
the economic calculus for those plants [49]. The entry of low-cost demand-side resources into the
PJM market, for example, has put downward pressure on the capacity revenues earned by marginal
power plants for being on standby to meet demand spikes. This downward price pressure contrib-
uted to the decision to retire two old, marginal coal plants in Philadelphia, and is putting financial
pressure on other high-polluting, marginal coal, oil, and natural gas-fired units in the region; it may
well cut more pollution than the direct effects of avoided demand [50].

The biggest environmental gains of demand response will come from the combined effects of
these shifts on the overall generation portfolio: providing demand-side balancing for renewables
in place of fossil-fueled backup generation, avoiding the need for new peaker plants, and hastening
retirement of old dirty coal. Whether load shifting will also directly reduce emissions will depend on
the current resource mix: Since the emissions from one source of electricity are effectively traded for
those of another, the environmental result will depend on the emissions profile of that second source.
For example, carbon emissions will go down when the use shifts from inefficient, simple cycle natu-
ral gas-fired plants that serve peak loads to efficient, combined cycle plants that serve intermediate
loads. One analysis of twelve NERC subregions showed that most regions would shift to natural
gas and reduce carbon emissions, but a few would shift to coal and increase carbon emissions [29].
As clean energy makes up a larger portion of base load generation, shifting away from peak power
will have an increasingly positive impact. Applying an algorithm with CO, reductions as its primary
objective and adding energy storage will make possible still greater reductions in CO, [29].
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A 2003 Synapse model of demand response in New England indicates that a system-wide analy-
sis will also be necessary to capture critical health benefits. It found that if demand response was
used for more efficient unit commitment, reduced operation of oil- and gas-fired steam units, and
increased operation of combined-cycle units in New England, it would significantly reduce NO,,
SO,, and CO, in summer months. Those benefits would not be realized, however, if it simply shifted
load to on-site diesel- or natural gas-fueled internal combustion (IC) engines [51].

As the smart grid improves the ability to measure real-time environmental impacts of dispatch
decisions, it will facilitate prioritization of cleaner alternatives. Because power plant dispatch pres-
ents thousands of options for rearranging the generation mix, Charles River Associates (CRA) and
others have been developing sophisticated modeling tools to precisely measure the actual carbon
impact of electricity use in real-time, or “marginal carbon intensity” (MCI). CRA’s analyses indi-
cate that the real-time and locational variability of carbon emissions is as great as the variability
of electricity prices: both depend on which marginal generators are brought online or displaced as
the system is redispatched to accommodate changes in load and transmission congestion [52]. PIM
Interconnection—which administers the competitive wholesale market serving 51 million people
in Delaware, Illinois, Indiana, Kentucky, Maryland, Michigan, New Jersey, North Carolina, Ohio,
Pennsylvania, Tennessee, Virginia, West Virginia, and the District of Columbia—has begun apply-
ing a similar analysis to estimate CO, reductions from demand response, energy efficiency mea-
sures, and increases in carbon-free generation [53].

PJM is among the leaders in incorporating demand response into wholesale markets: more than
9000 MW of demand-side capacity resources participated in its 2010 capacity market, equivalent
to 120 grid-scale, gas-fired combustion turbines or eighteen medium-sized coal-fired power plants.
Roughly a quarter of this, 2444 MW, participated as an economic resource, responding solely to
market price signals to provide service to the grid. The remainder was emergency capacity, which
jumps into service at the direction of the grid operator. In terms of actual energy delivered, PIM
received 94,000 MWh from all demand-side resources in 2010, 60% on price signal alone. Though
some of this DR may have come from on-site generators, most came from avoided energy consump-
tion, translating to about 77,000 tons of avoided carbon. In short, PJM’s demand response market
rules enabled about 6% of the region’s total peak load to be served by demand-side resources, up
from less than 2% four years ago but still, less than half the 15% potential DR Brattle found in this
region.

Smart grid-enabled monitoring of chillers, control systems, and other equipment in large
(>100,000 ft?) commercial buildings can detect suboptimal performance and prescribe oper-
ational improvements or maintenance, thus achieving overall electricity savings of 9% [54].
Applied in 20% of such buildings nationwide, the annual energy savings would be 8.8 billion
kWh, avoiding 5 million metric tons of CO, emissions [55]. A smart grid will also provide
detailed consumption data: Utilizing that data for improved diagnostics in residential and com-
mercial buildings will allow for accurate targeting of efficiency investments in HVAC, lighting,
and other systems, translating to a 3% reduction in U.S. CO, emissions from the electricity sector
in 2030 [29].

Monetizing these environmental impacts gives a clearer sense of the real price we currently
pay for conventional electricity generation and use. A report from the NAS (National Academy of
Sciences) on “Unpriced Consequences of Energy Use and Production” estimates that in 2005 alone,
environmental externalities from U.S. electricity production cost $120 billion. That figure under-
estimates the true costs, the report notes, because it does not include the costs of climate change or
damage to ecosystems. Half of that $120 billion comes from aggregate damages from sulfur dioxide
(S0O,), nitrogen oxides (NO,), and particulate matter (PM) from production of coal-fired electricity
at 406 plants, for an average of $1.56 million per plant. Natural gas plants tend to be less pollut-
ing due to their cleaner fuel and smaller size, but are not without cost—averaging $1.49 million in
annual damages per plant [49].
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These are not theoretical costs but real costs—for water, health care, and premature deaths—
borne directly by citizens. In Utah, for instance, burning coal to provide electricity for its residents
and for neighboring states produces health and water impacts of up to $2.1 billion dollars per year
[56]. These costs include hospital visits from respiratory injuries and asthma and the use of twenty-
four billion gallons of water annually, adding as much as $45 per MWh to the cost of fossil fuel
generation. Those harmful externalities, in other words, effectively double the true cost of that
electricity.

Like the NAS numbers, the Utah figure does not include costs from GHG emissions. Nationally,
the costs of climate change impacts related to real estate loss due to sea level rise, damages from
more extreme hurricanes, increased energy costs to keep comfortable in a warmer world, and water
supply impacts are forecasted to exceed $270 billion by 2025 [57]. U.C. Berkeley researchers David
Roland-Holst and Fredrich Kahrl found that if no action is taken to avert the worst effects of global
warming, California alone will face damages of “tens of billions per year in direct costs, even
higher indirect costs, and expose trillions of dollars of assets to collateral risk.” Costs in the water,
energy, tourism and recreation, agriculture, forestry, and fisheries sectors will be as high as $23 bil-
lion annually, with another $24-billion annually in public health costs [58].

Air pollution impacts are not evenly distributed: The NAS study notes that just 10% of coal-fired
power plants account for 43% of all damages. For those dirtiest plants, the damages cost a stunning
12 ¢/kWh [49], five times greater than the price the plants pay for coal today [59]. The distribution
is even more extreme for natural gas—the top 10% of the most polluting facilities produce 65% of
air pollution-related damages [49]. Developing smart grid-enabled alternatives to those plants will
be particularly valuable.

The smart grid has the potential to radically reduce costly damage to the environment and
public health—while increasing energy independence and security and creating new industries
and jobs by:

1. Increased reliance on clean, renewable energy—integrating plug-in hybrid electric vehicles
(PHEVs), plug-in electric vehicles (PEVs), distributed wind and photovoltaic solar energy
resources, storage and other forms of distributed generation

2. Facilitating mitigation of renewable generation variability of output—mitigation of this
variability is one of the chief obstacles to integration of large percent of renewable energy
capacity into the bulk power system

3. Vastly improved efficiency of electricity production, transportation, and use, including the
ability to shift demand to lower impact times and supply resources

4. Leveraging DR/load management to minimize the use of costly peaking generation, which
typically uses energy resources that are comparatively fuel inefficient

5. Avoiding the curtailment of renewable generation capacity with technology and policy
innovations needed to signal energy users, their buildings, appliances, and cars to use
electricity when it is abundant, cheap, and clean

6. Facilitating increased energy efficiency through consumer education, programs leveraging
usage information, and time-variable pricing

7. Decarbonization of the transport sector

8. Reduced water impacts—wind, solar photovoltaics (PVs), and demand-side resources use
very little or no water to generate electricity [47]

A well-designed smart grid will help electricity customers meet their need for affordable, adaptable,
and efficient power. It will equip communities to protect public health, conserve water, and promote
energy self-sufficiency and local economic development. And it will maximize the diversity of
clean, low-carbon energy production, reducing the overall environmental footprint of the largest
and most polluting industry in the world.
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2.8.4 BENEFITS REALIZATION

Business cases for investing in smart grid processes and technologies are often incomplete and there-
fore not compelling. It is often easier to demonstrate the value of the end point than it is to make a
sound business case for the intermediate steps to get there. Societal benefits, often necessary to make
investments in smart grid principles compelling, are normally not included in utility business cases.
Additionally, lack of protection from inherent investment risks, such as stranded investments, further
impacts the ability of these investments to pass financial hurdles. An example of that is the lack of vis-
ibility on what consumers will do (e.g., purchase solar PV and batteries) that will impact the asset that is
being considered for upgrade. Meanwhile, the increased number of players and the extent of new regu-
lation has complicated decision-making. Credit for societal benefits in terms of incentives and methods
for reducing investment risks might stimulate the deployment of smart grid processes and technologies.

Smart grid cost-benefit analyses should take into consideration the full range of benefits of
deployment, including the reduced use of high-polluting peak power plants; reduced land and wild-
life impacts (through avoided construction of power plants and transmission lines); and the lowest
cost achievement of state and federal energy and environmental policies through efficiency and
generation options made possible by smart grid investments [60,61]. Some smart grid benefits are
under the control of the utility while others are dependent on changes in customer behavior.

While the typical non-price regulated entity seeks to earn a return on its investment through
profit-maximizing pricing, product and marketing strategies, a price-regulated entity such as a
power delivery utility does not have that level of autonomy. Benefits maximization rather than profit
maximization is the key goal. A portion of these benefits is in the control of the utility—such as
the reliability improvements gained through effective distribution automation implementation or
the operational benefits gained through automated meter reading. The bulk of the potential ben-
efits, however, are driven by changes in customer behavior, specifically their consumption levels
and patterns. To help drive that behavior, customer education is critical—as is the transition of a
utility’s customer care function from a transactional “call taker” to a trusted energy advisor. But
we also expect that utilities will still be wires and poles companies, receiving fees for hosting dis-
tributed energy resources, and motivated to help customers find third-party solutions providers. In
this respect, the utility advises their customers and facilitates vendors. More importantly, education
goes both ways since the customer must be heard and the utility will have to understand how best to
deliver the lifestyle the customer expects. The nimbler aggregators and providers of energy services
behind the meter, much more used to understanding the consumer, may move quicker and make
available products the customer engages in, which then will need to be integrated into the overall
considerations and plans for the smart grid.

An example of an approach to benefits realization that recognizes the need for collaboration and
education would be as follows:

1. Prioritize customer-facing smart grid benefits and work toward “‘early delivery”—while
effectively managing stakeholder expectations.

2. Establish stakeholder-working groups that provide opportunity for detailed discussions
about dynamic pricing programs and their benefits.

3. Conduct public regulatory hearings that assess and verify the cost and benefits of programs.

4. Provide greater availability of information to customers through improved website capa-
bilities (and ensure customer care access to the same information to facilitate “energy
advisor” conversations).

5. Launch proactive customer programs that provide a clear, simple message about the util-
ity’s offerings and programs to manage customer expectations. Ideally, these programs
would be informed by market research that focuses on (1) increasing enrollment and reten-
tion in dynamic pricing programs, (2) improving behavioral responses to pricing options
and usage information, and (3) ensuring that benefits flow to all customers.
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One of the greatest obstacles in smart grid initiatives is approval from public utility commissions
when a rate case is required by utilities to fund smart grid programs. The rates that regulated
utilities are allowed to charge are based on the cost of service and an allowed return on equity
(ROE). Once base rates are established, the rates remain fixed until the utility files for a rate
change. Throw in an environment where power generation has been deregulated and the business
case for a wires company still under regulation is more challenging. An additional challenge
is presenting a rate case where the total system load decreases with DR and energy efficiency
programs.

Utilities are looking for that magic “easy” button for smart grid deployments, but smart grid
plans may be “subject to regulatory approval.” Therefore, it is important to not only have a solid
business case internally but also a business proposition around the view of regulatory approval. The
focus on the business case should also show regulators

1. How smart grid technology maintains low customer bills. Benefits may include
a. Reduced O&M through lower meter-related and outage costs
b. Reduced cost of energy through DSM and Integrated Volt/VAr Control (IVVC)
c. Reduced capital expenditures through M&D (Monitoring and Diagnostics), DSM, and
IvvcC
d. Ability to provide customer network support programs that give a return for the par-
ticipating customer in exchange for the delivered service, instead of only pursuing an
assets augmentation policy
2. What smart grid does to secure the “green image” of the state or service territory. Benefits
may include
a. Lower carbon emissions through reduced energy consumption and field force drive
time via DSM, IVVC, AMI, and FDIR (fault detection, isolation, and restoration)
b. Renewable energy source integration, facilitated by DSM and DER (distributed energy
resources) to help with renewable energy intermittency
c. Distributed generation and plug-in hybrids facilitated by AMI and DA (distribution
automation)
3. How the smart grid improves poor reliability. Benefits may include
a. Significant SAIFI (system average interruption frequency index) and SAIDI (system
average interruption duration index) improvement through AMI, FDIR, integrated
OMS (outage management system), and FFA (field force automation)
b. Improved power quality for an increasingly digital economy
c. Ongoing M&D will further improve reliability
d. Improved customer service through billing accuracy and reduced outages
4. How proper management of the grid during emergencies can reduce large-scale outages
and blackouts by
a. Making outage management more cost effective through predictive analytics
b. Reducing system blackouts using system-wide monitoring, control, and protection
c. Increasing system resilience through topology switching and preventive control
d. Improving dependability and security of relaying schemes using adaptive, corrective,
and predictive protective relaying approaches

Customer choice, energy efficiency, and customer value are key to a successful smart grid imple-
mentation platform and the likely acceptance by regulators. The opportunities lie in leveraging the
foundation of AMI to support a more comprehensive smart grid program, but also going beyond
AMI and working with behind the meter resources. In response, utilities will be looking to regu-
lators to provide incentives for smart grid programs, such as accelerated depreciation and higher
returns for rate cases. The bottom line for regulators and consumers: “Look for Smart Grid initia-
tives that are likely to reduce long-term bills as well as emissions and outages.”
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The importance of the business case will vary from country to country. In some centralized
markets, the development of a smart grid may be a matter of policy, driven primarily by security of
supply, environmental, or research and development (R&D) aspirations. In competitive markets, an
economic business case may be more important, with clearly defined internal rate-of-return hurdles
to jump.

Creating a complex business case for smart grid technologies is difficult: All networks within a
market, and circuits within networks, will have different levels of capability required, all driven by
interdependent supply and demand characteristics, making cost estimation difficult. Benefit estima-
tion is similarly complex as benefits will depend on the levels of capability in different network
areas and will comprise direct and indirect benefits that are difficult to quantify (e.g., carbon and
pollution reduction, improvement in security of supply).

A key smart grid market barrier is business case fragmentation, particularly in more com-
petitive fragmented markets. A utility with different companies operating individually in each
part of the value chain will have a fragmented business plan that may not realize the synergies
of benefits. In a fragmented market, creating a commercial model means allocating investment,
reward, and risk among the stakeholders. This allocation will be driven by the extent to which
each party captures benefits and best manages different risks. However, the number of dif-
ferent entities involved makes the business case and commercial model particularly difficult.
For example, a smart grid project benefits power generation companies through avoided capi-
tal expenditure required for generation, or support for the introduction of intermittent energy
supplies (e.g., from wind). For networks, benefits include improved operational efficiency and
reduced losses, and for retail, it can support the introduction of innovative offerings and help
trim load curves. A networks-only investment into smart grid technologies will, therefore, sup-
port huge opportunities for other parties. However, given recent quick adoption of customer
technologies, such as solar PV and soon batteries, smart grid projects may become part of a
strategy to reduce the risk of load defection, therefore maximizing the utilization of the grid by
customers who make such investments. There is also controversy about the long-term benefits
of smart grid-enabled policies; e.g., long-term generation, transmission and distribution system
savings associated with the broad adoption of TOU rates are hard to defend in the near term,
even if the benefits can be real and significant in the future. In addition, a regulatory cost-benefit
analysis that considers long-term, total societal benefits will need to use total resource cost
(TRC) comparisons. Some would argue that the true societal cost of carbon is considered much
higher than the abatement cost.

It is also possible that a less savory outcome will involve utility smart grid investments without
delivering the full suite of potential benefits, thereby leaving customers with the costs of a gold-
plated grid that exceed benefits. In this less pleasant future, load defection will be exacerbated by an
expensive grid that underperforms. The EPRI (Electric Power Research Institute) report, Electricity
Sector Framework for the Future, Vol. 1, estimates $1.8 trillion in annual additive revenue by 2020
with a substantially more efficient and reliable grid [62]. To elaborate, according to the Galvin
Electricity Initiative, “Smart Grid technologies would reduce power disturbance costs to the U.S.
economy by $49-billion/year. Smart grids would also reduce the need for massive infrastructure
investments by between $46-billion and $117-billion over the next 20-years. Widespread deploy-
ment of technology that allows consumers to easily control their power consumption could add
$5-billion to $7-billion per year back into the U.S. economy by 2015, and $15-billion to $20-billion
per year by 2020. Assuming a 10% penetration, distributed generation technologies and smart,
interactive storage capacity for residential and small commercial applications could add another
$10-billion/year by 2020 [63].

Around the globe, countries are pursuing or considering pursuit of GHG legislation suggest-
ing that public awareness of issues stemming from GHGs has never been at such a high level.
According to the National Renewable Energy Laboratory (NREL), “utilities are pressured on
many fronts to adopt business practices that respond to global environmental concerns. According



Smart Grid Challenges and Transformations 47

to the FY 2008 Budget Request, NREL stipulates that, if we do nothing, U.S. carbon emissions are
expected to rise from 1700-million tons of carbon per year today to 2300-million tons of carbon
by the year 2030. In that same study, it was demonstrated that utilities, through implementation
of energy efficiency programs and use of renewable energy sources, could not only displace that
growth, but actually have the opportunity to reduce the carbon output to below 1000-million tons
of carbon by 2030 [64].

2.9 TECHNOLOGY INVESTMENT

Smart grid represents a complete change in the way utilities, regulators, customers, and other
industry participants think about electricity generation, delivery, and its related services. This
new thought process will likely lead to constantly evolving technologies and solutions, and will
benefit from greater integration of utility engineering, I'T, operations, and new business models.
The set of solutions that will provide these benefits is vast. Perhaps more importantly, it is also
about the new information made available by these technologies and the new customer-utility
relationships that will emerge. Enabling technologies, such as smart devices, communications
and information infrastructures, and software, are instrumental in the development and deliv-
ery of smart grid solutions (Figure 2.2). Global, regional, and national economics and growth
will serve as the cornerstones for investments in smart grid infrastructure and in greater use of
integrated communications and information technologies. Drivers will include national and state
government policy directives and incentives to enable energy futures and development of smart
infrastructure.

A high-level review of the smart grid technology functionalities and capabilities landscape sug-
gests representative maturity levels and development trends as shown in Table 2.2. This assessment
is based on the scale and level of deployed technologies in existing smart grid projects across the
globe.
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FIGURE 2.2 Smart grid technologies span the entire electric grid. (Copyright 2016 General Electric. All
rights reserved. With permission.)
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TABLE 2.2
Smart Grid Technology Landscape

Functionalities and Capabilities Maturity Level Development Trend
1 Communication and security Developing Fast
2 EVs, large-scale renewable generation, DERs Developing Fast
3 Metering Mature Fast
4 Embedded sensing automation protection and control Developing Fast
5 Advanced system operation Developing Moderate
6 Advanced system management Mature Fast
7 Advanced system planning Developing Moderate
8 Intentional islanding (microgrids) and aggregated load Developing Moderate
9 Home/building Developing Fast

Technical challenges the smart utility will face include the following:

* Managing an increasing number of operating contingencies that differ from “system as
design” expectations (e.g., in response to wind and solar variability, possible occurrence of
zero demand in transmission in the middle of the day, etc.)

* Facilitating the introduction of intermittent renewable and distributed energy resources
with limited controllability and dispatchability

e Mitigating power quality issues (voltage and frequency variations) that cannot be readily
addressed by conventional solutions

* Integrating highly distributed, advanced control, and operations logic into system operations

» Developing sufficiently fast response capabilities for quickly developing disturbances

* Operating systems reliably despite increasing volatility of generation and demand patterns,
given increasing wholesale market demand elasticity

* Increasing the adaptability of advanced protection schemes to rapidly changing opera-
tional behavior (due to the intermittent nature of renewable and DG resources)

* Accommodate customer diversity of preferences in their generation, storage and loads
options, and respect and be guided by customer choice

Many of the technologies necessary for smarter grids are available today as discrete capability building
blocks. However, the levels of maturity and commercial viability differ. R&D efforts continue to advance
the development of these technologies, particularly those essential to the advanced capabilities of smart
grid solutions: communications, embedded sensing, automation, big data, and remote control. The speed
of technology research, development, and deployment in the power industry has been slower than in
other industries. Technology development and deployment need to be accelerated. Utility regulators do
not want to allow recovery for failed R&D efforts, so most R&D efforts are through the industry vendors.

Each of these technologies has differing requirements for R&D to reduce technology and deploy-
ment risk, lower costs, and secure confidence that they can be implemented at scale. The challenge
is to develop all component technologies necessary for an integrated smart grid solution to a level
of maturity sufficient to deploy them all at scale at the same time. For this to occur, R&D for some
components may need to be accelerated. An emerging area for R&D is the integration of component
technologies to ensure interoperable, coordinated, secure, and reliable electric system operations.
This focus area includes the integration of high-penetration renewable energy (e.g., wind, solar),
distributed generation, and electric vehicles into the electric grid.

The level of R&D spending in the utility sector is amazingly low. Utilities are among the lowest
of all industries in R&D as a percent of revenue (<1%) [65]. Competitive high-tech industries are
five to ten times higher. Yet, the move to make electricity competitive has not spurred more industry
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R&D. R&D costs are typically not explicitly stated as a line item in rate cases. As a result, these
costs are often the first to be cut when less than favorable rate case decisions are made.

Technology development efforts lack coordinated R&D for both individual technology compo-
nents and integrated smart grid projects. Smart grids are potentially a global solution, albeit, in dif-
ferent forms for different markets. However, R&D is not entirely coordinated, and there is a natural
tendency for institutes and companies to choose to develop those technologies most closely aligned
with their own capabilities and interests. This may leave some technologies with less focus than
others. Given the high cost of R&D, technologies with less potential economic payback may well be
left behind, leaving a maturity gap in the smart grid technology chain.

The integration of multiple key technologies needs greater focus. The benefit realized from the
integration of suites of technologies normally exceeds the sum of the benefits of the individual ones.
For example, the deployment of integrated communication systems, including supercomputers, is
needed to support the processing and analysis of the large data volumes that will be supplied by
advanced technologies of the smart grid. Deployments of individual technologies often fail because
they have not been adequately integrated with other needed technologies. Economies of scale and
design innovation are needed to drive costs down. For example, our ability to store electrical energy
remains limited. One of the most fundamental and unique limitations of electricity is that it can-
not easily be stored for use at a later time. Although incremental progress is being made in energy
storage research, the discovery of a transformative storage technology would greatly accelerate grid
modernization. But also, mass adoption of storage by customers may bring storage capability to the
grid sooner, as long as a smarter grid allows the usage of such resources and provides the founda-
tion for a business model that incentivizes customers to do so. At the prosumer level, new-generation
smart inverters have been deployed to enable full controllability of photovoltaics resources to be able
to curtail outputs in case of grid congestions. Simultaneously, smart inverters allow customers to
focus on self-consumption, reducing their energy export by using loads when solar is maximized, or
using batteries to absorb the excess power and increasing self-consumption at night. Battery storage
and demand response have also been integrated into the grid to provide grid support services, such as
voltage support on the distribution system, as well as frequency reserve on the transmission system.

2.10 BUILDING KNOWLEDGE, SKILLS, AND A READY WORKFORCE

2.10.1 INDUSTRY EXPERTISE AND SKILLS

A declining infusion of new thought is occurring. The technical experience base of utilities is gray-
ing. The talent pool is shrinking due to retirements and a shortage of new university graduates in the
power engineering field. Additionally, fundamental knowledge and understanding of power system
engineering principles are being lost as more and more of the technical analysis is done by comput-
ers rather than by human resources. This, in turn, has led to a reduction in the number of power
systems programs being offered by engineering schools across the US [66].

It is common knowledge that baby boomers in the United States are beginning to retire and leave
the workforce. The electric power and energy industry is already beginning to experience short-
ages caused by these retirements. Over the next five years, roughly one-half of the utility industry
engineers may retire or leave for other reasons. These experienced engineers provided the expertise
needed to design, build, and maintain a safe and reliable electric power system. Over the years, they
have planned for and expanded the system to serve a growing population, developed needed operat-
ing and maintenance practices, and brought about innovations to make improvements.

The departure of this engineering expertise is being met by hiring new engineers and by using
supplementary methods, such as knowledge retention systems. The future engineering workforce
will supplement traditional power system knowledge with new skills, such as in communication,
cybersecurity, data analytics, and IT. Traditional and new skills will still be necessary to success-
fully deploy advanced technologies while maintaining the aging infrastructure.
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Meeting the functional needs of a smart grid will require consideration not only of the end state
when a smart grid vision is realized but also the evolutionary period to that state during which the
legacy infrastructure will be used side-by-side with new technologies. To integrate engineering
elements in design and operation, the engineer must have a sufficient depth of understanding to put
aside preconceived legacy notions. These legacy notions admittedly comprise most power system
engineering, but to realize new paradigms, a more holistic approach is required. For example, the
use of time-varying wind power, or solar power available in an uncertain schedule, the engineer
needs to consider: (1) at the design stage, control error tolerances, timing of controls, electronic
designs of inverters needed to incorporate the alternative energy sources, and other basic system
configurations; and (2) in power system operation, the operating strategies of generation control,
system control, and managing multiple objectives.

The integrative requirements of smart grid philosophies require that the depth of comprehension
of engineers extend to the several areas illustrated in Figure 2.3. It appears that the legacy power
engineering educational programs, while valuable for the installation of legacy systems, and main-
tenance of those systems, are not sufficient to accommodate the main elements of the smart grid.
To ensure that our society has the well-qualified power and energy engineers it needs, the following
objectives must be sought [66]:

1. Develop and communicate an image of a power engineer based on a realistic vision of how
engineers will be solving challenges facing companies, regions, the nation, and the world,
thereby improving the quality of life. Youth want to choose jobs that make a difference in
the world and make their life more meaningful.

2. Motivate interest in power and energy engineering careers and prepare students for a post-
high-school education in power and energy engineering. Students should be exposed to
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FIGURE 2.3 Integrative approach to smart grid design and operations. (Copyright 2012 Kezunovic, M. All
rights reserved. With permission.)



Smart Grid Challenges and Transformations 51

engineering even before high school. Teachers, counselors, and parents must be the target
of information as well as the students.

3. Make the higher education experience relevant, stimulating, and effective in training high-
quality and professional power and energy engineers. Establish and maintain a direct link
between power engineering and the solution of major challenges facing the United States
and the world.

4. Increase university research funding to find innovative solutions for pressing challenges
and enhance student education.

Expertise and skill development are facilitated by government policies, such as the U.S. Green Jobs
Act and Workforce Investment Act, which formalize investment in next-generation skills develop-
ment. There are also international efforts like CCiNet (Climate Change Information Network) of
the UNFCCC (United Nations Framework Convention on Climate Change), which include educa-
tion, training, and public participation programs. Currently, major initiatives specifically dedicated
to developing smart grid skills are few in existence, with a noted exception being the workforce
development in the United States for the electric power sector to implement a national clean-energy
smart grid. This U.S. $100 million initiative—as part of the ARRA U.S. $4.5 billion investment
to grid modernization—targets new curricula and training activities for the current and next-gen-
eration workforce, including cross-disciplinary training programs spanning the breadth of science,
engineering, social science, and economics.

The facts indicate there are workforce and education system problems summarized as follows [66]:

* Over the next 5 years, approximately 45% of engineers in electric utilities will be eligible
for retirement or could leave the engineering field for other reasons. If they are replaced,
then there would be a need for over 7000 power engineers by electric utilities alone: Two or
three times more power engineers may be needed to satisfy the needs of the entire economy.

» About 40% of the key power engineering faculty at U.S. universities will be eligible
for retirement in 5 years with about 27% anticipated to retire. In other words, of the
170 engineering faculty working full time in power engineering education and research,
some fifty senior faculty members will be retiring. This does not account for senior faculty
who are already working less than full time in the area. Finally, even more faculty will be
needed to increase the number of power engineering students to meet the demand for new
engineers in the workplace.

e The pipeline of students entering engineering is not strong enough to support the com-
ing need, with surveys showing (1) that most high school students do not know much
about engineering and do not feel confident enough in their math and science skills; and
(2) that few parents encourage their children, particularly girls, to consider an engineering
career. Furthermore, often career counselors and teachers know little about engineering as
a career. Workforce diversity is also a concern. Women constitute only 18% of the engi-
neering enrollments and 12% of the electrical engineering students. Enrollment of under-
represented student populations should be higher.

* Enrollment by university students in power and energy engineering courses is increasing
(perhaps fueled by interest in renewable energy systems and green technologies); however,
the overall number of students interested in electrical engineering is declining. A shrink-
ing pool of electrical engineering students limits the future supply of new power engineers.

e The hiring rate of new power engineering faculty is beginning to grow after years of insuf-
ficient hiring to replace retiring faculty; however, as time has passed, many historically
strong university power engineering programs have ended or significantly declined;

* Thereare less than five very strong university power engineering programs in the United States.
A very strong program has (1) four or more full-time power engineering faculty; (2) research
funding per faculty member that supports a large but workable number of graduate students;
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(3) a broad set of undergraduate and graduate course offerings in electric power systems,
power electronics, and electric machines; and (4) sizable class enrollments of undergraduate
and graduate students in those courses. The general lack of research funding opportunities
has made it difficult for faculty in existing programs and new emerging programs to meet
university research expectations and for engineering deans to justify adding new faculty.

For electric and gas utility employees, the results of a survey by the Center for Energy Workforce
Development (CEWD) in 2008 showed that approximately 50% of all employees would be eligible
for retirement within ten years [67]. The survey was comprised of fifty-five electric and gas utilities
nationwide, as well as all electric cooperative organizations. As of 2010, indications were that nearly
45% of the eligible retirement age employees would have to be replaced by as early as 2013 [68]. An
updated survey by the CEWD in 2016 [69] (Figure 2.4) shows that overall, the electric and natural
gas utility workforce is now getting younger, with lineworkers, engineers, and nuclear operations
being the youngest of the surveyed jobs. Hiring has increased, particularly in the 23- to 38-year age
group, and a little over half of the hires reported were in key jobs, with almost 20% of all hires in
the lineworker category. At the same time, the number of older workers has declined as workers in
key jobs are retiring, with retirement forecasts in future years trending downward for the first time
since CEWD began surveying.

Current estimates of global job losses due to digitization range as high as two billion by 2030,
but there is considerable variation in these projections. The World Economic Forum (WEF) predicts
significant opportunity in the electricity sector for digitization to create jobs. They expect digital
initiatives will create up to 3.45 million new jobs between 2016 and 2025—translating to 10.7% job
growth in the electricity industry. Job creation potential is highest in the consumer renewables sec-
tor, with energy storage integration creating up to 1.07 million new jobs. New jobs in smart asset
planning (925,000) and asset performance management (596,000) will more than address job loss
from automation or more efficient technologies. The WEF notes that a significant problem that utili-
ties are facing is an aging workforce, with a weak pipeline of new talent and a potential productivity
gap as new employees are recruited and trained. Digital initiatives go some way in ensuring that
experience is captured as the workforce retires, with significant productivity gains expected [70].
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FIGURE 2.4 US Electric and Natural Gas Utilities Age Distribution Total Company 2006 vs. 2014. (From
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2.10.2 KNowLEDGE AND FUTURE EDUCATION

Since implementing the smart grid initiative will take engineering professional resources of broad
expertise and different profile than previously available, one may naturally ask the question as to
where the new generation of electrical and electronic engineers shall come from with the special-
ized integrated skills needed by smart grid engineers.

Traditional power engineering skills include

* Power system dynamics and stability

* Electric power quality and concomitant signal analysis
* Transmission and distribution system operations

* Economic analysis, energy market, and planning

» Reliability and risk assessment

The traditional power engineering educational programs, while valuable for the installation of
legacy systems, and maintenance of those systems, are not sufficient to accommodate the main
elements of the smart grid. This is the case since simple replicative engineering is not sufficient to
formulate new designs and new paradigms. The innovation extends to power system operation as
well. The solution to this quandary appears to be in the integration of new technologies into the
power engineering curriculum programs, and extending the depth of those programs through a
master’s level experience. It is desirable that the master’s level experience is industry oriented in the
sense that the challenges of the smart grid be presented to the student at the master’s level.
Traditional power engineering education, the source of engineers for the future grid, needs to include
several topics that are not traditionally included in a power engineering program. Among these are

e The design of wind energy systems

* The design of photovoltaic solar energy systems

* The design of solar thermal (concentrated solar energy) systems

e The calculation of reserve margin requirements for power systems with high penetration
of renewable resources

* The modeling of uncertainty/variability in renewable energy systems

 Inclusion of cost-to-benefit calculations in generation expansion studies

* Conceptualization, design, and operation of energy storage systems, including bulk energy
storage systems

* Discussion of the socio-political issues of renewable energy development

» Data System Architecture and Big Data Analytics

* Cybersecurity

The desired elements of the cross-cutting energy engineering skills for the next generation of “smart
grid” power engineers appear to include all or most of the following elements. The exposure to
these subjects is not recommended to be a casual, low-level exposure; rather, the exposure is recom-
mended to be at a depth that analysis is possible in a classroom environment. Moreover, it is recom-
mended that research is performed by the student so that synthesis can be accomplished. Some of
the elements identified are discussed in the following.

Direct digital control: The importance of direct digital control is important in realizing most of
the smart grid objectives. Direct digital control needs to be examined not only in terms of classical
automatic control principles (including, if not emphasizing discrete control) but also how digital
control relies on communication channels, how these controls need to be coordinated in terms of
safety and operator permissive strategies, the impact of latency [71] new instrumentation, and how
that instrumentation will impact the power system design and operation.

Identification of new roles of system operators: Components of the system that need to be fully
automated versus components that are “operator permissive” controlled need to be identified. This
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must be presented to the students in a way that integrates computer engineering and power engi-
neering. As an example, visualization of power systems is an especially important subject area [72].

Power system dynamics and stability: Power system stability is a classical subject. However, the
new issues of this field relate to how maximal power marketing can occur and yet still ensure opera-
tionally acceptable system operation and stability. The subject appears best taught as an in-depth
semester course that includes modeling and practical examples. The examples should be examined
by the students in a project format.

Electric power quality and concomitant signal analysis: With the advent of electronic switch-
ing as a means of energy control, electric power quality has taken on a new importance in power
engineering education. Again, we find that simply a casual discussion of this topic is insufficient
to achieve the analytical stage: Rather, it is recommended that a semester’s course, complete with
project work and mathematical rigor, is needed as instruction. Power quality is discussed as an
educational opportunity in Ref. [73].

Transmission and distribution hardware and the migration to middleware: New materials are
revolutionizing transmission designs. Transmission expansion needs to be discussed in an in-depth
fashion that includes elements of high-voltage engineering and engineering physics, new solid-state
transformer designs, and solid-state circuit breakers [74]. Classical power engineering seems to
leave a gap between software and hardware, and it is recommended that hardware-oriented courses
at the master’s level include issues of middleware applications. The use of intelligent electronic
devices (IEDs) is deemed important. This development is especially important in the area of substa-
tion automation and synchronized phasor measurement systems [75].

New concepts in power system protection: With increased loading of power systems and
dynamic behavior due to accommodating deregulated electricity markets and interfacing renewable
resources, designing protective relaying solutions that are both dependable and secure has become
a challenge. Introduction of microprocessor-based relays, high-speed communications, and syn-
chronized phasor measurement systems made opportunities for adaptive and system-wide relaying.
Learning how the relaying field evolves from traditional approaches designed for handling N — 1
contingencies to new schemes for handling N — m contingencies becomes an integral part of a mod-
ern power systems curriculum. The use of modern modeling and simulation tools is required [76].

Environmental and policy issues: Exposure to environmental and policy issues need to be included
in the master’s level in power engineering education. This exposure needs to go beyond “soft sci-
ence” and it needs to appeal to the students’ capability in mathematics and problem-solving [77].

Reliability and risk assessment: There is little doubt that the importance of reliability of the
power grid is widely recognized. However, when transformative changes are planned and imple-
mented, the traditional tried and tested rules to ensure reliability cannot be relied on. Such changes
need to be modeled and analyzed for reliability assessment based on sound mathematical founda-
tions. Fortunately, now a large body of knowledge exists for modeling and analysis of power system
reliability and risk assessment. The students at the master’s and doctoral level should be provided
this knowledge so that they can effectively use it in the integration and transformative process.

Economic analysis, energy markets, and planning: Planning can no longer be done incremen-
tally, motivated largely to satisfy the next violation of planning reliability criteria. Investment strate-
gies must be identified beyond the standard 5- to 20-year period at an interregional if not national
level, to identify cost-effective ways to reach environmental goals, increase operational resilience to
large-scale disturbances, and facilitate energy market efficiency. Engineers capable of organizing
and directing such planning processes require skills in electric grid operation and design, math-
ematics, optimization, economics, statistics, and computing, typically inherent only in programs
for PhD graduates [78]. Engineers from the BS and MS levels will be needed to participate in these
processes, and these engineers will require similar skills at the analysis level or above.

The smart grid approach combines advances in IT and data analytics with the innovations in
power system management to create a significantly more efficient power system for electrical energy.
Modern society is migrating to an Internet-based business and societal model. As an example, it is
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common to pay bills, order equipment, make reservations, and perform many of the day-to-day tasks
of living via the Internet. In power engineering, one needs only to examine such tools as the Open
Access Same-Time Information System (OASIS) to realize that the same Internet model applies to
power transmission scheduling [79]. The identical model appears in many power engineering venues
including setting protective relays, transcommuting of engineering personnel, managing assets and
inventory, scheduling maintenance, and enforcing certain security procedures. Cloud data storage and
virtual networks may be a key to solving operational issues associated with concerns on the distribu-
tion grids, such as localized peak loads caused by concentrated areas of charging electric vehicles.
While the open Internet has security issues, similar models in an intranet or virtual private network
may be used to enhance security. As this general model progresses, in many cases, one may wonder
why certain procedures, whether in power engineering or elsewhere, have not been automated.

Automation is at the heart of the smart grid. That is, various decisions in operation may no
longer be relegated to operators’ action. Instead, operating decisions considering a wide range of
multiobjectives might be “calculated” digitally and implemented automatically and directly. While
safety, redundancy, and reliability considerations are clearly issues as this high level of direct digi-
tal control is implemented, it is believed to be possible to realize the objectives of the smart grid.
To this end, the analogy between the needs of Internet opportunities and the needs of smart grid
translates into a new philosophy in power engineering education: Develop the cognitive and cyber
skills while focusing on domains of specific expertise. This often translates to instruction tools that
are highly interactive and have strong modeling and simulation background. Interestingly, the very
same Internet philosophy may be applicable to the identification of where engineering expertise
will be obtained—and how the complex issues of power engineering, public policy, and IT can be
presented to students in undergraduate and graduate programs.

To tackle the smart grid research issues, a variety of engineering and non-engineering disciplines
need to be brought together. Almost every engineering discipline has its role in this development:
electrical and computer engineering (grid generation, transmission, and distribution enhancements),
petroleum engineering (alternative fuels for electricity generation), nuclear engineering (sustain-
able electricity production), chemical engineering (alternative and renewable electricity production),
aerospace engineering (wind energy infrastructure), mechanical engineering (design of generators
and energy-efficient buildings), civil engineering (environmental impacts), etc. In addition, some
non-engineering disciplines are needed to resolve associated economic, societal, and environmental
and policy issues: economics, sociology, architecture, chemistry, agriculture, economics, public pol-
icy, etc. The fact that some of the disciplines are allocated to different colleges should not be under-
estimated since bringing those resources together will require a concerted university-wide effort.

2.10.3 Forms AND GoALS OF FUTURE LEARNING

University education: The overall education model will include a combination of in-residence
and distance education programs offered by universities, community colleges, and government
and industry providers. In addition, the model will include certificate programs and professional
development programs. Universities can hire nontenured staff, such as adjunct professors, relatively
quickly to supplement the available instruction time of university faculty. This will allow universi-
ties to expand educational opportunities to address the rising shortage of well-trained power engi-
neers. However, actions must also be quickly taken by industry and government to build and sustain
university power engineering programs through increased research support for faculty. Strong uni-
versity power programs are needed to meet the needs for innovation, for future engineers, and for
future educators. The following are recommendations for the university education:

*  Work toward doubling the supply of power and energy engineering students.
* Continue enhancing education curricula and teaching techniques to ensure an adequate sup-
ply of well-qualified job candidates who can be successful in the energy jobs of the future.
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Increase research in areas that can contribute to meeting national objectives.

Get involved in state and regional consortia to address workforce issues.

Conduct seminars and encourage industry to provide information sessions to develop uni-
versity student interest in power and energy engineering careers.

Build communications and collaborations with industry, particularly between industry
executives, department chairs, and college deans.

Communicate with industry about education needs that may require innovative approaches
to education.

Ensure that adequate educational opportunities exist for retraining engineers with educa-
tion and experience in fields other than power engineering.

Use college or university student recruiting programs to also spread the word about oppor-
tunities in power and energy engineering.

Career and technical education

Identify and communicate needs and ideas on education materials, lesson plans, and com-
puter-based learning related to energy and engineering.

Encourage students to consider engineering as a career.

Increase the number of specialized teachers in math, physics, and chemistry to improve
scientific education and increase professional awareness.

Work with industry to provide projects, case studies, field trips, and learning-by-doing
experiences into lesson plans to increase student interest in engineering.

Continuing education

Inform students about engineering career opportunities.

Provide course opportunities that prepare students for an engineering education at a university.
Work with universities to establish credit transfer programs so that students can continue
education at a university after graduating from a community college.

Certification and professional licensing

Provide education opportunities for trainees to obtain the certification or license for engi-
neering career.

Build tools and relationships to recruit and train people leaving the military and from
underrepresented populations.

Training of non-engineering workforce segment

Partner with professional societies in areas of career awareness, workforce development
and education, and workforce planning.

Provide support in education planning and a career awareness video for engineers in coop-
eration with professional societies.

Publish promotional materials and presentations that target potential power and energy
engineers and transitioning military personnel; adjust messaging to appeal to underrepre-
sented groups.

Develop industry-wide and regional solutions that maximize the efficiency of electric util-
ity workforce development activities.

Perform annual electric utility surveys to identify high-priority energy industry engineer-
ing workforce needs.
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Role of professional societies

» Take advantage of delays in retirements due to the economic downturn to more fully
develop collaborations to implement wide-scale training and marketing programs.

e Keep the organization and its members knowledgeable of engineering workforce issues,
and mobilize the membership, so individuals, chapters, or regions as a whole get involved
in responding.

e Develop training plans targeted toward lifelong learning. The development needs to con-
sider the adjustment of skills arising out of technological change and new fields.

e Explore ways to support retraining of engineers whose education and experience are in
fields other than power and energy engineering.

* Provide opportunities to bridge promising student talent and industry.

2.11 NEW BUSINESS MODELS FOR GROWTH

Adherence to a set of core principles will maximize the return on the enormous investments coun-
tries around the world will make over the next two decades in electric infrastructure. The funda-
mental question that each market will face is how to provide incentives for electricity companies,
consumers, and service providers to invest in, and implement the right level of smart technology.
This question is immediately followed by another important set of questions: What is the commer-
cial business model that makes sense to accommodate the new services and new prosumers, which
still allow investments to be recovered by utilities? What are the regulatory models that will sup-
port those commercial ventures, while still focusing on grid efficiency and resilience? Electricity
companies, in this case, should be viewed in the broadest sense. They include both traditional
utility network companies that will be responsible for the provision of the underlying electricity
network infrastructure, generators, retailers, and a wide range of nonutility companies providing
diverse technologies, solutions, applications, and services to deliver the full value from smart grid
deployment, such as communications companies behind home-area networks, companies providing
microgeneration and devices to support advanced end-user services, electric vehicle and battery
manufacturers, and companies that will provide the associated electric vehicle charging and bill-
ing infrastructure. In market terms, a smart grid supports a whole new range of product offerings,
services, and opportunities that create value for users, electricity companies, third-party vendors,
and host governments.

Electricity consumption in the United States and Europe represents approximately 40% of global
demand, but demand has been declining in both regions in recent years. In contrast, energy con-
sumption in the rest of the world grew by 5.1% from 2007 to 2012, driven by a higher rate of eco-
nomic growth in emerging economies [14]. With cleaner energy available from renewable energy
and the increased interest in shale gas in North America, utilities are now forced to evaluate and
evolve their generation supply mix and innovate and change their business outlook and processes
in order to protect their customer base. Customers are also changing their perspective on energy
supplies and are looking to reduce consumption and produce energy themselves. Utilities are also
driven by mandates and regulations to reduce CO, emissions in their generation mix, and are faced
with excess generation capacity, certainly in northwest Europe. While the nature of this trend is
uncertain in the longer term, in part, due to the growth of renewables and distributed generation,
clearly, utilities must act now to decouple their revenue growth from future electricity demand in
developed markets.

“The writing is on the wall and we have to change. The whole economics of the sector is
changing—from old-style cost-plus economics to a world of high renewables feed-in and where
customers want to have a say in decision-making and the economics of energy.”—Praveer Sinha,
CEOQ, Tata Power Delhi Distribution [15].
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For American utilities, the current economy has led to leveling or even a decline in retail demand
and corresponding revenues. In Europe, where the high penetrations of distributed generation have
been a major effect on wholesale markets, this has led to enormous losses in utility revenues. While
these changes threaten the financial stability of power companies, they do not yet indicate the end
of traditional utilities. For some, the coming of the “utility death spiral” is inevitable. In such a
scenario, utilities that don’t actively invest in distributed generation and find new ways to engage
their customers, will wither away and die, and large-scale power stations—the backbone of tradi-
tional utilities—could be “on a path to extinction” [7]. Disruption is inevitable, more notably driven
by the customer, but it is important that utilities recognize that there are many other stakeholders
and companies vying for the customer and grid-edge business. Utilities will need to be proactive
and address the economic challenges early in the process, and look to new business models going
forward. Ultimately, all stakeholders must embrace change in technology and new business models
in order to maintain a viable utility industry. Distributed energy resources are the most imminent
threat and could become the biggest driver of industry growth. While we frequently hear about the
threat of the “utility death spiral,” distributed energy resources could be seen by utilities as a growth
opportunity [22].

The traditional utility business model is being challenged, placing utilities under pressure to
innovate. Many integrated utilities have struggled to deliver shareholder returns amid regula-
tory changes, price volatility, and demand fluctuations. According to the World Economic Forum
(WEF) [14], the return on invested capital (ROIC) for the 25 largest integrated utilities worldwide
declined from an average of 6.6% in 2009 to 4.1% in 2014. Most of the decline for these compa-
nies was due to a decrease in operating profits, where twelve of the utilities had profits that fell by
an annual rate of 5.2% over a 5-year period. Despite this decline in profits for integrated utilities,
profits for the utility industry increased at an annual rate of 2.7% from 2009 to 2014, mostly from
independent power producers in Asia, particularly China, whose profits grew at an annual rate
of 25%. The shift to renewable generation, coupled with slowing demand growth in developed
markets, has meant that a larger share of industry profits is now captured by nonintegrated energy
companies—particularly those engaged in renewable equipment manufacturing, generation, and
distribution. The WEF notes that analyst forecasts indicate that nonintegrated energy companies
have captured a larger share of the industry profit pool over the past five years, and this trend
is expected to continue. A vast number of nontraditional entrants in renewables are challenging
incumbents, and investment in advanced renewable technologies is a significant source of inno-
vation within the electricity industry. The WEF also notes that solar received the largest amount
of startup investment in renewables from 2012 to 2015, totaling $5.4 billion, with Sunrun and
SolarCity among the major recipients. In addition, investment in wind power totaled $2.2 billion
over the same period, with Pattern Energy, a major startup in wind power generation and transmis-
sion, accounting for most of the investment. Investment by both disrupters and incumbents into
emerging technologies and the unbundling of services across the value chain will result in a major
shift of value over the coming decade. Utilities will need to react to changes in their business mod-
els and growth expectations.

Utility Dive notes [22] that as utilities shift away from traditional profit centers, regulators must
enable them to adopt new business models. More than half of the utilities see distributed generation
as an opportunity, and are now building new business models around it, the report found, and 55%
say partnering with a third-party provider is the strongest investment in the new space, followed by
potential regulated investment in distributed energy resources.

A study by the World Economic Forum (WEF) [14] shows that digital initiatives have tremen-
dous potential to deliver exceptional value in the electricity market as a function of financial perfor-
mance and shareholder value; customer value in terms of affordability, reliability, and satisfaction;
and environmental and social value in terms of economic growth, sustainability, and job creation.
In this study, the WEF estimates that from 2016 to 2025, a potential total of U.S. $1.3 trillion of
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industry and societal value will be generated globally from the following eleven initiatives identi-
fied in terms of value and opportunity time line:

. Asset performance management—high value, short-term

. Real-time supply and demand platforms—high value, medium-term
. Energy solution integration—medium value, medium-term

. Real-time network controls—medium value, long-term

. Digital customer models—medium value, short-term

. Energy storage integration—medium value, medium-term

. Energy management—Iow value, short-term

. Energy aggregation platforms—Ilow-value, medium-term

. Connected and interoperable devices—Ilow value, short-term
. Digital field workers—Ilow value, short-term

11. Smart asset planning—Ilow value, short-term
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Of the eleven initiatives included in their analysis, the first five are worth at least U.S. $100 billion
over the next ten years and should be prioritized for investment. WEF’s estimates of the societal
benefits are based on three factors: (1) value creation for customers (worth $986 billion); (2) reduc-
tion in carbon emissions ($754 billion); and (3) net job creation ($271 billion).

The WEF study concluded that asset performance management can provide the highest addi-
tional value to the utility industry at $387 billion, of which $276 billion is expected from the sale
of smart sensors and software services. Energy technology companies have already identified asset
management as a key growth potential, such as GE (General Electric) with their Industrial Internet
and Predix platform initiatives. Real-time supply and demand platforms provide the largest soci-
etal benefits in addition to significant industry benefits, where customers can expect to gain up to
$559 billion of value from postponing consumption during peak demand periods. Connected and
interoperable devices are expected to generate more than 5% of the cumulative industry profits over
the next 10 years. The WEF also notes that customers can expect to realize up to $290 billion of
savings from lower peak demand consumption between 2016 and 2025, and the impact could be sig-
nificantly higher if adoption rates increase further. In addition, initiatives that increase the penetra-
tion of renewable energy sources, such as the integration of energy storage, also have the potential
to add significant value; however the current higher costs of renewable and energy storage supply
compared to traditional fuel-based resources are likely to keep adoption rates suppressed over the
next four to five years, after which grid parity is expected.

As part of the focus on the consumer, most utilities are digitizing the customer experience by
investing in online (and especially mobile) customer services, such as on-line bill payment, out-
age notification and status, and energy usage reporting. In some cases, this presents an additional
revenue opportunity for utilities while improving customer satisfaction and lowering costs. While
many of the efforts to date have yielded optimal results, some lag with respect to usability and the
interface between the online and traditional sales channels—a multichannel platform that seam-
lessly connects customer interactions across all channels—online, mobile, call center, and local
sales [18]. For utilities, their digitization efforts also result in improved and more cost-effective
customer processes, and a seamless multichannel platform allows them to increase customer inter-
action touch-points and obtain more data about customer usage and behaviors. Utilities are using
advanced analytics to enhance service quality, lower costs, and preserve and deepen customer rela-
tionships. Utilities can also use customer data analytics to make process improvements and increase
up-selling and cross-selling opportunities. While previous attempts by utilities to move into adja-
cent markets have generally been unsuccessful, with digital and smart technology, utilities will have
much more meaningful customer level data on which to build new propositions, which could include
bundling a range of home services [20].
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“Our strategic imperative must be to invent and invest in our own disruptive business model
before somebody else does that against us.”—Erwin van Laethem, Chief Innovation Officer at RWE
(Rheinisch-Westfilisches Elektrizititswerk AG) [15].

Business as usual in the smart grid will look very different: partnering with peers and competitors
to offer valuable customer services, improving and optimizing the grid, adopting digital technolo-
gies, and thinking beyond the traditional business model and processes will become core business
activities for utility and technology companies. Services in this new business model will include
markets where utilities have not traditionally ventured, such as big data and analytics. Utilities will
need to move beyond traditional industry boundaries and position themselves as consumer brands
by providing innovative cross-industry services. However, in doing so, utilities will need to work
cooperatively with vendor partners, both inside and outside the utility industry.

2.12 EMBRACING CHANGE

Many electric utility executives do not see a burning platform that would motivate them to change.
Most say that their customers are happy, their reliability is good, and their customers want lower
rates not higher ones. They are hesitant to make major investments in their systems. In fact, the
financial markets are driving them to minimize investments and there is no force on the horizon to
make them do otherwise, apart from customer trends (e.g., solar PV adoption) that have yet to reach
the scale to impact those utilities in the short term. Regulators are equally hesitant to allow rates
to increase and are pushing for decreases in some areas of the world (e.g., Australia). However, the
consequences of “doing nothing” should be considered:

* Disruptive change that could achieve a tipping point

* Increasing number of major blackouts

* More local interruptions and power quality events

* Continued vulnerability to attack

* Less efficient wholesale markets

» Higher electricity prices

* Limited customer choice

e Increased load defection whereby customers provide some of their needs with self-gen-
eration, load shifting, and storage strategies, thereby reducing the ability of utilities to
recover their investments through volumetric energy tariffs. In some instances, this can be
a self-fulfilling prophesy. If utilities continue to see rate basing as the primary means of
cost recovery for all grid modernization, then they can enable the same future “grid parity”
that they are trying to prevent.

» Rising product prices

* Greater environmental impact

More cooperation and the free exchange of information are needed among the approximately 3000
diverse utilities, to successfully achieve the smart grid vision. Some industry observers believe that
because of deregulation, the industry’s corporate culture has moved from cooperation and coordina-
tion to competition and confrontation. These relationships must span beyond the utility industry and
encompass the new players who are coming to behind meter space.

Industry executives are reluctant to change processes and technologies. Some utility cultures
are resistant to change and operate in “silos” organizationally. As a result, processes and technolo-
gies that are based on long-standing practices and policies are difficult to change. Additionally,
senior managers today may be more focused on marketing and legal issues, rather than the techni-
cal aspects of power systems. The result may be an overreliance on regulation and/or markets to
address grid modernization issues rather than proactive investment in new processes and tech-
nologies. Integration of change management techniques into utility organizations might stimulate
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change in their culture. Utilities are unlikely to heavily invest in areas with uncertain regulatory
treatment; regulators are unwilling to permit rates to rise without good cause in the face of cus-
tomer/advocate pushback. Alignment of utility shareholders and customer needs seem paramount.

“The biggest threat to innovation is internal politics and an organizational culture, which doesn’t
accept failure and/or doesn’t accept ideas from outside, and/or cannot change.”—Gartner, July 2016
Financial Services Innovation Survey.

Industry technical staffs are reluctant to change planning and design traditions and standards.
Utility planning and design traditions and standards generally focus on the traditional model of the
electric grid—centralized generation, legacy technologies, and little reliance on the consumer’s
decisions on energy (e.g., consumers buying Solar PV and Batteries) as well as looking at them
as an active resource that can provide grid support services. Smart grid principles have generally
not yet been incorporated into technical policies and standards, which can limit the deployment of
new processes and technologies that exist today. A significant change management effort is needed
to encourage technical staffs to modify their current approach. Resources at many utilities (both
human and financial) are limited and stressed. The amount of resources available to look beyond
day-to-day operations is limited. While it may seem that slow progress is being made in grid mod-
ernization from the project deployment perspective, there has been significant progress in aligning
utilities around the core smart grid concepts that will ultimately build strategic plans, as evidenced
by the development of standards for the new technologies. Early adopters are forging the way for
followers who will benefit from an easier logical transition to modernize their grids.

None of the previously mentioned can be done without multiple perspectives at the table, working
with a common definition of success and common guiding principles, and commitment to collabo-
rate to achieve the best outcome for the organization. Since smart grid, from a utility perspective,
is a company-wide challenge, not a technology deployment, there will necessarily be some new
organizational components to consider. These could include, if they are not in place already, some
notions that are relatively new to the utility industry, such as a senior business transformation execu-
tive, an enterprise architecture function, a design authority to which technology issues and oppor-
tunities are directed, a company-wide smart grid steering committee to ensure alignment across all
the activities described earlier, and a commitment to a change management discipline and process.
Among other things, this change management process should include a standard approach for mea-
suring performance and providing feedback across the stakeholder community. Openly sharing
successes and unsuccessful efforts is at odds with the current utility culture. However, doing so
would ultimately break down many of the barriers that would cause untimely starts and stops and
potentially reduce the overall investment by eliminating rework (Figure 2.5).

Take a moment to reflect on the tasks and challenges noted at the outset:

* Business requirements that are both flexible and specific

e Vendor selection under uncertainty

* System interoperability, both new and legacy

» Innovative rates that are effective and acceptable

» High-profile technology deployment that needs to be as transparent as possible
* Behavioral-driven benefits

These are not tasks and challenges that are purely technical in nature and these are not tasks and
challenges that can be wrestled to the ground by any one group, or by a series of groups work-
ing independently. This effort requires subject matter expertise, certainly, but more importantly,
it requires a cohesive application of that expertise across organizational boundaries to achieve the
full range of operational, informational, and behavioral benefits made possible by the smart grid.
Matching internal culture to a new and changing digital customer environment is a challenge.
It is a drastic change for utilities in terms of customer orientation. PwC’s research [15] concluded
that customers see a role for the utility in advising them how to make an energy transition, that they
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FIGURE 2.5 Components of managing change. (From Sharing smart grid experiences through performance
feedback, National Energy Technology Laboratory, Morgantown, WV.)

trusted utilities to help them, or at least be a backstop to help them make that transition. Utilities
need to be more customer-centric with a sales and outward-focused mindset, with skills and capa-
bilities around business intelligence and business analytics.
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Planning and operating the grid is a complex process to ensure the dynamic balance of the supply
and demand of the electrical grid. Utilities must ensure there is sufficient margin of supply for any
contingencies in the generation supply as well as the changes in the transmission and distribution
grid configuration. Utilities must schedule and dispatch generation sources to minimize costs and
maximize efficiency and security of supply.

In the past, the load on the grid depended on individual consumer energy usage patterns. Utilities
had very little visibility of loading patterns at the distribution feeder or individual consumer level. As
utilities deploy more smart meters and additional monitoring devices further down into the distribu-
tion network, they will have a greater understanding of the system load dynamics and can better plan
and manage generation and grid assets. Utilities can now also implement more advanced technolo-
gies to help balance the supply-demand equation, such as adding distributed generation to the grid,
and changing consumer load behaviors through energy pricing options or real-time pricing signals.

Smart Energy Resources is the term used in this book to define the new set of resources available
to utilities to balance the supply-demand equation—renewable generation, energy storage, and con-
sumer demand management. The challenge is not only the long-term planning and implementation
of the resources, but also the real-time operation and management of the supply-demand equation,
while operating in an open access market, and with generation resources that are more distributed
further down on the distribution grid.

3.1 THE ENERGY SUPPLY SIDE OF THE EQUATION

In the early beginnings of the electric industry, power generation was comprised of a series of
small generators installed at large customer facilities, towns, and cities. As the demand for reliable
electricity supply increased and the industry developed, the need for larger generators and intercon-
nected power systems grew as well. Three basic types of power generation are used meet the vary-
ing characteristics of electric loads: baseload units, intermediate units, and peak load units. These
three categories of power generation largely reflect trade-offs between capital cost and operating
cost, where each type of generator serves a different role, and in combination, they lower total costs
and meet reliability needs.

Baseload units: Baseload generation capacity represents generation that essentially operates con-
tinuously at the same level. Baseload generation typically includes nuclear, coal, or very efficient
gas-fired plants. The generation from these plants is used during all hours of the year. Note that in
some regions, hydro may also be used to supply base load when it is in ample supply.
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Intermediate or responsive and load following units: These generation plants are generally more
responsive to load changes than baseload units and are intended to ramp (up and down) to supply
varying load. Many units in this group may be considered load following units. Moving up the load
duration curve from baseload, these units help the grid supply electricity load demanded by con-
sumers on the timescale of minutes or hours, and some of these plants can respond to load changes
in seconds. Responsive and load-following generation capacity is often provided by combined-cycle
natural gas power plants and hydro generation. Intermediate generation units are not always needed
on the grid, such as at night, and when they are, it is not always at full capacity.

Utilities or system operators pay a premium for intermediate and responsive load following
power over baseload units because such plants can be quickly dispatched as needed at a relatively
low variable cost. As they must be flexible enough to be ramped up and down as a regular part of
operations, the operating efficiency of these plants is usually less than baseload generation, which
translates to somewhat higher variable costs.! These price premiums help compensate plant owners
for the reduced production that occurs, to make up for the fact that they do not generate power for
as many hours as baseload plants. In exchange for this higher cost, intermediate plant owners make
assurances that they will be available to provide power when needed.

Peaking units: Peaking units help utilities serve loads during the hours of highest demand. For
most utilities, peak load only occurs for a few hours in the year, and is typically much greater than
the total average base load. For example, it may be the case that ~20% of the total system generation
capacity must be available to serve <10% of the hours in the year. As with responsive and load fol-
lowing units, peaking units operate even fewer hours per year, and the owners of these plants must
receive premium payments to stay profitable.

The pattern of generation usage and the types of generation available determines the economic
and environmental cost of generation systems. Less efficient fossil fuel units tend to emit greater
pollution and are more expensive to operate, but they are responsive when needed. Responsive,
load following, and peaking units many times sit idle until the few hours per day or per year
they are needed. While utilities and grid operators would undoubtedly prefer not to have to pay for
these expensive units, they represent the only supply-side tool to meet large spikes in demand to
respond to contingencies that occur with other plants and the T&D (transmission and distribution)
system.

Because utilities and system operators have minimal influence and control on the load or demand
side of the grid, they are required to build out redundant supply-side capacity to ensure a high
level of reliability. With significant peak demand by consumers, utilities must procure generation
portfolios that are largely overbuilt. As a result, most power systems have low-capacity factors.
To illustrate, in 2006 in the ISO-NE region (Independent Systems Operator-New England) of the
United States, 25% of the entire generation fleet ran 2.92% of the time or less, and 15% of the entire
generation fleet ran 0.90% of the time or less. These calculations exclude the idle generation that
was kept available to meet the required 10% planning reserve margin [1]. Put another way, 20% of
ISO-NE’s total generation capacity was used to deliver only 0.34% of the annual energy use, and
30% of its total generation capacity was used to deliver only 1.63% of annual energy use [2]. In most
other parts of the United States, generation asset utilization is similarly low, and, on average, the
entire U.S. generation fleet operates at a 50% capacity factor.

These illustrations show that building generation to meet the highest peak loads is quite cost-
inefficient, and much of the generation fleet is unused over many hours of the year. In other words,
the system is significantly overbuilt to compensate for varying loads, and these generation units
must still be paid for by the utility or power market, and ultimately by consumers. The electric

! This also reflects the distinction between energy payments and capacity payments. Energy payments are for electricity
produced ($/MWh) in an hour. Capacity payments are for the availability to respond as needed to major changes in load
or generation on the grid and provide a specific level of output ($/MW). Baseload units are considered to provide energy
supply. Responsive and load-following units provide energy and capacity and, thus, in some markets get paid for both.
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power industry has followed this paradigm for many years. However, smart grid technology is now
able to provide efficient alternatives to supply-side only solutions.

Large-scale centralized generation dominated the power industry for decades until growing envi-
ronmental and socioeconomic concerns and rising interest in power system efficiency improvement
favored the construction of smaller-scale generation facilities (particularly those of renewable nature)
closer to customer loads over the construction of large power plants and long transmission lines. This
trend, prompted, for instance, by the Public Utilities Regulatory Policy Act (PURPA) of 1978 or the
Energy Policy Act of 1992, has led to the emergence of the distributed energy resource (DER). DER
technologies are smaller capacity power generation and storage resources typically located close to the
load they serve, either owned by the utility, a third party, or by the consumer. DERs may be located
“behind-the-meter” on a customer’s premises where they may supply all or a portion of the customer’s
load, or DERs may be located on the main primary distribution circuit as a “community-level” energy
supply. DERs may also be capable of injecting power into the grid, or into a nonutility local network in
parallel with the utility grid. DERs typically use renewable energy sources, combined heat and power
(CHP) or cogeneration systems, wind turbines, micro gas turbines, backup diesel generators, batteries,
fuel cells, or a combination of technologies, e.g., PV and battery storage. DG (distributed generation)
is a term that is commonly used to refer to generation only (not storage). There are many potential
configurations for DERs, from basic backup generation all the way up to a full microgrid.

Providing backup has been the most basic and prevalent application of DERs in the past. Backup
generators are usually small diesel generators designated as support for specific loads. Under this
configuration, the grid has primary responsibility for providing power; the backup generator only
operates when the grid has been compromised or demand exceeds the ratings of the grid equipment
that serves the load. Backup generation can be owned by the utility or by the consumer (private).
The problem with backup generations is that they lead to what is called low asset utilization, since
the backup generators do not run unless the grid is unavailable. Because they have relatively low
asset utilization rates, the cost of delivered energy over the lifetime of backup generators tends to be
very high. Those high costs drive private backup generator customers to opt for smaller backup gen-
erators that are generally not large enough to pick up the entire load. When an outage occurs, most
of the load must be dropped with only critical loads, such as emergency lighting, remaining active.
Furthermore, these critical loads are often on a separate circuit, meaning that even if the backup
generators were large enough, they would not be able to power regular loads. Utilities follow similar
logic, putting backup generators only on circuits where critical operations, such as hospitals or high-
tech businesses, are located. In many situations, it would be helpful to the system to have the DER
operating much of the time. But without embedded intelligence in these resources, they cannot be
effectively integrated into the rest of the system. In some cases, private backup generators can sup-
port the grid when there is a requirement to do so or there are opportunities in the wholesale market.

The last two decades have seen the resurgence of grid-connected DER, either independent power
producers (IPPs), privately owned DER, or utility-owned DER. This DER application has the objec-
tive of supplying service to the grid or directly to customers in a continuous fashion, that is, in the
same way as conventional centralized generators. The main difference with this approach is the
location (close to the loads), installed capacity (smaller size), and type or lack of ancillary services
(e.g., voltage regulation and frequency regulation) that the DER provides. Furthermore, it requires
interconnection with the distribution system using synchronous, induction, and electronically cou-
pled generators. This can represent a significant challenge since distribution systems have histori-
cally designed to be operated in a radial fashion, without any special considerations for DG, and it
may lead to impacts that could affect the operation of both distribution systems and DG, particularly
for intermittent DG, such as solar PV and wind. Smart grid technologies can play a significant role
in facilitating the integration of DG and mitigating impacts on the distribution grid.

More recently, the increasing deployment of large scale wind and solar plants is also chang-
ing the equation on the supply side. Indeed, in places like Australia, the progressive deployment
of wind and solar utility plants has resulted in a number of older coal and gas plants being retired
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or mothballed since they are no longer profitable. This change in the supply mix is changing the
characteristics of the supply side of the equation since solar and wind, although variable in nature,
assume the role of variable non-dispatchable baseload. This changes the requirements for the bal-
ance of the generation fleet, increasing the value of generation that is flexible and can respond to
load changes quickly, e.g., batteries, or fast acting open cycle gas plants that can ramp up within 15
min. This opens an additional opportunity for demand side flexibility, but also paves the way for a
faster evolution towards the smarter grid so that DER and flexible loads can become more promi-
nent actors in the grid space.

3.2 THE CONSUMER DEMAND SIDE OF THE EQUATION

Utilities and power providers have, for the most part, found that management of consumer loads
results in lower financial returns. To utilities and other grid operators, consumer loads must be met
regardless of how much power is demanded. Utilities and grid operators have assumed complete
responsibility for meeting consumer demand, regardless of the pattern of the demand or how much
it costs to provide the electricity.

However, the deployment of variable renewables, both at utility-scale as well as at DER cus-
tomer-scale, is a challenge to meet this consumer demand, due in part by utilities having no control
of what happens behind the meter, and extreme grid conditions, such as zero net load in the middle
of the day, as the case forecasted for South Australia in 2026/7 [3].

There are significant pilots and research examples that indicate that consumers may be willing to
change their demands in response to incentives, information, and prices. Recent studies have shown
that something as simple as an in-home display that shows peak hours or peak prices can help shift
consumer demand. Recent advanced technology allows appliances to automatically change power
use based on the grid needs or in response to different electricity prices in ways that minimize the
impact to consumers. These advances suggest that the consumer mass market can change their
demand, which opens a whole new industry for Demand Side Management (DSM) technologies and
services. This has resulted in the development of a cohesive set of product technologies, programs,
standards, and consumer devices for consumer demand management. Measurement and validation
of demand management participation by the consumer are required in addition to a means of finan-
cial settlement, both of which can be enabled by smart meters. Communication is also a key compo-
nent over both the utility service area as well as within a customer premise. AMI infrastructures can
provide communications to the consumer for demand management, although other communications
technology options are also being explored and piloted.

Assume that consumer loads can be divided into two categories, so-called critical or nondiscre-
tionary loads that cannot be disconnected from the grid at any time and noncritical or discretionary
loads that are not significantly impacted if disconnected from the grid. Critical loads might include
hospitals, critical telecommunication infrastructure, security systems, and emergency response
sites. Noncritical loads might include residential customer washers and dryers, hot water heaters,
decorative lights, and some part of air conditioning load. Management of discretionary loads could
include dimming certain lights, reduced heating/cooling needs, and altering less critical certain
business processes.

Beyond the distinction between critical and noncritical loads, it is useful to think of loads across
a spectrum of values based on the customer’s willingness to alter usage patterns. Consider a poten-
tial scenario where each load is prioritized compared to other loads, and the importance of each load
is reflected in the price the consumer will pay to retain the service provided by that end-use device.
The load (importance) ranking for every load in every house, neighborhood, or city could be put in
line to receive power based on how much value it provides, rather than treating all loads as having
equal importance. If each load can be controlled on or off based on the current price of electricity
and the value placed on the service by the consumer, one could envision a prioritization of each
load in terms of a specific electricity price level. A similar approach is to couple specific consumer
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electricity uses with specific incentive levels that the customer will accept. Both market pricing and
customer incentives aim to provide a value proposition for consumer responses to specific loads,
which reflect the customer’s value to sustain or curtail each load.

Figuring prominently in any discussion of the smart grid is the role of the consumer. Smart
grid enables informed participation by customers, making it an integral part of the electric power
system. With bidirectional flows of energy and coordination through communication mechanisms,
a smart grid should help balance supply and demand and enhance reliability by changing how
customers use and purchase electricity. These changes are expected to be the result of smarter
consumer choices and shifting patterns of behavior and consumption. Enabling such choices
requires new technologies, new information regarding electricity use, and new pricing and incen-
tive programs.

Having smarter consumers allows a smart grid to add consumer demand as another manageable
resource, together with power generation, grid capacity, and energy storage. From the standpoint of
the consumer, system management in a smart grid environment involves making economic choices
based on the variable cost of electricity, the ability to shift load, the level of economic incentives
and how they affect the customer’s financials, the impacts of curtailing load (e.g., loss of comfort or
impact in the business), and the ability to store or sell energy. From the standpoint of a smart grid
operator, system management in a smart grid environment involves sending the price signals neces-
sary to stimulate the right load shift or utilization of energy storage at the right time.

Consumers who are presented with a variety of options for purchasing power, consuming and
producing energy are given the ability to do at least two things. First they could respond to price
signals and other economic incentives to make better-informed decisions regarding when to pur-
chase electricity, when to generate energy using DG, and whether to store and reuse it later with dis-
tributed storage. Second, consumers need to make informed investment decisions regarding more
efficient and smarter appliances, equipment, and control systems.

System engineers must be able to understand and incorporate models of the devices consumers
use and the patterns of their use. This knowledge doesn’t necessarily need to reside with an electric
utility because other providers in the market (e.g., load aggregators, smart thermostat providers) are
expected to become more pervasive in the market. However, utility system engineers will have to
change their processes and models to incorporate this knowledge. The models must include all the
salient features of the devices and their aggregation that support the smart grid, so planners and
engineers can quantify the financial benefits and the operational impact of the smart grid on the
overall electric system.

3.3 RENEWABLE GENERATION

3.3.1 REGULATORY AND MARKET FORCES

Many countries across the world, including the United States, have developed regulations to enable
integration of more renewable energy into the overall generation portfolio. These include renewable
energy portfolio standards (RPS), renewable tax credits, and feed-in tariffs. In some countries, vari-
ous jurisdictions have also created Renewable Energy Targets to further accelerate the move toward
renewable energy. Some of these requirements for renewable energy are so aggressive that utilities
are concerned about the grid performance and system operational impacts of the intermittent nature
of renewable energy generation (e.g., wind and solar).

For example, in 2002, California established its RPS program, with the goal of increasing the
percentage of renewable energy in the state’s electricity mix to 20% by 2017. On November 17,
2008, Governor Arnold Schwarzenegger signed Executive Order S-14-08 requiring that California
utilities reach the 33% renewable goal by 2020. Achievement of a 33% by 2020 RPS would reduce
generation from nonrenewable resources by 11% in 2020. This is currently the most aggressive
RPS proposed by any of the U.S. states. Other state governments have similar, although at lower
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penetration levels, but also aggressive RPS allocations [4]. We can also find a good example in
Australia, where, for example, the state of South Australia has a target of 50% by 2025 and the state
of Queensland a target of 50% by 2030.

As electric utilities prepare to meet their respective renewable regulatory requirements, it becomes
evident that utilities must adapt their planning and operations practices in order to maintain high
levels of service reliability and security. These initiatives require integration of significantly higher
levels of renewable energy, such as wind and solar, which exhibit intermittent generation patterns.
Due to the geographic location of renewable resources, much of the expected new renewable genera-
tion additions will be connected via one or two utility’s transmission systems. This presents unique
challenges to these utilities as the level of intermittent renewable generation in relation to their
installed system capacity reaches unprecedented and disproportionate levels.

Entities in the United States, such as CEC (Consumer Electronics Control), NERC (North
American Electric Reliability Council), CAISO (California Independent Systems Operator),
NYSERDA (New York State Energy Research & Development Authority), SPP (Southwest Power
Pool), and CPUC (California Public Utilities Commission), have initiated and funded several studies
on the integration of large levels of renewable energy, and most of these studies concluded that with
10%-15% intermittent renewable energy penetration levels, traditional planning, and operational
practices will be sufficient. However, once a utility exceeds 20% penetration levels of renewable
resources, it may require a change in engineering, planning, and operational practices, including the
development of a smarter grid. These studies support continuing transmission and renewable inte-
gration planning studies and recommend that smart grid demonstration project installations should
be conducted by the different power utilities.

The United States, and especially California, has a different set of electric system characteristics
than in Europe, but there is no experience or research in Europe that would lead us to think that
it is technically impossible to achieve 20%—-30% intermittent penetration levels at most U.S. utili-
ties. Long transmission distances between generation resources and load centers characterize the
network in the United States and especially in the WECC region. There are now areas in Europe
and Australia that are highly penetrated with intermittent renewable, especially wind generation, at
higher levels of around 30%-40%.

Large-scale wind and solar generation will affect the physical operation of the grid. The areas
of focus include frequency regulation, inertia, load profile following, and broader power balancing.
The variability of wind and solar regimes across resource areas, the lack of correlation between
wind and solar generation volatility and load volatility, and the size and location of the wind plants
relative to the system in most U.S. states suggest that impacts on regulation and load profile require-
ment resource smoothing will be large at above 20% penetration levels [4].

The European experience taught us that there are consequences of integrating these levels of
wind resources on network stability that should be addressed as wind resources reach substantial
levels of penetration. A list of the major issue categories follows:

e New and in-depth focus on system planning. Steady-state and dynamic considerations are
crucial.

e Accurate resource and load forecasting become highly valuable and important.

* Voltage support to manage reactive power compensation is critical to grid stability. This
also includes dynamic reactive power requirements of intermittent resources.

* Evolving operating and power balancing requirements. Existing generator ramp rates must
be considered in order to balance power from large-scale wind and solar generation. Grid
operations must also ensure grid stability and minimize start-stop operations for load-
following generators.

* Increased requirements for ancillary services. Faster ramp rates and a larger percentage of
regulation services will be required, which can be supplied by responsive storage facili-
ties. These requirements may require specific market incentives that can drive deployment
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and operation of such resources; otherwise, these services may continue to be delivered by
existing plants.

* Equipment selection. Variable-speed generation (VSG) turbines and advanced solar invert-
ers have the added advantage of independent regulation of active and reactive power. This
technology is essential for large-scale renewable generation.

» Strong interconnections. Renewable generation and energy storage are, by their nature,
only available in certain geographic locations. Therefore, strong interconnections make
geographic integration of energy resources possible.

Technical renewable integration issues should not delay efforts to reach the renewable integration
goals. However, focus has increased on planning and research to understand the needs of the sys-
tem, for example, research on energy storage options.

Studies and actual operating experience indicate that it is easier to integrate wind and solar
energy into a power system where other generators are available to provide balancing power and
precise load-following capabilities. The greater the number of wind turbines and solar farms operat-
ing in a given area, the lower the variability in their aggregated generation. However, this variability
will be strongly correlated with weather and how it impacts the various specific geographical areas
where the renewable portfolio sits. High penetration of intermittent resources (>20% of generation
meeting load) affects the network in the following ways [4]:

* Thermal and contingency analysis
 Short circuit

» Transient and voltage stability

* Electromagnetic transients

* Protection coordination

* Power leveling and energy balancing
* Power quality

The largest barrier to renewable integration in the United States is sufficient transmission facilities
and associated cost-allocation in the region to access the renewable resources and to connect these
resources to load centers. Other key barriers include environmental pressure and technical intercon-
nection issues, such as forecasting, dispatchability, low-capacity factors, and intermittency impacts
on the regulation services of renewable resources.

In the United States, the sources of the major renewable resources are remote from the load
centers in California and the Midwest states. This results in the need for addition of new major
transmission facilities across the country. Wind and solar renewable energy resources normally
have capacity factors between 20% and 35%, compared to higher than 90% of traditional nuclear
and coal generation. These low-capacity factors place an even higher burden on an already scarce
transmission capacity. Identification, permitting, cost-allocation, approval, coordination with other
stakeholders, engineering, and construction of these new transmission facilities are costly and time-
consuming barriers.

Although energy production using renewable resources is pollution free, wind and solar plants
need to be balanced with fast ramping regulation services like peak generation, hydro generation
plants, or energy storage batteries. Existing regulation generation is too slow and more pollutive
during ramping regulation service. The increased requirements in regulation services counteract
the emission savings from these renewable resources, depending on what fuel is used to deliver
the additional regulation services. Currently, the frequency regulation requirement at the CAISO
is around 1% of peak load dispatch, or about 350 MW. This is currently mainly supplied by peaker
(gas) generating plants and results in higher emission levels. It has been calculated that around 2%
regulation would be required for integrating 20% wind and solar resources by 2010 and 4% to inte-
grate 33% renewables by 2020 [4].
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With the integration of wind and solar generation, the output of the fossil fuel plants needs to be
adjusted frequently in order to cope with the fluctuations in wind and solar generation. Some power
stations will be operated below their maximum output to facilitate this, and extra system balancing
reserves will be needed. At high penetrations (above 20%), wind and solar energy may need to be
“spilled” or curtailed because the grid cannot always utilize the excess energy.

In grids with a very high penetration of renewables, occasional season variations in renewable
resources (e.g., the wind “drought” in South Australia during July 2017) may have wider generation
fleet implications that require utilities to switch baseload generation fuels (from wind to gas, for
example). Therefore, generation fleets have to include not only fast reacting resources, as described
above, but also slow reacting resources that are able to provide inertia to minimize the effect of
these types of events. This can be a technical challenge as well as a market challenge, since the
generation fleet and grid will have to balance fast and slow acting generation resources, whilst being
profitable, yet not dramatically increasing consumer prices.

3.3.2 TECHNOLOGIES

There are several renewable sources of electric energy (generically called renewables). The main
difference between renewables and other conventional energy sources is that renewables provide
energy that is cleaner with respect to pollution. Another distinguishing difference is that renew-
able energy sources do not deplete natural resources in the process of creating power. The third
difference is that renewables are scalable to the appropriate size anywhere from single-house
applications all the way up to large-scale renewables, which can supply power to thousands of
homes. Some of the most common renewable energy resources are introduced in the next sections.

3.3.2.1 Solar PV

Solar PV generation has experienced a tremendous growth in recent years due to growing demand
for renewable energy sources. PV represents a method of generating electric power in solar panels
that are exposed to light. Power generated is based on the conversion of the energy of the sun’s
radiation. A solar cell that is exposed to light transfers electrons between different bands inside
the material. This, in turn, results in a potential difference between two electrodes, which caused
direct current (DC) to flow. There are several main PV applications, such as solar farms, build-
ing, auxiliary power supply in transportation devices, stand-alone devices, and satellites. Utilities
around the world started incorporating solar farms into their generation portfolios mostly during
the last decade. To incorporate solar farms into utility grids, alternating-current/direct-current (AC/
DC) converters are required, as well as the associated control and protection systems. The main
issue with PVs is intermittency. Since PV is a variable power source that cannot be accurately pre-
dicted, several efforts have been undertaken to increase the dispatchability of PV power. Successful
approaches have included adding battery storage to store the PV energy during off-peak hours or
low demand, and then discharging the batteries during peak usage periods. However, when PV is
combined with other generating technologies and/or load management, the issues of intermittency
may be strongly reduced. Today, solar PV represents <0.5% of total global power generation capac-
ity. However, in some areas of the world, the penetration of PV has been increasing to much higher
levels (e.g., states in Australia such as South Australia and Queensland). PV growth is currently seen
in both the deployment of centralized power plants, as well as small customer-owned DG, bringing
electrical challenges not only to the large transmission power systems but also at the distribution
level, an area that traditionally has been “a set it and forget it” deployment of assets.

3.3.2.2 Solar Thermal

Solar thermal energy (STE) is a technology that converts solar energy into thermal energy (heat).
There are three types of collector levels that are based on the temperature levels: low, medium,
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and high. In practice, low-temperature collectors are placed flat to heat swimming pools or space
heating, medium-temperature collectors are flat plates used for heating water or air, and high-
temperature collectors are used for electric power production. Heat represents the measure of the
thermal energy that an object contains, and three main factors, specific heat, mass, and tempera-
ture, define this value. Essentially, heat gain is accumulated from the sun rays hitting the surface of
the object. Then, heat is transferred by either conduction or convection. Insulated thermal storage
enables STE to produce electricity during the days that have no sunlight. The main downside to STE
plants is the efficiency, which is a little over 30% at best for solar dish/stirling engine technology,
while other technologies are far behind.

3.3.2.3 Wind

Wind power is obtained by using wind turbines to convert the energy of the wind into electricity.
Wind energy is a highly desirable renewable energy source because it is clean technology that pro-
duces no greenhouse gas emissions. The main downside of wind power is its intermittency and the
impact on the environment (visual, noise, and wildlife). During normal operation, all the power of
the wind turbine must be utilized when it is available. If the power from the wind turbine is not used,
the wind turbine output must be curtailed, or the excess power generated can be used to charge an
energy storage system. Due to the intermittency or variability of the wind speed, power output from
wind turbines is inconsistent. Inconsistency in power output is the main reason why wind farms
cannot be used in a utility’s base-load generation portfolio without the addition of energy storage.
The capacity factor of a wind power turbine ranges from 20% to 40%.

3.3.2.4 Biomass and Biogas

Dead trees, wood chips, plant or animal matter used for production of fibers, chemical, or
heat all refer to biomass. Technologies associated with biomass conversion to electrical energy
include releasing energy in the form of heat, or the conversion to a different form, such as
combustible biogas or liquid biofuel. The downside of biomass as a fuel is its potential for
increased air pollution. The biomass industry has recently experienced an upswing, and the
level of electricity in the United States produced by biomass plants is around 1.4% of the total
U.S. electricity supply.

3.3.2.5 Geothermal Power

Geothermal power is extracted from the earth through natural processes. There are several tech-
nologies in use today, such as binary cycle power plants, flash steam power plants, and dry steam
power plants. The main issue with geothermal power is low thermal efficiency of geothermal plants,
even though the capacity factor can be quite high (up to 96%). Geothermal plants can be different in
size. Geothermal power is reliable and cost effective due to no fueling costs, but initial capital costs
associated with deep drilling as well as earth exploration are the main deterring factors from higher
penetration of geothermal resources.

3.3.2.6 Wave Power

There are two types of ocean power that can be harnessed: wave power and tidal power. Wave
power is associated with the energy produced by ocean waves that are on the surface and convert-
ing that energy for the generation of electricity. Today, wave farms have been installed in Europe.
Currently, this type of renewable does not have significant penetration, because it is highly unreli-
able, and it requires large wave energy converter to be deployed. The first such farms are expected
to be a wave park in Reedsport, Oregon, and the Perth wave energy project in Western Australia.
The PowerBuoy technology that will be used for this project will have modular, ocean-going
buoys, and the rising and falling of the waves will cause the buoys to move, creating mechanical
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energy that will be later converted to electric energy and transmitted offshore through the under-
water transmission line.

3.3.2.7 Hydro

Hydropower plants use the energy of the moving water as the main source for producing electric-
ity. The water fall and gravitational force of this falling water hit the blades on the rotor, which
cause the rotor to turn, thus producing electricity. Most of the time, hydropower plants are built
in places where there is not an abundance of water, but the water is very fast moving (like in
mountainous areas), and in the valleys where there is an abundance of water, but the water is
moving slowly.

3.3.2.8 Fuel Cells

A fuel cell uses the chemical energy of hydrogen or another fuel to cleanly and efficiently produce
electricity. If hydrogen is the fuel, electricity, water, and heat are the only products. Fuel cells work
like batteries, but they do not run down or need recharging. They produce electricity and heat as
long as fuel is supplied. A fuel cell consists of two electrodes—a negative electrode (or anode) and
a positive electrode (or cathode)—sandwiched around an electrolyte. Fuel cells can convert the
chemical energy in the fuel to electrical energy with efficiencies of up to 60%.

3.3.2.9 Tidal Power

Tidal power converts the energy of tides into electricity. The most common tidal power tech-
nologies are tidal stream generators and tidal barrages. Tidal stream generators rotate underwa-
ter and produce electricity using the kinetic energy of tidal streams. Tidal barrage uses a dam
located across a tidal estuary to produce electricity using the potential energy of water. Water
flows into the barrage during high tide and then it is released during low tide while moving a
set of turbines. New technologies, such as dynamic tidal power, are being discussed and evalu-
ated; this technology is intended to take advantage of a combination of the kinetic and potential
energy of tides.

3.3.3 RENEWABLE ENERGY IN THE SMART GRID

To integrate renewable energy generation at high penetration levels, several planning and opera-
tional guidelines should be followed. A smart grid strategy to achieve high renewable penetration
should include [4].

* Generation mix to utilize different complementary resources

e Advanced smart grid transmission facilities, including fast responsive energy storage,
Flexible AC Transmission Systems (FACTS), HVDC (high-voltage direct current), Wide
Area Monitoring, Protection and Control (WAMPAC), etc.

e Smart grid applications on distribution networks including distribution automation, fast
demand response, including distributed resources (DRs) on the distribution feeders, dis-
tributed energy storage, controlled charging of plug-in electric vehicles (PEVs), demand-
side management (DSM), etc.

Additional transmission planning is required to identify facilities and storage options to integrate
these high levels of renewables.

Most of the models for these advanced wind and solar facilities have not been fully developed yet
and need to be validated. The generator models for wind and solar generation technologies need to
be upgraded and validated to include short-circuit models and dynamic variance models like cloud-
ing and short-term wind fluctuations.
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The European experience with high levels of intermittent resources up to 80% penetration lev-
els does not transfer fully due to the difference in U.S. grid design and load density. The integration
of renewable energy at this scale will have significant impact, especially if the addition of energy
storage devices (central and distributed) and FACTS devices utilized to counterbalance the influ-
ence of the intermittent generation sources. Utilities and ISOs in the United States should conduct
Research, Development, and Demonstration (RD&D) projects and commence studies to fulfill
its obligation to accurately and reliably forecast the impacts on future system integrated resource
planning. Due to the long lead time for some of the proposed technology solutions, it is recom-
mended that utilities engage these challenges sooner versus later. If technical challenges manifest,
a timely solution cannot be implemented if studies, demonstration installations, and field tests still
must be conducted. Additionally, utilities should study all conceivable options that may severely
affect transmission system integrity and stability. Otherwise, utilities may experience unintended
consequences due to unforeseen technical issues resulting from high penetrations of new renew-
able energy sources.

3.4 ENERGY STORAGE

Energy storage, in general, is a very old concept, even though it was not recognized as such. For
instance, solar energy has been transformed and stored in the form of fossil fuels that are used today
in many applications. Energy storage concepts have not been widely applied to power systems until
recently, due mainly to technological and economic limitations given the large volumes of energy
that typically are of interest in the power industry. Some exceptions are pumped hydro and unin-
terruptible power supply (UPS) systems. However, energy storage concepts have been commonly
applied to other areas of electrical engineering, such as electronics and communications, where the
amounts of energy to be stored are easier to manage.

3.4.1 REGULATORY AND MARKET FORCES

Grid energy storage or the ability to store energy within the power delivery grid can arguably
be regarded as the “holy grail” of the power industry, and it is expected to play a key role in
facilitating the integration of renewables, DRs and plug-in electric vehicles (PEVs)? and fully
enabling the capabilities, higher efficiency, and operational flexibilities of the smart grid. The
main challenge with electric energy is that it must be used as soon as it is generated, or if not,
it must be converted into other forms of energy. During the times when their assistance is not
required, storage systems accumulate energy. Later, stored energy is dispatched into the power
system for certain periods of time, thus decreasing the demand for generation and assisting the
system when needed.

The ability to store energy in an economic, reliable, and safe way would greatly facilitate more
efficient operation of the power systems. Unfortunately, high costs and technology limitations
have constrained the large-scale application of storage systems. Historically, pumped hydro has
been the most common application of energy storage technologies on power system level applica-
tions. Nevertheless, the last two decades have seen the emergence and practical applications of new
technologies, such as battery systems and flywheels, prompted by the increasing interest and need
to integrate intermittent renewable resources and PEVs, growing demand for high reliability, for
instance, via implementation of microgrids, and the need for finding alternative technologies to
provide ancillary services and system capacity deferral among others. There is growing interest
worldwide in this area, and regulatory mechanisms and incentives are being proposed and debated.

2 PEV—Plug-in electric vehicle, typically meant to include the entire family of grid-rechargeable vehicles, including plug-
in hybrids (PHEVs), battery electric vehicles (BEVs or EVs), and extended range electric vehicles (EREVs).
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One of the most successful regulations is currently in California where the California State Law
(AB 2514) [5] sets energy storage procurement targets in the State of California (Enacted 2010). The
IOU utilities must procure and deploy 1.325 GW of energy storage by the year 2020. This legislation
is designed for the following reasons:

* Reduce emissions of greenhouse gases

e Reduce demand for peak electrical generation

» Defer or substitute an investment in generation, transmission, or distribution assets
* Improve the reliable operation of the electrical transmission or distribution grid

A failed legislation, which provides a tax incentive, may be redrafted and implemented in the future.
In this code, the U.S. Congress Storage Act of 2009 (S. 1091) called for an amendment to the
Internal Revenue Code to:

* Allow a 20% energy tax credit for investment in energy storage property directly con-
nected to the electrical grid (i.e., state systems of generators, transmission lines, and dis-
tribution facilities) and designed to receive, store, and convert energy to electricity and
deliver such electricity for sale

* Make such property eligible for new, clean, renewable energy bond financing

* Allow a 30% energy tax credit for investment in energy storage property used at the site
of energy storage

* Allow a 30% nonbusiness energy property tax credit for the installation of energy storage
equipment in a principal residence

Other market examples include Australian State Governments directly funding deployment of stor-
age, such as in South Australia (100 MW/129 MWh battery), Victoria (100 MW, undetermined
energy capability); and the UK Government, which is funding £246 million of research, innovation
and the scale-up of battery technology.

There are several main applications where energy storage systems can be used. Some of
those include frequency regulation, spinning reserve, peak shaving/load shifting, and renewable
integration [6].

3.4.1.1 Frequency Regulation

In practice, there always exists a mismatch between generation and load in a power system. This
mismatch results in frequency variations. System operators are always trying to match the genera-
tion to the load so that the frequency can be as close as possible to 60 Hz (or 50Hz in Europe and
Australia and other International Electrotechnical Commission (IEC) standards-based countries).
Variability of the frequency is further increased by the addition of intermittent renewables, such as
solar and wind. Any power system is required to maintain the frequency within the desired limits.
Any large variations from 60 Hz will cause unwanted system instability and can bring the whole
system down. As noted earlier, system operators are trying to balance the generation and load by
varying the output of certain generating units based on the system frequency. This type of regula-
tion is called frequency regulation. In addition to having the whole system being able to supply
power for the desired load, utility operators always have an extra amount of generation that is known
as spinning reserve. This spinning reserve must be enough to provide power for frequency regula-
tion purposes as well as support the tripping of the largest generating unit in the system to prevent
the power interruptions. The amount of regulation capacity is most based on historical records and
might vary on several factors, such as time of the day and time of the year.

One basic difference between the regulated and deregulated markets is that deregulated mar-
kets may have a market for ancillary services, such as frequency regulation. In this market,
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reserve capacities of every generating unit can be bid and market price is paid for capacity
reserved for the regulation as well as actual provided energy. The system works by using a
control system for each balancing authority that sets the outputs of each generation asset. The
system computes the difference between the power output and load demand (adjusted with fre-
quency error bias) called area control error or ACE. From this signal, another signal called auto-
matic generation control or AGC is computed and sent to regulation service providers. These
providers, in turn, adjust their power output based on the AGC signal that was received. A fre-
quency increase requires providers to supply additional power to the grid, which is equivalent
to an energy storage system discharging energy to the system. On the opposite side, a frequency
decrease requires providers to reduce power to the grid, which is equivalent to charging an
energy storage system.

In the past, thermal generators or hydro facilities have been used to provide frequency regula-
tion due to their fast response, which is needed for effective regulation. However, this was not
the most optimal way for economic dispatch because of the emissions, fuel costs, losses, and
increased wear and tear on the generating sources. In addition, these are sometimes base-load
generating plants, so output had to be reduced to provide frequency regulation capacity, which,
in turn, caused higher-cost generating units to be online to support the load. Energy storage that
provides frequency regulation allows for better optimization of generation assets. In addition,
every MW of renewable resources added to the system will require between 3% and 10% increase
in regulation service.

3.4.1.2 Spinning Reserve

As mentioned earlier, the total generation in a region that belongs to one utility system is equal
to the load demand plus some spinning reserve. The amount of spinning reserve is equal or
larger to the highest power-producing unit connected to the system plus some margin. The rea-
son for this is the need for immediate additional power if the largest unit goes off-line suddenly.
Knowing that it takes a certain amount of time to start any generating unit, having energy stor-
age systems provides additional benefit because those systems can be immediately deployed.
During the high-load periods, majority of thermal and hydro units are dispatched and run at their
maximum efficiency and cannot be utilized as spinning reserve. So, to have spinning reserve,
additional units are needed. Note that during light- or medium-load conditions, these generating
units have output less than maximum, with the difference being designated as spinning reserve.
Committing generating resources for spinning reserves is mandatory, but it results in increased
operating costs and decreased efficiency. Energy storage systems help in reduction of spinning
reserves provided by thermal and hydro generating units and allow dispatchers to set operating
points at maximum levels during the economic dispatch. Like frequency regulation market, in
deregulated markets, there exists a spinning reserve service market, where generation owners bid
to provide this service. The only downside to energy storage systems is that they provide output
only for a limited amount of time. After the energy storage system has started providing energy
to the utility system, additional generating units must be deployed before the output of energy
storage systems runs out to avoid service interruptions. At a time where energy storage systems
come at a premium cost, a possible strategy is to size the energy storage system to be able to
support the service while a peaking generator is started and ramps up to the desired output. As
energy storage systems decrease their costs, they may be able to serve more of the requirements
in a cost-effective way.

3.4.1.3 Peak Shaving and Load Shifting

Load demand is always changing, and utilities employ different techniques to predict daily load
curves. Major inputs into load estimation are temperature, load demand during the last seven to
ten days, and historical data. Based on the estimated load curves, economic dispatch is created to
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identify generating units that will be supplying the needed power along with spinning reserves and
uncertainty in load estimation. Every generating unit has operating costs, and economic dispatch
is based on these costs. Units with lowest operating costs are used for base loading, and run most
of the time. For example, nuclear, hydro, and modern coal plants are almost exclusively used for
base load generation. Note here these units also have the highest capital cost of construction. To
cover the peak load demand, utility must bring on-line its higher operating cost generating units.
For example, plants that have combustion turbines (CTs) might only be utilized a few hours during
the whole year to cover the peak load. To level demand and move energy usage toward the off-peak
hours, energy must be stored first. This can be done during the time with low demand because the
cost of generation is low. This energy can be supplied from energy storage systems to the grid dur-
ing the peak times.

3.4.1.4 Renewable Integration

Energy storage, power electronics, and communications have a key role to play to mitigate the
intermittency and ramping requirements of large-scale renewable energy penetration of wind
and solar energy. Since their inception, wind and solar technologies have made major break-
throughs and become more reliable and cost effective. Many utilities are constantly incorporat-
ing additional renewable resources into their generation portfolios. However, the biggest issue
associated with wind and solar power is their unpredictability and variability of the output,
although developments in wind forecasting techniques have come a long way to give a much
higher predictability to the use of wind in the system. Solar forecasting techniques are also
being developed to bring increased forward-looking visibility. These developments will reduce
the need for regulation and support a higher-carrying capacity at a lower cost. In addition,
these technologies also require regulation. Solar and wind energy productions are not dispatch-
able and result typically in high levels of power and associated voltage fluctuations. However,
coupled with sophisticated forecasting techniques, they can be used for bidding in wholesale
markets. Common problems in remote wind production areas include low capacity factors for
all the wind farms, impacts of line contingencies on wind farm operations, curtailment of wind
farm outputs during high production times, and high ramp rate requirements [4]. In most urban
regions, PV flat-plate collectors are predominately used for solar generation and can produce
power production fluctuations with a sudden (seconds time scale) loss of complete power output.
With partial PV array clouding, large power fluctuations can also result at the output of the PV
solar farm with large power quality impacts on distribution networks. These power variations on
large-scale penetration levels can produce several power quality and power balancing problems.
Cloud cover and morning fog require fast ramping and fast power balancing on the intercon-
nected feeder. Furthermore, several other solar production facilities are normally planned in
close proximity on the same electrical distribution feeder that can result in high levels of voltage
fluctuations and even flicker. Reactive power and voltage profile management on these feeders
are common problems in areas where high penetration levels are experienced. In the case of low
voltage (LV) feeders that support a large number (50-150) of customers (e.g., Australia), situ-
ations of low-load high solar production can contribute to voltage rise in distribution networks
to levels that can either cause potential problems to PV owners (their inverters trip under high-
voltage conditions) or to appliances of all users in the feeder, driving the need for anticipated
network upgrades and the associated expense.

3.4.2 TECHNOLOGIES

Energy storage methods can be divided into several groups: chemical, electrical, electrochemical,
mechanical, thermal, and biological. Table 3.1 summarizes some of the most common types of
energy storage systems connected to the utility power grid.
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TABLE 3.1

Energy Storage Technology Comparisons

Storage

Technologies

Pumped hydro
storage

Compressed air
energy storage
(CAES)

Flow batteries:
PSB

VRB

ZnBr

NaS

Li-ion

Ni-Cd

Advanced
lead-acid

Traditional
lead-acid

Flywheels

Superconducting
magnetic energy
storage (SMES)

Electrochemical
capacitors (EC)

Main Advantages (Relative)

High energy, low operating
cost, very high ramp rate,
mature technology

High energy, low cost, better
ramp rate than gas turbines,
mature technology

High capacity, independent
power and energy ratings,
can perform high number of
discharge cycles, lower
efficiency, very long life

High power and energy
densities, long discharge
cycles, fast response, long
life, mature technology

High power and energy
densities, high efficiency,
good cycle life, mature
technology

High power and energy
densities, mature technology

High power and energy
densities, high efficiency, low
capital cost, mature battery
technology

Low capital cost, mature
technology

High power, rapid response, high

efficiency, mature technology

High power, high efficiency

Long cycle life, high efficiency,
fast discharge

Disadvantages (Relative)

Special site requirements,
high project cost

Special site requirements,
need gas fuel, lower
efficiency, slower response
than flywheels or batteries

Medium-energy density,
complicated design, slow
dynamic response,
developing technology

High production cost, safety
concerns since required to
run at high temperatures,
limited applications

High production cost, special
balancing circuits, safety
concerns

Higher losses, lower lifetime

High production cost,
low-energy density, large
footprint, limited useful life

Limited cycle life when deeply
discharged

Low-energy density, limited
energy storage time due to
frictional losses

Low-energy density, high
production cost, developing
technology

Very-low-energy density, high
production cost, developing
technology

Power

Energy

Application Application

Not feasible
or
economical

Not feasible
or
economical

D

O o« 6 0 00

Feasible, but
not practical
or
economical

Not feasible
or
economical

Not feasible
or
economical

Not feasible
or
economical

Source: Based on data from the DOE report on Grid Energy Storage, December 2013; and Energy Storage Association
(ESA), http://www.energystorage.org.

3.4.2.1

Batteries

Battery energy storage is mostly used for load leveling (Figure 3.1), peak shaving, PV smoothing,
and frequency regulation. Today, there are two main types of batteries based on their chemistry and
structure. One type is called a power battery, and these batteries can deliver fast charge/discharge.
These types of batteries are mainly used for frequency regulation and PV smoothing. Another type
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FIGURE 3.1 Conceptual description of grid energy storage. (a) Network power flows and (b) energy storage
andrelease cycles. (From Wikipedia, Grid Energy Storage, http:/en.wikipedia.org/wiki/Grid_energy_storage.)

of battery has slow charge/discharge times, and those types of batteries are mostly used for load
leveling and peak shaving.

Energy storage systems can be used for smoothing the power out of renewable sources. This
can be accomplished by limiting the rate of change of the output of a renewable resource. Energy
storage systems can either add or remove power from the system as needed to smooth the power
output of a renewable resource. One of the most promising solutions to mitigate these integra-
tion issues is by implementing a hybrid fast-acting energy storage and STATCOM (static syn-
chronous compensator) in a smart grid solution. Several fast-reacting energy storage solutions
are currently available on the market. For mitigating the mentioned wind and solar integration
problems, the energy storage device needs to be fast acting and a storage capability of typi-
cally 15min to 4h and a STATCOM that is larger than the battery power requirements to have
adequate dynamic reactive power capabilities. Figure 3.2 shows an example of a STATCOM


http://en.wikipedia.org/wiki/Grid_energy_storage

Smart Energy Resources: Supply and Demand 85

30MVA JJ
66 kV/345kV ] '

Several
A A A
2.5 MVA Tr ~= Trf.v,\ - - Trf.v.\
34.5kV/480 V
AC/DC STATCOM
converter
Integrated 20 MVAr | 20 MVAr
STATCOM with T
+ + +
32 MWh BESS T T T
BESS : 8 MW for
Coo : 4h
1+ 1+ 1+

FIGURE 3.2 Basic schematic of STATCOM-BESS application. (From Enslin, J.,, Dynamic reac-
tive power and energy storage for integrating intermittent renewable energy, Invited Panel Session, Paper
PESGM2010000912, IEEE PES General Meeting, Minneapolis, MN, July 25-29, 2010. With permission.)

and battery energy storage application for mitigating a wind farm-related integration issue [9].
The main components and technical characteristics of this smart energy storage solution are as
follows:

* 8 MW/4h battery

* 20 MVAr inverters for the battery energy storage and STATCOM

* Integrated control and HMI (human-machine interface) of STATCOM and battery energy
storage system

* Substation communications interface for integrating the battery energy storage solution
into a distribution automation and ISO market participation environment

High-power batteries, efficient inverters, and sophisticated switching make energy storage a
practical new technology application for distribution systems. There are a small but growing
number of installations of 0.25-4 MW energy storage systems on utility systems using a wide
variety of battery technologies. Figure 3.3 is an example of bulk energy storage (“utility-scale”)
installed in a utility substation that can be used for a variety of applications. In a peak shaving
application, the intelligence in the control system charges the batteries during off-peak times
and then supplies energy during peak times. This creates several opportunities for economic
justification, such as the ability to make full use of intermittent renewable sources regardless of
the time of day or present loading, the ability to shave peak load, and the deferral of substation
and feeder capacity upgrades. This utility-scale energy storage can also be used for microgrid
applications.

Energy storage that is connected to the electric distribution system outside the substation is likely
to be of smaller MW sizes but can still have a great impact on reliability and automatic restoration
systems. Figure 3.4 shows an example of a smaller footprint 250kW energy storage inverter and
controller that would be installed out of the substation closer to the customer (“community-scale”
storage), perhaps also installed on a large commercial or industrial customer site. The batteries
would typically be separate to the inverter in an adjacent cabinet.
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FIGURE 3.3 A 2-MW energy storage installed in a utility substation. (© 2016 S&C Electric Company. All
rights reserved. With permission.)

FIGURE 3.4 A 250-kW energy storage inverter and controller for distributed applications. (© 2016 S&C
Electric Company. All rights reserved. With permission.)

3.4.2.2 Superconducting Magnetic Energy Storage (SMES)

SMES stores energy in the magnetic field that is created due to the flow of DC in a supercon-
ducting coil. The coil has been cooled cryogenically to below its superconducting critical tem-
perature. SMES consists of three parts: bidirectional AC/DC inverter system, superconducting
coil, and cryogenically cooled refrigerator. DC charges the superconducting coil, and when the
coil is charged, it stores magnetic energy until it is released. This energy is released by discharging
the coil. Bidirectional inverter is used to convert AC to DC power and vice versa during the coil
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charging/discharging cycles. The cost of SMES is high today because of its superconducting wires
and refrigeration energy use, and its main use is for reducing the loading during the peak times.

The main technical challenges associated with SMES are large size, mechanical support due
to high forces, superconducting cable manufacturing, infrastructure required for installation, low
levels of critical current when superconducting properties of materials break down, levels of critical
magnetic field, and health effects due to exposure to large magnetic fields.

3.4.2.3 Flywheels

Flywheel Energy Storage (FES) operates on the principle of conservation of rotational momentum—
a flywheel is accelerated to a very high speed to store kinetic energy. When energy is demanded
from the system, the flywheel rotational speed is reduced. To reduce friction during the rotation, a
vacuum chamber is used to contain the rotor. The rotor is connected to an electric motor or genera-
tor. FES is not affected by the change of temperature, and stored energy is easily calculated, but the
main danger is the fatigue failure of the flywheel and the containment of damage from any failure.

3.4.2.4 Compressed Air

Energy generated at one point in time (off-peak) can be stored and later used during different peri-
ods of time (peak). Compressed Air Energy Storage (CAES) represents one viable option. There
are three types of air storage: adiabatic, diabatic, and isothermic. Adiabatic storage retains the heat
that is produced by compression and later returns the heat to the air when the air is expanded to
generate power. Diabatic storage dissipates some portion of heat as waste. For air to be used after
it is removed from storage, it must be heated again prior to expansion in the turbine to power the
generating unit. Isothermal storage operates under the same temperature conditions by utilizing the
heat exchanger. These exchangers account for some losses.

Most CAES systems currently in operation do not utilize the compressed air to directly generate
electricity [10]. Rather, the compressed air is fed into simple-cycle CTs, reducing the compression
work in the standard recuperated Brayton cycle. In this mode, the CAES system serves to pre-
compress combustion air during off-peak periods, improving the output of the CT during on-peak
periods.

3.4.2.5 Ultracapacitors

Ultracapacitors or supercapacitors are storage devices for DC energy. To be able to be connected
to the power grid, a bidirectional AC/DC inverter is needed. Because of their fast charge/discharge
rates, ultracapacitors are used only during short power interruptions and voltage sags.

Unlike batteries where energy is stored chemically, ultracapacitors store this energy electrostati-
cally. Ultracapacitors consist of two electrodes called collector plates, which are suspended in an
electrolyte. The dielectric separator is placed between the collector plates to prevent the charges
from moving from one electrode to another. Applied potential difference between the two collector
plates causes negative ions in the electrolyte to be attracted to the positive collector plate and posi-
tive ions in the electrolyte to be collected on the negative collector plate.

Ultracapacitors have several advantages and disadvantages compared to batteries. Some of the
disadvantages include lower amount of energy stored per unit of weight, more complex control and
switching equipment, high self-discharge, additional voltage balancing, safety issues, while some of
the advantages include long life, low cost per cycle, good reversibility, high rate of charge/discharge,
high efficiency, and high output power.

3.4.2.6 Pumped Hydro

Pumped hydro storage method stores energy in the form of water, which is pumped from a reservoir
on a lower elevation to a reservoir on a higher elevation. This is done during the off-peak hours when
the cost of production of electricity necessary to run the pumps is lower. During the high-demand
period, this water is released through the turbines. Pumped hydro is the highest-capacity storage
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system currently available. It is used for load flattening, frequency control, and reserve generation.
However, the cost of building pumped hydro storage is very high.

3.4.2.7 Thermal

Thermal energy storage consists of a series of technologies that store thermal energy in reservoirs
(e.g., using molten salt or ice) when electricity production is cheap (e.g., during off-peak, when most
of the electricity is produced by using efficient and relatively inexpensive “base” units) and releases
it for heating or cooling purposes when electricity production is expensive (e.g., during peak, when
electricity is produced by using costly “peaking” units), which equates to electricity production sav-
ings and/or T&D capacity deferral due to load shaving.

Recent developments in thermal storage have investigated conversion of stored heat directly into
electricity, using Brayton or Rankine cycles [11]. Work on these systems has been catalyzed by ther-
mal storage systems utilized for concentrating solar power, where excess heat captured during the
day is stored for power generation in the evening. Round-trip efficiency of electrical-thermal storage
remains problematic, with typical verified efficiencies below 30%. As a result, much attention is
currently focused on increasing the temperature of thermal storage to greater than 500°C, utilizing
phase-change materials to reduce system size and augmenting thermal storage material to improve
thermal conductivity within the storage tanks.

3.4.3 ENERGY STORAGE IN THE SMART GRID

Energy storage applications can be centralized or distributed. The selection of the type of
solution and technology to be used in an application is a function of the type of problem to be
addressed and a series of technical and economic considerations such as ratings, size and weight,
capital costs, life efficiency, and per-cycle cost. Figure 3.5 shows a summary of the installed

Global energy storage 192 GW

Other
59 Worldwide: 192,868 MW

270

Pumped hydro: 183,830 MW
Others: 9038 MW

Pumped hydro

50/

storage 95%
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Total other technologies: 9038 MW
Electro-chemical (batteries): 2796 MW/

Thermal: 3615 MW
W Electro-chemical
Electro-mechanical: 2611 MW
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FIGURE 3.5 More than 1500 installed grid-connected energy storage projects worldwide as July of 2016. (From
DOE Global Energy Storage Database, http://www.energystorageexchange.org/projects/data_visualization.)
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grid-connected energy storage technologies worldwide. Table 3.2 summarizes the key grid appli-
cations of energy storage.

Centralized energy storage applications consist of large MW-size facilities usually connected to
transmission system level voltages; these applications are typically used for providing ancillary ser-
vices during short periods of time (e.g., seconds or minutes) and for mitigating the impacts of inter-
mittent renewable generation. Distributed storage consists of smaller MW-size facilities connected
to distribution system level voltages, either at distribution substations, feeders, or customer facilities;

TABLE 3.2

Energy Storage Applications

Electric (grid-supplied) energy time shift Charges the storage plant with inexpensive electric energy purchased
during low price periods and discharges the electricity back to the
grid during periods of high price

Electric supply capacity Reduces or diminishes the need to install new generation capacity

Load following Alters power output in response to variations between electricity
supply and demand in a given area

Area regulation Reconciles momentary differences between supply and demand
within a given control area

Electric supply reserve capacity Maintains operation when a portion of normal supply becomes
unavailable

Voltage support Counteracts reactive effects to grid voltage so that it can be upheld or
reinstated

Transmission support Enhances transmission and distribution system performance by
offsetting electrical irregularities and interruptions

Transmission congestion relief Avoids congestion-related costs by discharging during peak demand
to reduce transmission capacity requirements

Transmission and distribution upgrade deferral Postpones or avoids the need to upgrade transmission and/or

and substitution distribution infrastructure

Substation on-site power Provides power to switching components and communication and
control equipment

Time-of-use energy cost management Reduces overall electricity costs for end users by allowing customers
to charge storage devices during low price periods

Demand charge management Reduces charges for energy drawn during specific peak demand
times by discharging stored energy at these times

Reliability Provides energy during extended complete power outages

Power quality Protects on-site loads against poor quality events by using energy
storage to protect against frequency variations, lower power factors,
harmonics, and other interruptions

Renewables energy time-shift Stores renewable energy (which is frequently produced during
periods of low demand) to be released during periods of peak
demand

Renewables capacity firming Addresses issues with ramping from renewable sources by using
stored energy in conjunction with renewable sources to provide a
constant energy supply

Wind/solar generation grid integration Assists in wind- and solar-generation integration by reducing output

volatility and variability, improving power quality, reducing
congestion problems, providing backup for unexpected generation
shortfalls, and reducing minimum load violations

Source: US DOE report Electric Power Industry Needs for Grid-Scale Storage Applications, December 2010, https://
energy.gov/sites/prod/files/oeprod/DocumentsandMedia/Utility _12-30-10_FINAL_lowres.pdf.
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this includes applications such as community energy storage (CES) and vehicle-to-grid (V2G). CES
is a concept that is increasingly being implemented with applications ranging from 25 kWh to
75 kWh and devices similar to pad-mounted distribution transformers. Distributed energy storage,
in general, is typically used for intermittent renewable generation integration, distribution reliabil-
ity improvement, capacity and T&D deferral; therefore, they are required to have longer storage
times (e.g., minutes or hours), as shown in Figure 3.6. This application is also increasingly being
considered for integration of PEVs. The US DOE and Energy Storage Association (ESA) provide
very comprehensive descriptions of the recommended applications, as well as advantages and dis-
advantages of each technology, which are summarized in Table 3.1 and Figure 3.6, and discussed
in the next sections.

The coordinated implementation of smart grid technologies, such as distributed energy
storage, communications, control, power electronics, and power system technologies, allows
the seamless integration of intermittent DG and adds further capabilities to it including
controllability (i.e., dispatchability) and predictability. These capabilities can be used for
capacity planning applications (e.g., capacity deferral), increased operational flexibility during
outages (intentional islanding), and reliability improvement. Furthermore, distributed storage
in the smart grid context may be used to mitigate impacts caused by both, DG (especially
PV) and PEVs. Table 3.3 summarizes the suitability of energy storage technologies for grid
applications.

UPS T&D grid support Bulk power mgt
power quality load shifting Pumped
hydro

Hours

Flow batteries: Zn-cl Zn-Alr Zn-Br Les
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Advanced load-acid battery

High-energy
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Li-ion battery
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Discharge time at rated power
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High-power flywheels
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FIGURE 3.6 Energy storage technology ratings and discharge times for electric utility applications. (From
Sandia Report Electricity Storage Handbook, SAND2015-1002, February 2015.)



TABLE 3.3

Suitability of Energy Storage Technologies for Grid Applications

Application

Off-to-on peak intermittent
shifting and firmin

On-peak intermittent energy
smoothing and shaping

Ancillary service provision

Black start provision

Transmission infrastructure

Distribution infrastructure

Transportable distribution-
level outage mitigation

Peak load shifting
downstream of distribution
system

Intermittent distributed
generation integration

End-user time-of-use rate
optimization

Uninterruptible power
supply

Micro grid formation

Description
Charge at the site of off peak renewable and/or intermittent energy
sources; discharge energy into the grid during on peak periods
Charge/discharge seconds to minutes to smooth intermittent generation
and/or charge/discharge minutes to hours to shape energy profile
Provide ancillary service capacity in day ahead markets and respond
to ISO signaling in real time
Unit sits fully charged, discharging when black start capability is
required

Use an energy storage device to defer upgrades in transmission

Use an energy storage device to defer upgrades in distribution

Use a transportable storage unit to provide supplemental power to end
users during outages due to short term distribution overload situations

Charge device during off peak downstream of the distribution system
(below secondary transformer); discharge during 2—4 hour daily peek

Charge/Discharge device to balance local energy use with generation.
Sited between the distributed and generation and distribution grid to
defer otherwise necessary distribution infrastructure upgrades

Charge device when retail TOU prices are low and discharge when
prices are high

End user deploys energy storage to improve power quality and /or
provide back up power during outage

Energy storage is deployed in conjunction with local generation to
separate from the grid, creating an islanded micro-grid

Definite suitability for application .; Possible use for application O; Unsuitable for application
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3.5 ELECTRIC VEHICLES

3.5.1 REGULATORY AND MARKET FORCES

With the implementation of smart grid technologies and the associated improvements in the reli-
ability, sustainability, security, and economics of the electric grid comes the opportunity to include
vehicles as an active participant in the smart grid. Although electrification of segments of the trans-
portation energy sector does not require any technological or systemic advancements of the electric
grid over what is presently available, the large scale of the transportation energy sector will provide
long-term challenges to the legacy systems of the electric grid along with considerable opportunities
for improved power, energy, and economic management in a smart grid system.

Electric transit (including electric trains and catenary trolleybuses) has a long history of integra-
tion with the electric grid. Electric transit has traditionally always operated at large, centralized
scales, “tethered” to the grid. These technologies require a more-or-less continuous provision of
electricity during operation of the vehicle. The introduction of high-density energy storage has
introduced a watershed change in electric transportation in the form of distributed, small vehicles
operating in an untethered mode. The ongoing and large-scale introduction of PEVs to the world
automotive fleet is one of the most important changes to the transportation energy sector in history,
and the capabilities of the smart grid will play a large role in determining whether the electricity
sector can realize benefits from this integration.

Relative to a conventional internal combustion vehicle or conventional HEV baseline, there are
numerous potential benefits that come with the electrification of transportation energy through
PEVs [15]:

* Reduced petroleum (fossil fuel) consumption

* Lower life-cycle greenhouse gas and pollutant emissions (depending on the mix of elec-
tricity generation type)

» Typically lower fueling costs

* Lower life-cycle cost of ownership (depending on vehicle comparison)

Because of these potential benefits, there is a steady and growing interest in the development of
PEVs. Numerous traditional and entrepreneurial automakers have research, development, and lim-
ited production plug-in vehicle programs. Nearly every OEM and several entrepreneurial vehicle
manufacturers have launched large-scale production PEV programs. The rate of introduction of
PEVs into the world vehicle fleet will continue to accelerate under pressures from regulators, such as
Environmental Protection Agency (USA), California Air Resources Board, and others. The increas-
ing commercial and private investment in PEVs will drive a corresponding investment in electrical
infrastructure servicing PEVs. This investment in infrastructure will include public and in-home
electric charger installations, which will incorporate passive or active forms of communication to
facilitate the integration of large fleets of PEVs onto the electric grid.

The following sections will examine the potential impact of PEVs on the existing grid, describe
methods of using smart grid technologies to alleviate foreseen problems, and investigate potential
opportunities to enhance the performance of the electric grid using PEVs.

3.5.2 TECHNOLOGIES

3.5.2.1 Hybrid (HEV)

AnHEV isatype of EV that uses a combination of a conventional Internal Combustion Engine (ICE)
and an electric motor for propulsion. HEVs use different technologies to improve efficiency and
reduce emissions; such technologies include using regenerative breaking, using the ICE to generate
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electricity to recharge batteries or power the electric motor, and using the electric motor during most
of the time and reserving the ICE for propulsion only when needed. Commercial examples of this
type of vehicle include the Toyota Prius and the Honda Insight. HEVs are not PEVs since they can
operate autonomously without the need of recharging batteries using the power grid. Therefore, no
impact on the power grid is expected from proliferation of this type of EV.

3.5.2.2 Plug-in Hybrid (PHEV)

A PHEV is a type of EV that has an ICE and an electric motor (like an HEV) and a high-capacity
battery pack that can be recharged by plugging-in the car to the electric power grid (like a BEV).
There are two basic PHEV configurations [16]:

» Series PHEVs or Extended Range Electric Vehicles (EREVs) are PEVs where only the
electric motor and drivetrain provide tractive power to the wheels and the ICE is only used
to generate electricity. Series PHEVs can run solely on electricity until the battery is dis-
charged. The ICE will then generate the electricity needed to power the electric drivetrain.
For shorter trips, these vehicles might use no gasoline at all.

e Parallel or blended PHEVs are PEVs where both the engine and electric motor are mechan-
ically connected to the wheels, and both propel the vehicle under most driving conditions.
Electric-only operation usually occurs only at low speeds.

The main advantage of PHEVs with respect to BEV is that PHEVs have longer driving range and
shorter recharge time. Relative to conventional internal combustion engine vehicles, PHEVs are
characterized by lower operation cost and lower environmental impact.

3.5.2.3 Battery (BEV)

A battery electric vehicle (BEV) is a type of EV that uses rechargeable battery packs to store
electrical energy and an electric motor (DC or AC depending on the technology) for propulsion.
Intrinsically it is a PEV since the battery packs are charged via the electric vehicle supply equipment
(EVSE), that is, by “plugging-in” the BEV. The North American standard for electrical connec-
tors for EVs is the SAE J1772, which is being maintained by the Society of Automotive Engineers
(SAE) [17]. The standard defines two charging levels AC Level 1 (120 'V, 16 A, single-phase) and AC
Level 2 (208-240V, up to 80 A, single-phase). Furthermore, additional work is being conducted on
standardizing Level 3 (300—600 V, up to 400 A, DC). The technical requirements of BEV batteries
are different from those of other energy storage applications include demanding requirements on
power/weight ratio, energy/weight ratio, cost, and energy density. At present, a variety of lithium-
ion chemistries has demonstrated the ability to meet these requirements in the automotive applica-
tion. No single lithium-ion chemistry has yet emerged as dominant in the BEV application. Since
BEVs do not have combustion engines, their operation fully depends on charging from the electric
grid. Therefore, uncontrolled charging cycles of BEVs under scenarios of high market penetration
may cause increased loads on power distribution systems. For example, if BEVs are charged upon
their return to “home,” their loads may be coincident with the afternoon/evening residential demand
peak, leading to higher costs to generate, transmit, and distribute electricity to vehicles [18].

In the US, BEVs are, as of 2016, the highest selling EVs in the market. US PHEV and BEV sales
for the 2010-2016 period exceeded 550,000 units, as shown in Figure 3.7.

3.5.3 ELecTrRIC VEHICLES IN THE SMART GRID

The adoption of electric vehicles reduces gasoline consumption and tailpipe emissions and
improves the urban area air quality. However, electric vehicles can have disruptive impacts on the
power grid if they are not integrated carefully. Most vehicles return home in late afternoon and
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FIGURE 3.7 U.S. PHEV and BEV sales from 2010 to 2016. (Willard, S., Energy Storage Trends and

Challenges. Electric Power Research Institute, Palo Alto, CA, 2016. Copyright Electric Power Research
Institute. With permission.)

early evening. If they all begin charging the moment they arrive home, the power grid, which may
already be at peak load, can have difficulties providing for the additional demand. Distribution
system problems, such as transformer overloading and feeder congestion, may become more preva-
lent. At a larger scale, the bulk system may lack the necessary supply capacity to meet the added
demand. Therefore, generation, transmission, and distribution systems are expected to require
costly upgrades to support the demand of many more electric vehicles. However, the difference
between the total time required to fully charge an electric vehicle and the total time that the vehicle
is plugged in allows for charging flexibility that can potentially be used to charge vehicles in a
more grid-friendly way.

The environmental benefits of fuel switching from gasoline to electricity is not going to be fully
achieved if primarily fossil resources are used to supply the energy requirement of electric vehicles.
The main obstacle to non-fossil resources (excluding nuclear that has its own challenges) is the
intermittency of renewable generation, which limits the amount that can be integrated and compels
system operators to schedule/dispatch expensive reserve units. Implementation of charge control-
ling strategies eases the operation of bulk power systems with a high penetration level of intermit-
tent renewables, which is beneficial from both economic and environmental perspectives.

The role of electric vehicle demand response is to facilitate a cost-effective and emission-mini-
mizing alignment between charging demand and available energy supply resources. Our interest in
demand response for electric vehicles is motivated by the fact that the EV load is inherently different
from other deferrable loads, and including this load in the demand response will increase the diver-
sity of the flexible load fleet, and as a result potentially its performance capabilities: (1) EV loads can
be delayed for relatively more time than thermostatically controlled loads; (2) EVs can potentially
feed electricity into the grid; (3) EV chargers are physically located where other flexible loads may
not exist; (4) charging stations are equipped with controls that can provide system operators with
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voltage response resources even when no EV is plugged to it; and (5) the power factor of the EV
charger load differs from other flexible electric loads, which is valuable from the operation point of
view.

3.5.3.1 Grid Support

Due to the higher cost of PEVs compared to conventional vehicles, research has been conducted
to determine if PEVs can provide additional services to help offset the added expense of a PEV.
Studies have shown that vehicles sit unused, on average, for >90% of the day [20]. Using this fact,
researchers have conducted studies on the ability of PEVs to provide grid support services to pro-
vide a source of revenue for the vehicle owner. If this revenue helped offset the initial cost of the
plug-in vehicle, it could increase the incentive for consumers to purchase PEVs. The primary means
for monetizing the capabilities of PEVs is proposed participation in a deregulated ancillary services
market. Studies to date have determined that frequency regulation is the component of the ancil-
lary services market most compatible with plug-in vehicle capabilities and will provide the largest
financial incentive to vehicle owners [21-23].

There are two primary types of power interactions possible between the vehicle and the electric
grid. Grid-to-vehicle charging (G2V) consists of the electric grid providing energy to the plug-in
vehicle through its charging connector. G2V is the traditional method for charging the batteries of
BEVs and PHEVs. A vehicle-to-grid (V2G) capable vehicle has the additional ability to provide
energy back to the electric grid. V2G provides the potential for the grid system operator to call on
the vehicle as a distributed energy and power resource.

For PEVs to achieve widespread near-term penetration in the ancillary service market, the two
primary stakeholders in the plug-in vehicle ancillary service transaction must be satisfied: grid
system operators and vehicle owners. The grid system operators demand industry standard avail-
ability and reliability for regulation services. The vehicle owners demand a robust return on their
investment in the additional hardware required to perform the service and minimal impact on the
performance and lifetime of the vehicle’s battery.

Since PEVs are not stationary but instead have stochastic driving patterns, these resources
possess unique availability and reliability profiles in comparison to conventional ancillary ser-
vices generation system. In addition to this, the power rating of an individual plug-in vehicle
is significantly less than the power capacity of conventional generation systems that utilities
normally contract for ancillary services. These key aspects of PEVs create unique challenges for
their integration and acceptance into conventional power regulation markets to provide ancillary
services.

The connection between the grid system operators and the PEVs to provide grid support services
can be classified as one of two types that have been proposed to date: a direct, deterministic archi-
tecture and an aggregative architecture. The direct, deterministic architecture, shown conceptually
in Figure 3.8, assumes that there exists a direct line of communication between the grid system
operator and the plug-in vehicle so that each vehicle can be treated as a deterministic resource to be
commanded by the grid system operator. Under the direct, deterministic architecture, the vehicle
can bid and perform services while it is at the charging station. When the vehicle leaves the charging
station, the contracted payment for the previous full hours is made, and the contract is ended. The
direct, deterministic architecture is conceptually simple, but it has recognized problems in terms of
near-term feasibility and long-term scalability.

First, there exists no near-term information infrastructure to enable the required line of
communication. The direct, deterministic architecture cannot use the conventional control
signals that are currently used for ancillary service contracting and control because the small,
geographically distributed nature of PEVs is incompatible with the existing contracting frame-
works. For example, the peak power capabilities of individual vehicles (1.8 kW [25], 17kW [26])
are well below the 500 kW—1 MW threshold that is required for many ancillary service hourly
contracts [27].
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FIGURE 3.8 Example V2G network showing geographically dispersed communications connections under
the direct, deterministic architecture. (From Quinn, C. et al., Journal of Power Sources, 195(5), 1500, 2010.
With permission.)

In the longer-term, the grid system operator might be required to centrally monitor and control
all the PEVs subscribed in the power control region—a potentially overwhelming communications
and control task [28]. As these millions of vehicles engage and disengage from the grid, the grid
system operator would need to constantly update the contract status, connection status, available
power, vehicle state of charge, and driver requirements to quantify the power that the system opera-
tor can deterministically command. This information would need to be fed into the operator’s mar-
ket system to determine contract sizes and clearing prices.

The aggregative architecture is shown conceptually in Figure 3.9. In the aggregative archi-
tecture, an intermediary is inserted between the vehicles performing ancillary services and the
grid system operator. This aggregator receives ancillary service requests from the grid system
operator and issues power commands to contracted vehicles that are both available and willing
to perform the required services. Under the aggregative architecture, the aggregator can bid to
perform ancillary services at any time, while the individual vehicles can engage and disengage
from the aggregator as they arrive at and leave from charging stations. This allows the aggrega-
tor to bid into the ancillary service market using existing contract mechanisms and compensate
the vehicles under its control for the time that they are available to perform ancillary services. As
such, this aggregative architecture attempts to address the two primary problems with the direct,
deterministic architecture.

First, the larger scale of the aggregated power resources commanded by the aggregator and the
improved reliability of aggregated resources connected in parallel allow the grid system operator
to treat the aggregator like a conventional ancillary service provider. This allows the aggregator to
utilize the same communications infrastructure for contracting and command signals that conven-
tional ancillary service providers use, thus eliminating the concern of additional communications
workload placed on the grid system operator.

In the longer term, the aggregation of PEVs will allow them to be integrated more readily into
the existing ancillary service command and contracting framework, since the grid system opera-
tor needs only directly communicate with the aggregators. The communications network between
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FIGURE 3.9 Example V2G network showing geographically dispersed communications connections under
the aggregative architecture. (From Quinn, C. et al., Journal of Power Sources, 195(5), 1500, 2010. With
permission.)

the aggregator and the vehicles is of a more manageable scale than communications network
required under the direct, deterministic architecture. The aggregative architecture is, therefore,
more extensible than the direct, deterministic architecture as it allows for the number of vehicles
under contracts to expand by increasing the number of aggregators, increasing the size of aggre-
gators, or both. Since many distribution utilities are installing “advanced metering” systems,
allowing two-way communication with individual consumers, these utilities could potentially
enter the ancillary service market by providing such aggregation services using their metering
communications networks. From the perspective of the grid system operator, the aggregative
architecture represents a more feasible and extensible architecture for implementing PEVs as
ancillary service providers. For the system operator, the aggregative architecture is an improve-
ment relative to the direct, deterministic architecture because it allows PEVs to make use of the
current market-based, command and control architectures for ancillary services. Aggregators can
control their reliability and contractible power to meet industry standards by controlling the size
of their aggregated plug-in vehicle fleet, thereby providing the grid system operator with a buffer
against the stochastic availability of individual vehicles. This allows the aggregator to maintain
reliability equivalent to conventional ancillary service providers including conventional power
plants. Because the payments from the grid system operator for ancillary services are equal for
both architectures, the direct, deterministic architecture offers no apparent advantages from the
perspective of the grid system operator.

From the perspective of the vehicle owner, the direct, deterministic architecture is preferred rela-
tive to the aggregative architecture. The initial allowable investment for the aggregative architecture
is ~40% of the initial allowable investment for the direct, deterministic architecture [24]. The sub-
stantially higher initial investments allowed by the direct, deterministic architecture suggest that
the average vehicle owner will prefer the direct, deterministic architecture.

These divergent preferences of the vehicle owners and the system operator highlight a fundamen-
tal problem that must be overcome before PEVs can be successfully implemented into the ancillary
service market. The differing requirements of the stakeholders make only the aggregative archi-
tecture acceptable to both parties. The direct, deterministic architecture is unacceptably complex,
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unreliable, and unscalable to utilities and grid system operators. The aggregative architecture more
than halves the revenue that can be accrued by the vehicle owners but still allows for a positive rev-
enue stream. Only the aggregative architecture is mutually acceptable to all stakeholders and can
provide a more feasible pathway for the realization of a near-term utilization of PEVs for ancillary
service provision.

3.5.3.2 Energy Buffering

There exists a daily load cycle for the U.S. electric grid. In general, the grid is relatively unloaded
during the night and reaches peak loading during the afternoon hours in most U.S. climates.
Balancing authorities dispatch power plants to match the power generation to the time-varying
load. Types of generation resource are dispatched differently to meet different portions of the load.
Nuclear and large thermal plants are typically dedicated to relatively invariant “base-load” power.
Thermal generation with fast response rates (e.g., combustion turbines), hydropower, and energy
storage can be dispatched to meet predicted and actual load fluctuations. By combining generation
types, the control authority meets the time-varying load with a time-varying power generation,
while meeting constraints imposed by environmental requirements, emission caps, transmission
limitations, power markets, generator maintenance, unplanned outages, and more.

Even at relatively low market penetrations, plug-in vehicles will represent a large new load for the
electric grid, requiring the generation of more electrical energy. In one set of scenarios analyzed by
NREL researchers, a 50% plug-in market penetration corresponded to a 4.6% increase in grid load
during peak hours of the day [29]. When vehicle charging and discharging can be controlled, other
studies have found that as many as 84% of all U.S. cars, trucks, and SUVs (198 million vehicles)
could be serviced using the present generation and transmission capacity of the U.S. electrical grid
[30]. Controlling the electrical demand of PEVs will determine the infrastructure, environmental
and economic impacts of these vehicles. Smart grid technologies can provide the control, incentives,
and information to enable the successful transition to PEVs, but these technologies must reconcile
the requirements of the electricity infrastructure with the expectations and economic requirements
of the vehicle owner.

The simplest and most effective means for controlling the energy consumption of PEVs is direct
utility control of charging times. Under this scenario, the utility would only allow consumers to
charge during off-peak hours. By filling the nightly valley in electrical load, PEVs would reduce
the hourly variability of the load profile. This has the effect of improving the capacity factor of
base-load power plants, reducing total emissions and costs, and eliminating the load growth due to
plug-in vehicle market penetration. From a utility perspective, having direct control of the vehicle
charging is ideal. From a consumer perspective, the willingness of vehicle owners to tolerate util-
ity control of charging times depends on the type of plug-in vehicle that is being considered. For
BEVs, the charger is the only source of energy for the vehicle, and being limited to charging during
off-peak periods would significantly limit the usability of the vehicle and perhaps reduce its con-
sumer acceptability. For PHEVs, the vehicle can operate with normal performance and reduced fuel
economy when charging is not available. The degree to which consumers would tolerate increased
fueling costs due to utility control of charging is under debate.

A more acceptable means for using smart grid technologies to control the energy consumption
of plug-in vehicles is by providing incentives for off-peak charging through a time-of-use (TOU)
rate. A TOU rate is an electricity rate structure where the cost of electricity varies with time. Smart
grid technologies, such as advanced metering and consumer information feedback, are necessary
conditions for implementation of TOU tariffs. TOU rates are generally designed to represent the
fact that electricity is more expensive during the day (when the grid is highly loaded) and less
expensive during the night (when the grid is lightly loaded) to incentivize the conservation of elec-
tricity during the day. Special TOU rate structures have been designed for EV use to encourage
EV owners to charge their vehicles at night, thereby conserving electricity during hours of peak
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demand. These legacy EV TOU rate structures have also been made available to PHEV owners.
In theory, TOU rates should be able to be designed to provide an economic incentive for plug-in
vehicle owners to charge their vehicles at night. In practice, the TOU rate can provide robust eco-
nomic incentives for EV owners to charge their vehicle during off-peak periods because electricity
is the only fuel cost for EVs. When TOU rates are applied to low all-electric range PHEVs, they
can only provide partial compensation for the increase in vehicle fuel consumption that is caused
by delaying charging until off-peak periods. For high all-electric range PHEVs, TOU rates are very
effective at incentivizing off-peak charging of PHEVs. In summary, achieving the goals of control-
ling the energy consumption of many PEVs cannot be achieved solely by incentivizing off-peak
charging through TOU rates [31].

These results do not necessarily suggest that an increase in peak load is inevitable with the
introduction of PEVs. Instead of the smart grid being used to enable consumer controls, puni-
tive pricing structures, and price volatility, smart grid must be used to engage the consumers in
understanding how they can improve the sustainability and economy of the vehicle/grid systems.
Consumer education and real-time information exchange between the utility and consumers
will be a critical component of controlling the energy consumption rate and timing of plug-in
vehicles.

3.5.3.3 Transactive Energy Support

Implementation of time-of-use rates changes the consumption habits by shifting the demand from
expensive peak hours to less coincident hours, but the dynamic pricing provides a better align-
ment of consumption with real-time conditions. Under real-time pricing, EV chargers wait for
lower electricity prices, particularly if the difference between the time needed for the EV to reach
full charge and the time available before the next departure is large. The role of electric vehicle
demand response is to facilitate a cost-effective and emission-minimizing alignment between
charging demand and available energy supply resources. Our interest in demand response for
electric vehicles is motivated by the fact that the EV load is inherently different from other defer-
rable loads. The EV load management will potentially improve the capability of the demand
response program because: (1) the EV charging load can be delayed for relatively longer time
than thermostatically controlled loads, (2) EVs can potentially feed electricity into the grid, (3)
EV chargers are physically located where other flexible electric loads may not exist, (4) charging
stations are equipped with controls that can provide frequency/voltage regulation service, and
(5) the power factor of the EV load differs from other flexible loads, which is valuable from the
operation point of view.

In order to make use of the charge flexibility, a charge control strategy using the transactive
control paradigm was examined in [32]. Transactive control is related to the concept of agent-
based control, which refers to methods that control agents’ collective behavior via a limited
number of inputs. Transactive control can be considered as a special type of agent-based control
for agent-based systems where the agents are able to perform economic transactions [33]. This
strategy evaluates the willingness of an EV to buy energy (and potentially to sell energy under
the vehicle to grid technology scenario) in real time. Every EV submits its willingness-to-pay
price to the local utility, which aggregates these prices and clears the market given the available
supply resource. If an EV’s offer price was above the cleared price, it charges at full capacity;
otherwise, it forgoes charging until the next market cycle (e.g., every 5min). The willingness-
to-pay price is computed based on (1) the expected mean and uncertainty of electricity price in
the time window that the EV expects to be plugged-in, which is periodically provided by the
utility to every individual vehicle, (2) the remaining time to departure, (3) the battery state-of-
charge, (4) the charging station’s characteristics, and (5) the EV owner’s comfort control setting,
which helps the charger satisfy the consumer’s anxiety about having a full charge at the time of
departure.
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3.5.4 Case Stupy: EV AND PV PARTICIPATION IN THE RETAIL REAL-TIME MARKET

Analysis of electric vehicle charge control strategies requires detailed simulation of charging times
and locations. To simulate EV load on the power grid, a mobility model is required to represent
driving/parking habits, which differ from one region to another and from one season to another.
A mobility model is usually based on driving diary of conventional vehicles, including daily trip
departure times, arrival times, and traveled distances. It is reasonable to expect that as electric vehi-
cles become more common, data from these vehicles will be more widely used in place of today’s
survey. Often, the sample size of the surveyed vehicles is too small or the length of driving diary is
too short, and it cannot accurately or generally represent needed driving patterns. One solution is a
statistical method that employs copula multivariate probability distributions [34] to produce a larger
sample population spanning multiple days, with the same statistical properties, including correla-
tions between driving parameters found in the original under-sampled population.

A case study of 50 homes with both PVs and EVs on a capacity-constrained feeder was consid-
ered to demonstrate the performance of the transactive charger control strategy. Three charging
scenarios were considered (Figure 3.10): the VOG scenario assumes chargers begin charging as soon
as vehicles are plugged in, unless the real-time price (RTP) exceeds the customer’s maximum price
to prevent feeder overloading. The V1G scenario assumes chargers only charge when the RTP is
below the customer’s willingness-to-pay price. V2G scenario assumes that charging is like VIG but
a vehicle also discharges when the RTP is above the opportunity cost of recharging later, given the
expected average price for the remaining time to departure, with comfort setting considered. Notice
that the battery degradation costs are neutral with VIG, but is impacted by V2G.

We assume the residential rooftop PV panels have power capacity normally distributed about a
mean of 2kW with 0.1 kW standard deviation truncated at 3 SD. The PV generation profile used is
for a July day in Victoria, BC (~48° N latitude) with intermittent cloudiness, using data available at
www.victoriaweather.ca. The general assumptions for this case study are shown in Table 3.4 (more

A4

FIGURE 3.10 Household load and rooftop solar PV with vehicle-grid integration scenarios: uncontrolled
charger (VOG—a), unidirectional price-responsive charger (V1G—b), and bidirectional price-responsive
charger/discharger (V2G—c). (Courtesy of the University of Victoria, BC, Canada.)
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TABLE 3.4

Modeling Assumptions and Inputs

Parameter Unit Mean Stdev
Arrival SOC level % 60 10
Battery capacity kWh 50 10
Charging rate kW 6.6 1
Customer comfort % 100 10
Round trip efficiency % 90 5
LMP $/MWh 80 24
LMP peak time HH:MM 16:00

Feeder capacity kW 150

Total PV capacity kW 100

Non-EV peak load kW 100

information available in [32]). The locational marginal price (LMP) is the electricity price on the
feeder, which reflects the underlying wholesale market’s clearing price. It should be noted that the
bid price for PV is zero.

The driving diary of the EV fleet is generated using the copula multivariate probability distribu-
tions with the same characteristics as the survey data in [35]. Figure 3.11 shows how the correlation
between driving parameters is similar for the original population and the new population, which is
~10 times larger.

The RTP resulting from the charging strategies, as well as the total and feeder load profiles, and
the corresponding state-of-charge profiles are illustrated in Figures 3.12 through 3.14, respectively,
for VOG, V1G, and V2G scenarios.

The results are summarized in Table 3.5 and suggest that the price is generally reduced when
control strategies are applied. The peak price time is shifted to later in the evening under VOG sce-
nario but not under V1G or V2G scenarios. Total EV energy consumption is reduced only about 2%
using V1G and about 3% using V2G, whereas the net payments are significantly reduced in com-
parison to VOG. More sophisticated bidding strategies can provide more improvements. It should be
noted that non-EV flexible loads, such as HVAC can also actively participate in the real-time pricing
in parallel with the EV load, but because the purpose of this simulation was to highlight the impact
of the EV load, the flexibility of other loads was precluded.

3.6 CONSUMER DEMAND MANAGEMENT

The management of energy demand at the consumer has been the focus of research and debate for
several decades. Consumer demand management takes many forms driven by utility incentives for
consumers to reduce overall energy usage or to change energy usage patterns. Widely used terms for
consumer demand management include energy efficiency, energy conservation, demand response
(DR) management, and demand-side management (DSM).

A major challenge for a utility regarding supply and demand of electricity is that the load
on the system is not constant and the utility must try to efficiently dispatch generation to meet
the load on the system at various times during the day. Utilities typically have various genera-
tion sources, such as coal-fired plants, gas turbines, hydroelectric power, or power purchased on
the open market, that cause the utility to incur different costs. The cost to deliver electricity to
customers on the grid is related to the change in load and supply over time, and any changes in
the operation of the grid and available generation sources. Changes in supply include outages of
generation and transmission and changes in supply from energy sources, such as wind and solar
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FIGURE 3.12 Case study in VOG scenario: price (a), load (b), and state-of-charge (c). (Courtesy of the
University of Victoria, BC, Canada.)
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FIGURE 3.13 Case study in VI1G scenario: price (a), load (b), and state-of-charge (c). (Courtesy of the
University of Victoria, BC, Canada.)

photovoltaic (PV). During peak energy demand or major changes in supply, higher cost genera-
tion sources are used, such as gas turbines, which result in a higher cost to supply required energy
grid needs. During the lowest demand periods, lower cost generation, such as nuclear, hydro, and
coal-fired power plants, are the primary sources of electricity. A traditional way to bill custom-
ers for electricity is to charge the average price to supply electricity throughout the year and to
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FIGURE 3.14 Case study in V2G scenario: price (a), load (b), and state-of-charge (c). (Courtesy of the
University of Victoria, BC, Canada.)

TABLE 3.5

Charging Price, Energy, and Cost

Output Unit VoG V1G V2G
RTP mean $/MWh 128.14 76.86 76.83
RTP stdev $/MWh 146.30 26.94 26.92
RTP peak time HH:MM 20:40 15:25 15:25
Energy KWH/EV.day 2227 21.82 21.59
Charge cost $/EV.day 4.70 1.51 1.49

measure energy consumption in terms of non-time-differentiated energy (kWh) use over a period
or weeks of months.

It may seem counterintuitive for a utility to implement measures that reduce consumer consump-
tion since it reduces the utility revenue. However, in some cases, the reduction in energy consump-
tion during peak, load periods can provide significant operating and financial benefits to a utility.
This may translate to avoiding grid congestion, or the ability to supply electricity to customers
during contingencies, such as when generation is unreliable. In the long term, it may also help defer
grid upgrades when this reduction of energy consumption comes to the grid as a cost less than the
annualized cost of the grid investment. But also, importantly, a grid with a growing portion of local
customer generation changes the network planning activity and associated spending. For example,
in some areas the network operator may prefer not to upgrade the grid when forecasts identify that
the constraint will be short-lived (e.g., 3 to 5 years) and will disappear with increased customer local
generation adoption trends. This shift of peak electricity may result in significant reductions in capi-
tal investment and operating costs, while maintaining grid reliability. Many retail electricity suppli-
ers currently implement specific usage rates or charges for industrial and commercial customers that
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include some type of maximum demand component and corresponding fee or penalty for consump-
tion beyond agreed-upon levels.

3.6.1 DEMAND MANAGEMENT MECHANISMS

Demand management is generally based upon actions on the consumer side of the meter that reduce
consumer load, invoke energy efficiency, DR, distributed generation (DG), or energy storage. Use
of the full set of demand management options is also called integrated DSM (IDSM) [36]. Energy
efficiency measures alone generally focus on reducing total energy consumption of consumer loads,
such as lighting, space conditioning, appliances (e.g., refrigerators, air conditioners, hot water heat-
ers, washing machines, dishwashers), and variable speed motors. Instead, IDSM is an approach to
offer customers a full suite of demand-side opportunities.

One part of this, DR, typically refers to reducing consumer electricity usage at specific times
during the day, week, or season. Historically, DR has been used to reduce electric usage during peak
load times. Reduction in the peak load typically results in deferral of the energy used to an off-peak
period. Alternatively, peak load reductions can effectively reduce the load on the system altogether.
In recent times, DR has taken several forms, such as voluntary curtailable load, behavioral-based
response, price (or incentive)-based response, or event-based response.® An early form of DR is
direct load control where utilities could remotely control consumer loads, such as water heaters and
air conditioners to turn them off during peak load.

The idea that the demand side of the grid can be managed and demand can respond to informa-
tion and to signals from the utility is not new. Still, in most markets, demand remains unresponsive
to price signals from suppliers or the suppliers may not yet provide demand signals. Both direct
load control and price response are increasingly being considered or piloted in various locations. To
illustrate, consider the impact of higher gas prices on the amount of air travel or the type of car you
consider purchasing. If prices go up a few cents per gallon, you might not care, but when gas prices
double, or triple, or even go up by an order of magnitude, your behavior is more likely to change.
Presumably, most consumers will shift their behavior or respond in some way as prices change.
As an alternative approach, customers may be offered incentive payments in lieu of high prices
as a method to encourage demand reductions. In markets where end customers are not exposed
directly to high wholesale prices (e.g., Australia, where wholesale prices can go up to AUD$14,000
per MWh), retailers, if exposed to these prices, may choose to engage customers and pay them to
reduce load.

If load reduction measures can be encouraged through customer incentives, information, pric-
ing, and technology, the costs to provide the capacity needed for reliable electric service can be
significantly reduced. In these ways, a portion of the burden of reliability and the risks with power
outages can be shifted to the consumer who will either directly or indirectly realize the benefits. As
consumers more cost-effectively manage their consumption through load response, overall system
costs can be reduced. For example, with customers enrolled in peak load response in ISO-NE, the
system reserve margin may be lowered 10% or more [37]. Correspondingly, this is expected to
reduce the probability that peak load would exceed power availability by between 10% and 50%.
This reduction in peak capacity may reduce ISO-NE supply side costs by as much as 8.5%. Thus,
with an incremental amount of demand management, significant electricity cost reductions are pos-
sible. DG installed at the consumer site is another effective means to reduce load demand on the grid
seen by the utility. DG generally includes any generation at the customer premises, such as solar
PV, wind turbines, fuel cells, combined heat-and-power, and diesel generation or microturbines.

3 On the one hand, voluntary customer curtailment can reduce loads but is usually paid only an energy price ($/kWh) for
such reductions. This behavior is neither certain nor predictable. On the other hand, sophisticated electronic controls
enable rapid dispatchable load reduction at a specific location. These certain, predictable actions to lower loads may be
in response to network operating events or changes in generation pricing.
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Some of the DG is considered must-take as it is simply put on the grid whenever electricity from
these sources is produced. In other cases, it has become dispatchable* by either the utility or the
ISO who can determine when consumer sources are connected to the grid. When DG provides
power to the grid, it may be net-back-metered (credited at retail rates), paid or credited at wholesale
prices, or valued at some other contractual or tariff regulated rate. If the DG is dispatchable by the
utility or the ISO, consumers may be paid for both availability of the distributed energy resources
(DERs) as well as additional incentives when the resources are called upon. Larger-scale nondis-
patchable DG, such as wind power or PV electricity, are generally paid an energy value but are not
considered to provide capacity benefits or avoided transmission and distribution (T&D) benefits as
they are variable in nature and, thus, are uncertain resources. This is changing, however, as some
renewable resource deployments (e.g., wind and PV) are integrated with battery storage to create
a reliable source of energy. Importantly, the combination of non-dispatchable renewable resources
with dispatchable loads and DERS in a portfolio approach can greatly enhance the capability of the
former resources to contribute to the overall load curtailment goal. Reliability of delivery, in this
case, will be strongly correlated with weather and how it affects the availability of these resources
and increase in load.

Energy storage devices at a consumer site can take power from the grid (to be charged) and
provide power back to the grid (discharge) at critical times, or at least offset the amount that is
being drawn from the grid. Accordingly, storage can be dispatched to gain market benefits and take
advantage of low-cost power (for charging) at times when grid reliability and costs are less conse-
quential, or when a renewable resource is generating in excess and exporting to the grid at low cost.
The ability of storage to perform market arbitrage, as with DR, depends on the speed of the response
and the availability of the storage when grid needs and market prices are greatest. Storage may be
controlled through voluntary (manual) behavioral response or automatically with use of event- or
price-based triggers. This suggests that for storage to be of greater value, advances in control algo-
rithms and grid/market interface technology are a high priority. Energy storage can serve many
purposes to meet peak loads, variability of renewable generations, or another grid dispatchability
needs. Increased use of storage is expected to provide capacity availability, energy, voltage support,
and frequency regulation. It is considered a flexible resource with significant market opportunities.
Batteries can be utilized in various formats. Larger batteries are being piloted in substations and to
support large PV or wind installations. Smaller batteries are being installed as community energy
storage (CES) and technology is being developed that can utilize energy backfeed from vehicle
batteries. Virtual power plants, aggregating a thousand or more small residential batteries, are also
being piloted to mimic the outcomes and benefits that a larger battery can deliver.

3.6.2 CoNSUMER LoAD PATTERNS AND BEHAVIOR

At the same time, every day as people get up and go to work and as industry and commerce begin,
electric power systems ramp up to meet demand. The electric grid sees predictable changes in load
over the course of each day depending on the type of load and various other factors, such as the day
of the week, temperature, etc. This results in a series of daily, weekly, seasonal, and annual cycli-
cal changes in load and load peaks. In each case, the utility must provide sufficient generation and
transmission/distribution capacity to ensure that demand is fully met in all circumstances.

During the hottest hour of the hottest day in the summer, some utilities experience an enormous
demand for electricity, caused by air conditioning units, that the utility must meet to avoid a local
brownout (low-voltage condition) or a system blackout (complete loss of voltage). These situations
can be even more extreme when some of the generating assets are undergoing maintenance or are

+ Dispatchable resources are those available to be turned on and synchronized to grid frequency or can be turned up or
down to vary generation capacity, in response to grid operator instructions. Non-dispatchable resources cannot respond
to grid operator instructions, so are considered must-take or may be baseload resources.
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out of service. To meet these few hours of “peak demand,” the utility must build or have access to
enough generation and transmission/distribution capacity to meet the system peak. However, much
of that capacity remains unused during the remainder of the year. In fact, for much of the year, elec-
tricity demand does not approach the level of the annual peak. In countries with extensive (one dis-
tribution transformer serving 50 to 150 customers) low-voltage networks, a quick and large uptake
of solar PV (e.g., Australia, with state level penetration of almost 30% in the states of Queensland
and South Australia) by customers may cause the reverse problem, or local voltage rise. In this case,
the distribution network will also need to have enough capacity to absorb this energy and deliver it
upstream.

Load shapes describe the changes in load on a daily or seasonal timescale. Most load shapes are
typically represented as an average hourly energy use, for example, kWh/h (Figure 3.15). However,
seasonal load shapes are sometimes represented as peak values, for example, MW, even though
sometimes that peak value is obtained from the maximum of an average diurnal load shape, i.e.,
MWh/h. In either case, the load is effectively a power value and not an energy value.

There are some important characteristics of load shapes that must always be considered when
they are used. First, the difference between summer and winter lighting load shapes is greater the
further the load is from the tropics. This means that any load control system that is affected by
diurnal phenomena, such as temperature or insolation, is going to vary more seasonally the further
the location is from the equator. Second, for the same outdoor temperature, air-conditioning loads
are typically higher in humid climates than dry climates. This means that air-conditioning control
strategies may tend to yield greater benefits in humid climates than they do in drier climates. Third,
higher-income regions typically have higher loads per capita than less affluent areas. Fourth, com-
mercial loads may be less dependent on climate and weather than are residential loads. Commercial
buildings’ cooling systems are more dominated by internal heat gains from lights, computers, and
people, and they have less exterior surface area per square foot of floor than do residential buildings.
Fifth, industrial loads are also sensitive to economic conditions. When the economy slows, the first
things to slow are typically the factories. Sixth, agricultural loads are highly seasonal and sensitive
to weather. Water pumping and refrigeration are driven by the growing season in any given region.
Seventh, load shape data can change significantly over time because of evolving energy efficiency
standards and consumer purchasing habits. Much of the load shape data from the 1980s are still
being used because of a lack of newer better data. But the penetration of consumer electronics into
the residential market has changed substantially since then, even though the efficiency of appliances
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FIGURE 3.15 Example diurnal load shape. (© 2012 Pacific Northwest National Laboratory. All rights
reserved. With permission.)
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has improved significantly at the same time. Eighth, the composition of the load has changed over
the years, particularly due to an increase in consumer electronics and motor loads. Ninth, because
lighting efficiency programs have been successful in recent three or four decades and new loads
have emerged, lighting load has become a smaller fraction of the total load. In contrast, refrigera-
tion, washing and drying loads may experience a “rebound” when high-efficiency appliances come
equipped with new features that can consume more electricity. And finally, the quick uptake of
customer-owned generation (e.g., rooftop solar PV), such as in Australia and California, and the
associated variations induced through seasons and weather are creating a “negative” element to
change the overall load profile.

One way to visualize utility peak loads is to take all the hours in a year and the corresponding
maximum load in each hour and then rank them by the load demanded. Graphing this from the hour
of the highest load to the hour of lowest load produces a “load duration curve,” which is shown in
Figure 3.16.

The figure immediately makes evident that the slope of the line does not remain constant. Rather,
the slope is steeper at the left end and at the right end of the graph and less steep in the middle.
This signifies rapid change in power demand as you consider the top 1000 load hours and lowest
1000 load hours of the year. Figure 3.16 labels a few notable features of the load duration curve. In
addition to the peak shown in this curve, the response of consumer loads can also add value when
utilized to compensate for variations in output from renewable energy sources. The most common
use of a load duration curve is for planning studies, when planners estimate the number of hours
per year for which a system resource must be allocated. The load duration curve can also be used to
estimate the maximum amount of load that should be curtailed during a certain period. Although
from a generation mix perspective, this planning activity will essentially look at aggregated demand
throughout the network from a network assets perspective. Planning focuses on the smallest trans-
formers and other distribution assets since their suitability to deliver electricity reliably will depend
on the localized load curves.

While the load shape describes the amount of load that is present at any given time of day and
day of year, that description is not, by itself, sufficient for the study of loads in the context of the
smart grid. The load ramp time, duty cycles, and periods of those cycles are also very significant
when load control strategies seek to modify them. It is possible to measure directly both the duty
cycle and the period of loads using end-use metering technology. However, end-use metering is quite
expensive, and the data collected about any given device are often the superposition of the device’s
natural behavior and other driving functions, such as consumer behavior. So, it is often very dif-
ficult to clearly identify the fundamental properties of each load. Furthermore, for any time-domain
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FIGURE 3.16 Typical load duration curve. (© 2012 Alex Zheng. All rights reserved. With permission.)



Smart Energy Resources: Supply and Demand 109

Device A

On-time

Power

Time

Period

Device B

Phase On-time

Power

Time

Period

FIGURE 3.17 Load aggregation. (© 2012 Pacific Northwest National Laboratory. All rights reserved. With
permission.)

models where the load aggregate is a consideration, not only the duty cycles or probabilities of
devices must be considered, but also their periods and state phases, as shown in Figure 3.17.

In such cases, the state of a single device is the timing of the device’s on event in relation to one
complete cycle. Hence, it may be more complicated to aggregate devices with differing usage pat-
terns and functional power cycles. This is important in demand management where utilities need to
consider the diversity of consumer load patterns when modeling loads.

3.6.3 CoNSeErRVED VERSUS DEFERRED ENERGY

Load managed by DR can be separated into two parts—conserved energy and delayed energy.
In some instances, the load that DR turns off at a designated time is not “recovered” or deferred
entirely for use later. This permanent reduction in energy use due to short-term reduction in demand
is referred to as conserved energy, because the net impact is equivalent to having never used that
energy in the first place. However, not all the consumer load reduction is completely conserved.
For example, although loads from lighting may not need to be made up for later, shutting off a hot
water heater or air conditioner for a short amount of time may result in additional loading later.
This “bounce-back” effect can sometimes result in secondary peaks later in the day when the entire
curtailed load comes back online. This energy consumption is known as deferred energy, or the
“snap-back” effect, because it still occurs but later. Consumer load reduction needs to be man-
aged carefully to ensure that it does not create artificial peaks that are costly to manage because of
deferred demand for energy returning later in the day. Utilities have a variety of methods for man-
aging deferred energy, but most methods are essentially different ways of staggering the return of
consumer consumption to full load.

From the perspective of load behavior, demand management has two mechanisms to offer utilities
and customers (Figure 3.18). The first is energy efficiency or energy conservation. These strategies
reduce the total electric energy consumed by a customer. Typically, these include (1) reducing total
runtime, for example, by lowering a thermostat; (2) reducing load during operation, for example,
by retrofitting higher efficiency equipment; and (3) substituting fuel sources, for example, replacing
central fossil-fueled electricity with distributed renewable sources. The primary benefit of energy
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FIGURE 3.18 DSM mechanisms: (a) energy conservation, and (b) peak load shifting. (© 2012 Pacific
Northwest National Laboratory. All rights reserved. With permission.)

conservation is to allow the utility to avoid the cost of acquiring new sources of energy or deploying
new network assets to meet growing demand. Although a utility’s primary incentive is to increase
revenue from energy transport and sales, a significant fraction of a utility’s costs includes the acqui-
sition and financing of new energy sources and network assets. New energy resources or network
assets can often be so expensive that the effect on rates is too great for consumers to bear. For
example, if a utility forecasts a 50% growth in demand over the next 10 years, that would result in a
25% rate increase, but it can implement an energy conservation program that reduces that growth to
<10% over the same period without a rate increase; the obvious choice is the conservation program.

The second is peak load shifting. This strategy reduces the peak load on the system by shifting
coincident demand to non-coincident times, for example, by using energy storage. The primary
benefit of peak load shifting programs is that they allow the utility to avoid the need to build new
system capacity that does not come with a corresponding increase in energy sales revenue. Adding
capacity is typically a very capital-intensive proposition for a utility, so any program that can move
load off peak without reducing revenues from energy sales is attractive.

As a rule, strategies that reduce energy consumption are supported by existing utility DSM pro-
grams. These programs are not generally considered smart grid programs in today’s sense of the



Smart Energy Resources: Supply and Demand 111

word because (1) they are already widespread, and (2) they do not require information technology
(IT) to realize most their benefits. In contrast, peak load shifting programs require accurate and
timely information to operate effectively, particularly if incentive signals, such as prices, are to cap-
ture all possible opportunities and reconcile any contradictory signals that may persist. One excep-
tion is conservation voltage reduction (CVR). Given the right mix of load characteristics, CVR can
be used to maintain voltage levels between allowed maximum and minimum ranges, by using smart
grid technology to monitor, manage, and reduce voltage, producing an overall conservation effect.

The focus of most advanced load modeling research is on those load behaviors that are affected
by or can directly participate in smart grid technologies. Hence, most recent load modeling research
primarily addresses load shifting behavior and other behaviors that respond to relevant signals from
utilities or from the bulk system.

3.6.4 ANTICIPATED ENERGY

Load managed by DR can also seek to deliver the opposite outcome—to anticipate consumption
that would occur later in the day. For example, in a network with residential areas with high penetra-
tion of rooftop solar PV, in low load/high generation situations, the export of distributed generation
may be too large for the local network assets to handle, leading to the need for early asset upgrades
to maintain network and asset reliability. In these conditions, it will be beneficial to the network
operator to have DR bringing flexible loads, such as hot water heaters, ice precooling, and pool
pumps, to consume part of that excess reverse electricity flow. This consumption would occur at
another time but what effectively is attempted is to bring some of the consumption forward with
no disruption to the customer. This nontraditional form of DR has been explored in high solar PV
penetration grids, such as the case of some states in Australia and in California.

3.6.5 UTiLty-CUSTOMER INTERACTION

There are several ways that customers can use demand management. Generally, consumers need to
know what loads they want to reduce, and utilities need to provide customer participation options
that may include advanced metering and market pricing data. With a smart meter or any other con-
nected load interface device in place and either advanced electricity pricing or incentive schemes
(e.g., payment for the ability to reduce customer load) that are communicated to consumers, auto-
mated DR can be employed to directly trigger load reductions, also called aufo-DR, when specific
price levels are exceeded. A major aim of auto-DR is to enable DR through a preprogrammed
response, for example, to reduce appliance loads at specific price levels, so that consumers can
directly participate with minimal effort and gain the benefits of DR. It is expected that as IoT con-
nects more and more loads, consumers will be able to choose from a multitude of strategies for
their DR participation, which can involve choosing between more “comfort” settings or more “eco-
nomic” settings, according to consumer priorities for the day and time of the event. Alternatively,
customer demand management may be employed manually using “behavioural DR,” where the cus-
tomer receives notice of an upcoming load-reduction request, and through an appropriate incentive
structure, makes decisions on their load usage during the event, or even in some cases for residential
customers, choosing to leave the house temporarily to reduce consumption to a minimum. This
back and forth between market prices, customer preferences, customer incentive, the meter, and
consumer loads will enable a more complete electricity market, particularly as loads can increas-
ingly respond to prices as much as the supply-side responds to price. This fully participatory DR
market will provide the needed complement to the supply-side of the electricity market, resulting in
greater market efficiency.’ In contrast, today’s largely supply-only market leaves electricity prices

3 This is known as a dual, supply-demand market equilibrium, as compared to the predominantly supply-side only electric-
ity market equilibrium. See Ref. [38].
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unresponsive to loads, and consumer response is not a factor. Not only will a more dynamic con-
sumer load and supply-side market be more efficient and increase reliability (reduce blackouts and
brownouts), it will reduce market price volatility and the potential for market power manipulation.

Figure 3.19 illustrates a set of steps and information flows between the utility or market and the
consumer, focusing on the use of price signals. The electricity market takes energy information
and provides price signals, which are sent to consumers by advanced smart meters or other com-
munications mechanisms, such as cable TV, phone line, wireless networks. Consumers can respond
extemporaneously or through automated technology to direct incentives and market prices. Smart
consumer devices, such as lighting and appliances that can respond to price signals to turn off,
reduce, or defer or anticipate load, will provide the basis for consumer DR enablement and help
respond to market prices and customer information. One example could utilize home area net-
work (HAN) technology and open standards. The smart meter, in addition to its digital time-based
metrology, can provide advanced information flow to the utility, the market, and to customers. This
can be especially useful for the electricity market and the grid operator to verify the availability
of DR as it prepares to respond to system contingencies and reduce loads in response to prices.
However, the smart meter will likely not be the only central point for this information flow since
other providers that don’t own metrology or have more cost-efficient communications solutions (e.g.,
existing wireless or cable providers) may utilize other strategies to deliver a DR outcome. In fact,
customers might adopt smart thermostats to optimize their own consumption, without having DR
as an intended goal, and these thermostats might access the Internet and be optimized via cloud
applications. The installed base of these thermostats could then provide a platform to implement DR
without using the meter as a gateway into the customer’s premise.

3.6.6 VALUE OF DEMAND MANAGEMENT

Utilities benefit in many ways from demand management programs: (1) avoiding dispatch of expen-
sive peak generation units, (2) deferring long-term capital investments in excess generation and
T&D capacity, (3) reducing carbon footprint by using more efficient units, (4) increasing system reli-
ability, and (5) savings from lower energy use during high-cost times, (6) additional tools to support
the growth of renewable energy (e.g., wind and solar) for which the power output varies.

The value of demand management is usually compared to opportunities to defer or fully avoid
supply-side and grid alternatives that are constructed. The resources and related costs deferred
or avoided include electricity generation (power plants), transmission lines, distribution, customer
costs, and environmental pollutants, including SO, NO,, and CO,. Where competitive markets exist
for deferred or avoided resources, market prices can be used to value demand management.

Demand management provides grid support functions, such as contingency response, reserves,
and frequency control. Demand resources can be called upon to respond to disturbances on the
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system to prevent and mitigate outages. In addition, by providing reserves and frequency regulation,
demand resources can enhance the stability of system operations without the need for additional
generation capacity. In California, for example, if only 20% of the state’s retail demand in 1999 was
subject to time-based pricing, and with only a moderate amount of price responsiveness, the state’s
electricity costs would have been reduced by 4% or $220 million. The following year, in 2000,
electricity prices were more than four times as high, and the same amount of DR would have saved
California electricity consumers about $2.5 billion—or 12% of the statewide power bill. These,
and other estimates of benefit potential, were presented to the U.S. Congress in a senate-requested
report by the General Accounting Office in 2004. The PJM Interconnection estimated that during
the heat wave of August 2006, DR reduced real-time prices by >$300 per megawatt-hour during
the highest usage hours, estimated to be equivalent to >$650 million in payments for energy. Many
utilities, such as PG&E and Southern California Edison, have been able to use demand management
programs to help justify recovery on extensive AMI rollouts.

Demand management can also make important contributions to addressing climate change and
other environmental issues. One way that it does this is by enhancing and reinforcing customer
energy efficiency, the accepted cornerstone of emission reduction policies. With DR technologies,
customers will receive information on their electricity usage that they have never had before and
receive it in a timely manner such that it acts as feedback to reinforce their energy management
efforts. Furthermore, they will have price and rate options or incentives that will stimulate them to
be more efficient and target energy consumers. DR technologies will be the answer to the question:
“How can you manage what you cannot measure?” A report in 2007 from the Brattle Group [39] has
shown that even where customers are not on time-differentiated rates, they may reduce their elec-
tricity usage by 11% just by being more informed and understanding better how and when they are
using electricity. The report suggested that if DR were implemented nationwide in the United States
using only existing, cost-effective technologies, peak load could be reduced by 11.5% (assuming
nationwide consumer acceptance of such a program). The study concludes that a more conservative
nationwide DR program would result in a peak load reduction of 5%, which would correspond to
nationwide savings of $3 billion each year, or $35 billion over the next two decades. This figure does
not include other benefits, such as lower wholesale electricity prices, improved reliability, or
enhanced customer service.

SIDE BAR: BENEFITS REALIZED: DEMAND RESPONSE
SAVES THE TEXAS GRID FROM BLACKOUT

On February 26, 2008, the Texas grid suffered a significant increase in demand (4.4 GW)

due to colder than expected weather coupled with a decline in wind power (1.4 GW) and an
underdelivery of power from other power sources. This sudden strain caused a drop in system
frequency, which triggered emergency grid procedures into action. Because of the system-
wide lack of generation capacity, the Electric Reliability Council of Texas (ERCOT) turned

to their demand response (DR) program, also known as Load acting as a Resource (LaaRs),

to help bring demand back in line with supply. These loads consisted of large industrial and
commercial users who signed up in advance to curtail their electricity use for payment during
grid emergencies. The cost of dispatching these resources is significantly lower than dispatch-
ing peaking gas turbines, whose costs can be as much as an order of magnitude higher. This
program enabled an estimated 1.1 GW of DR resources within a 10-min period, helping to
stave off a blackout. Most of these loads were restored after an hour and a half [40,41].

The economic benefits of demand management have historically been based on grid capacity
needs and demand management operational capabilities. In many places, demand management has
been used only during system emergencies when generation capacity was scarce. It is increasingly
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accepted that demand management can reduce the need to purchase high-cost, capital-intensive
infrastructure (e.g., generation and transmission capacity) that is used to preserve reliability, and
reduce uncertainties in loads and system conditions. This contrasts with earlier versions of demand
management programs that had limited availability and uncertain response times when called. Still,
these earlier demand management programs did offer significant operational certainty to ensure
that specified load reductions occur.

In the last three decades, demand management has been primarily viewed as a means to bol-
ster grid reliability during emergencies. More recently, demand management is viewed as a flex-
ible resource to respond to a full set of market needs, mitigate price and congestion needs, and
respond to a series of needs for specific reliability and energy-based services. The Federal Energy
Regulatory Commission (FERC) in the United States has provided rules to enable demand man-
agement to be treated comparably with supply-side resources, which means that demand manage-
ment can be used, and compensated, in the same specific ways as supply-side resources. Demand
management, in response to price or reliability needs, is no longer just for emergency peak load
management. Demand management can now be used for the full set of market opportunities, on the
one hand, to respond to variations in renewable energy supplies and, on the other, to reduce fuel
costs in power plants.

The long-standing goal of many in the demand management industry has been to reduce the peak
loads and increase loads during minimum load times, and increase power plant fleet utilization, that
is, increase the fleet capacity factor. With greater use of demand management, daily load curves
would have lower peaks resulting in lower average electricity costs. With a flatter load profile, grid
operators and utilities can use the more efficient plants more hours per year.

Demand management can provide major wholesale benefits and is increasingly used to derive
benefits that are monetized in organized electricity markets. When electricity market generation
is scarce or prices are high, load reduction from demand management is valuable. Many demand
management resources can participate directly in organized markets, though energy efficiency is
largely the exception.

The basic competitive wholesale market services that demand management, DR, and energy
storage may participate in are as follows:

1. Resource adequacy (planning reserve), which can be defined on a locational (subregional)
basis (e.g., 15% of total planned load)

2. Operating reserves, including spinning and non-spinning generation reserves that must be
available online within 10min (e.g., 7.25% of current hourly load)

3. Frequency control or automatic generation control to ensure that regional frequency (on a
subsecond basis) is maintained

4. Emergency capacity, which may include capacity market requirements (e.g., in PJM and
ISONE)

5. Energy, on a zonal, nodal, instructed, or distribution circuit basis, including providing
supplemental energy needed to “back-fill” operating reserve requirements

6. Congestion management for locational “out-of-merit” or “out-of-sequence” conditions

7. Energy price mitigation, particularly on a locational basis, to reduce energy prices, such as
when scarcity conditions exist

Organized competitive markets provide most of these services in separate markets for day-ahead,
hour-ahead, and “real-time” trading and scheduling. Power generation plants and demand manage-
ment services that comparably satisfy necessary conditions can operate in many different markets
on a given day. A major increase in the need for ramping capacity for grid balancing is in response
to the large amount of variable renewable resources on the grid, particularly wind generation and
PV generation.
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Demand management can also be used for load management at specific locations on the distri-
bution system. At a time when energy demand is flattening but demand peaks still exist, building
network assets may not be the most economical and efficient option. In areas where the network
component of consumer retail bills is high, grid operators will face government pressure to man-
age growth. Regulators may seek non-network options that have better financial returns. The rapid
deployment of customer self-generation, such as rooftop solar PV and very soon batteries are also
further complicating the work of planners and utilities in general. Consumer choices in response to
higher rates may render network upgrades stranded when these choices contribute to reducing the
peak demand that motivated the upgrade in the first place. This is a new element or rather its effect has
become more pronounced with the advent of more efficient appliances, solar PV, and energy storage.

Case Study: United Energy Partners with Demand Response
Provider to Use DR for Network Support

The Australian network services provider United Energy has entered a partnership with a
Demand Response Service provider Greensync to deliver a demand response and energy stor-
age project that will allow the deferral of a network upgrade in the Mornington, Peninsula. The
evaluation of the options to serve the constraint was done under a regulatory process designated
a Regulatory Investment Test—Distribution (RIT-D), which is managed for compliance by the
Australian Energy Regulator (AER). This process undertakes a cost-benefit analysis to ascer-
tain the net-present-value (NPV) of all proposed solutions whether they involve the building of
network assets or a non-network option, such as Demand Response. The network upgrade is
estimated at AUD$29.5 million for a need to deploy in 2022. Three alternatives were compared:
A pure network augmentation, a hybrid DR and network augmentation, and a generation (diesel
genset) network support. The winning hybrid DR comprises a DR service running for 4 years
starting in 2019 with load curtailment of 11.5 MW, growing up to 13.1 MW in 2022, followed
by network augmentation in 2022. Although not eliminating the need for the network augmen-
tation, this non-network demand response initiative will allow UE to delay having to build new
infrastructure to meet infrequent high demand in the area.

Although there are several cases of long-standing network support agreements with genera-
tors or large loads for network support purposes, this landmark project in Australia is the first
public regulatory project that has won by NPV value to deliver DR encompassing households,
small businesses, and community organizations, as well as large, medium and small loads for
network support [42,43].

The greatest value from demand management is realized when it can serve multiple purposes—
such as for the high-voltage grid, customer needs, and the distribution grid. The flexibility of demand
management to serve these purposes depends on the hours of availability and the trigger(s) used to
activate and, thus, harness the demand management. There is a likelihood that the accrual of these
benefits may occur at different times of the days, making the ability to meet multiple objectives
difficult to achieve.

The potential contribution that demand management can make to renewable energy development
should be noted. In the case of wind energy, a geographic wind resource may not be available dur-
ing peak demand periods. By matching that wind resource with DR during the period that wind is
unavailable, the wind resource may become more viable. Conversely, in periods of excess solar PV
generation in the distribution grid, bringing flexible loads (e.g., hot water heaters, pool pumps) to
consume that excess generation may allow for more solar PV to be deployed without resulting in the
need for network augmentation or the creation of a barrier for customers that wish to adopt the tech-
nology. To support high levels of intermittent renewables on the grid, demand management enables
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load to follow generation, instead of the traditional model of generation following load. The result
is a greater opportunity to replace higher marginal cost and less environmentally friendly resources
with a combination of wind (or solar) and DR.

The calculation of benefits for demand management usually depends on (1) whether it can be
dispatched (in contrast to voluntary response), (2) the certainty (predictability) of availability, (3) the
response times when it is called, and (4) the ability to verify its availability and its dispatchability
when called upon.°

The installation of interval metering has been one of the main enablers of demand management
and has brought about a greater certainty of demand management availability and performance.
Many states in the United States have begun to address demand management cost-effectiveness.’
California has decided that dispatchable demand management qualifies as resource adequacy,
which allows it to be more valuable.? This also means that dispatchable demand management can
qualify to provide grid ancillary services called operating (spinning and non-spinning) reserves and
emergency capacity.” Fast responding demand management may also qualify to provide instructed
energy,'® which is usually paid for at the highest energy market prices.

Case Study: PNNL Olympic Peninsula Project Saves Utility and Consumers Money

In 2004, Pacific Northwest National Laboratory (PNNL), in partnership with the Bonneville
Power Administration, started the Olympic Peninsula GridWise Demonstration Project, which
equipped over 100 households with advanced meters, as well as thermostats, water heaters, and
dryers that could respond to communications signals from the meter. The software used in the
pilot program enabled homeowners to customize devices in terms of choice of the desired level
of comfort or economy, to automatically optimize the level of power use based on dynamic
electricity prices that changed every Smin. This DR demonstration project yielded average
electricity bill savings of 10% for participants [44].

The project also provided benefits to the utility by reducing transmission congestion during
peak hours and the need to build additional transmission. This pilot project showed that the
Bonneville Power Administration could successfully defer additional transmission investment
for at least 3 years. Called “GridWise,” this demonstrated that intelligence-enabled appliances
can reliably and economically be used to alter load profiles in response to real-time price signal,
and reduce the need for peaking plants and additional capacity expansion.

3.6.7 BeyonD PEAK SHIFTING

The benefits of demand management go beyond mere peak shifting and many times include lower
overall levels of consumption—a conservation effect—as well as very large price reduction effects.

® The recent DR cost-effectiveness protocol highlights the following operational factors for DR: availability, notification
time, trigger, distribution, and energy price. These factors do not directly reflect the requirements to qualify for specific
CAISO markets or provide distribution load management, which seem essential for cost-effectiveness.

7 For example, see CPUC ALJ Hecht’s August 27, 2010, ruling in Rulemaking 07-01-041 (DR OIR) to provide guidance
on the scope and contents of the utilities’ DR applications. This ruling emphasizes a set of related topics: use of price
responsive DR, resource adequacy (planning reserve margin) requirements, integration with the wholesale market, inte-
grated demand-side management, load impact estimates, and cost-effectiveness metrics.

8 Resource adequacy has also been defined as long-term planning reserves, which are needed when other plants and trans-
mission lines do not operate, most typically because of “forced outage.”

 Operating reserves are short-term reserves to be used within 10 min, typically when generation or transmission outages

occur. Operating reserves come in two forms, spinning or “hot” reserves and non-spinning or “cold” reserves.

Instructed energy is provided by the CAISO’s electronic dispatch, which requires the generator to be available and

respond, and either rapidly increase or decrease generation output as needed.

S
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It is difficult to convey the economic impact of these benefits as they are complex to estimate and
are specific to each electricity control area. The Federal Energy Regulatory Commission (FERC)
in the United States reports over 50,000 MW in peak load reduction potential from its 2010 survey
[45], which is broken down as follows:

* Wholesale commercial/industrial DR potential increased from 12,656 MW in 2008 to
22,884 MW in 2010.

» Utility commercial/industrial DR potential increased by 23% from 2008 to 2010.

* Wholesale and commercial/industrial segments are over 80% of the DR potential.

» Residential DR potential is estimated to be over 7000 MW.

* Four DR programs (emergency response, interruptible load, direct load control, and load as
capacity resource) account for 79% of total U.S. peak load reduction potential.

This FERC report also summarizes the market barriers to greater use of DR that regulatory reform
may remove or significantly mitigate [45]:

* Disconnect between wholesale and retail markets—pricing is not consistent.

* Measurement and verification challenges with establishment and use of base-line levels of DR.

* Lack of real-time information sharing—retail entities do not share wholesale or distribu-
tion system-level information with customers.

* Ineffective DR program design—retail DR programs do not reflect wholesale market reali-
ties and benefits.

* Disagreements on cost-effectiveness analysis—the benefits attributable to DR.

The FERC'’s estimate of national DR potential broken out by region is shown in Figure 3.20. The
gap between business as usual (BAU), achievable participation in DR, and full participation in
DR is estimated. These differences reflect varying degrees to which barriers to DR adoption are
present.

While demand management at the industrial level has been in place in different forms for decades,
at the commercial and residential levels, it is relatively new. This is because industrial loads tend to
be larger and more concentrated, making them ideal candidates for curtailment during peak hours.
Utilities can easily cut large loads by making only a few calls. But curtailing such high-value loads
also risks greater economic harm. Demand management would allow low value, noncritical com-
mercial and residential loads to be turned off with less economic impact.

There are several evolving trends in the industry that hold promise for wider and more active
participation from commercial and residential consumers:

* Improved human interfaces: Among the many in-home displays recently released or
in development, an example is Intel’s Intelligent Home Energy Management Proof of
Concept. This features a vibrant OLED screen and integrates traditional thermostat fea-
tures with energy cost management (through connection with ZigBee compatible advanced
meters), home security system monitoring, tasks reminders, and media functions such as
video memos [46].

* Portability of human interfaces: Smart thermostats now can be controlled by an app on
the consumer’s smartphone and are available at all times to accept settings changes, giving
its users a variety of control options where the trade-off between cost and comfort can be
decided in advance.

* Lower-cost sensors and communications devices: Lower-cost sensors and communica-
tions devices will make it cost effective and faster to communicate between the utility and
the consumer through a variety of channels.
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FIGURE 3.20 Gap in demand management participation in the United States. (From National action plan on
demand response, Federal Energy Regulatory Commission, June 17, 2010, p. B-1, http://www.ferc.gov/legal/
staff-reports/06—17-10-demand-response.pdf.)

* Better energy management software: Google’s PowerMeter and Microsoft’s Hohm energy
management software may serve as predecessors leading to new tools for customers to
manage their energy use in an online, highly visual environment.

* Greater public awareness: Increased public education and concern about environmen-
tal and energy issues, especially in the past decade, have driven greater involvement in
personal energy use management and demand for information and control over emission
sources for both commercial and residential applications.

3.6.8 DEeMAND REeSPONSE IMPLEMENTATION

Key to the implementation of demand response management programs is an integrated set of
applications that enable both the utility and consumers to understand and have control over energy
consumption. At the utility level, economic DR programs are implemented that offer economic
incentives to customers to contain and/or shift their energy demands to better match system-level
demand with system supply resources. At the consumer level, home energy managers (HEM) or
smartphone apps provide real-time energy consumption information and optimize the operation of
connected appliances and energy management devices in the household. The primary objective is
not only to provide consumer applications and HEM devices that empower and allow better man-
agement of energy consumption without adversely compromising lifestyle but to also allow utilities
to optimize rate structures, reduce reserves, and allow greater economic flexibility in the near and
long term. Demand management may also be used to mitigate unexpected supply disruptions or
overload conditions. During such conditions, customers may be asked to curtail consumption on
short notice or utilities may use direct load control to shed consumer loads.


http://www.ferc.gov/legal/staff-reports/06�17�10-demand-response.pdf
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Demand management should not be limited to solutions that are able to suppress or shift demand
and alleviate peak load. The vision should be to provide a solution that goes beyond peak shifting
and provides flexibility and increased efficiency in managing overall demand. The solution should
match generation resources with demand from electricity consumers in an efficient, predictable
manner and incorporate the control, integration, and optimization of renewable and other DERs as
the adoption of these technologies increases.

The demand response management system (DRMYS) is the utility application that manages DR
capabilities from the utility down to the consumer. The DRMS also interfaces and operates with
other utility operational and information systems, such as EMS, DMS, OMS, customer information
systems (CISs), and billing. To be an end-to-end solution, a DRMS needs to have this level of func-
tionality at a minimum to provide real value to a utility.

First-generation DRMSs typically focus on functionalities needed to support peak shifting by
obtaining load information from the meter and statistically estimating load availability based on
customer enrollment and consumer historical data compared to the load forecast from EMS. Once a
DR event is selected, the DRMS sends a basic signal to preestablished groups of customers based on
the estimated amount of MWs required. In-home enabling technologies, such as smart thermostats,
in-home displays (IHDs), HEMs, and smart appliances, receive the signals and perform the load
management activities based on the consumer’s preferences. Two-way communications allow the
utility to measure the effect and verify consumer participation in demand management.

As load management technologies advance and the DRMS is integrated with more utility enterprise
applications, the DRMS enables the use of DR to support emergency response and virtual generation
capability in the EMS. Through aggregation, it estimates demand in near real time and can dynami-
cally select customer groups based on electrical nodes and resource availability. The DRMS also incor-
porates and accounts for distributed resources such as energy storage, wind, solar, and PHEVs.

The operations component of the DRMS contains all the critical applications for a utility to
manage and maximize resources for DR events. These applications include response estimation,
dispatch, aggregation/disaggregation, measurement and verification, and reports and analysis.

More recently, the concept of a Virtual Power Plant (VPP) has been used interchangeably with
DRMS, where the intended outcomes are the same.

3.6.8.1 Load Modeling and Forecasting

For most of the twentieth century, loads were quite simple to understand and represent, even as they
grew increasingly unpredictable over the years. The philosophy of power systems engineering is
that the purpose of the bulk power system is only to satisfy the load and not to question why it is
present or attempt to manage it directly. Consequently, load was treated largely as a boundary condi-
tion. In fact, very early electric system planners generally anticipated only three types of loads: con-
stant impedance loads from devices such as incandescent light bulbs, inductive loads from motors,
and system losses from cables and transformers. The times and quantities that were present were
quite easy to anticipate, and the system could easily meet the need to balance supply and demand by
having generators follow the load using voltage and frequency feedback signals.

As a result, with few exceptions, power engineers tended to downplay the significance of load
behavior. Load was treated largely as a static boundary condition, even when numerical simulations
made it practical to do otherwise. It made perfect sense to keep load a constant parameter in the
context of steady-state flow solutions or sub-minute dynamic simulations because (1) that is how the
system was operated, and (2) whatever uncertainty was present was both small enough and random
enough to be readily addressed by good dispatch practices and the existing feedback controls. At
every time scale in between, load behavior simply was not complex enough to warrant much con-
sideration beyond basic forecasting needs.

The first hint of the potential significance and complexity of load behavior came with the cold
load pickup problem. This problem arises after prolonged power outages where all thermostatic
loads have settled well outside their normal control hysteresis bands and load patterns have lost
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diversity. When the power is turned back on, all these devices turn on simultaneously, causing a
surge in demand that can far exceed the demand prior to the power outage and even exceed the
maximum capacity of the system (which is why it can take several days to restore full service to
all customers after a major system outage). This phenomenon is also observed in load curtailment
rebounds, which are similar in nature although not generally as severe.

But, it was not until the advent of smart grid technology that power engineers came to seriously
consider the potential role that loads could play in meeting system needs. It was realized rather
quickly that loads exhibit behaviors that are not simply detrimental to the system, such as cold-load
pickup or load curtailment rebound. The same phenomena that give rise to adverse behaviors might
also be used productively to support strategies such as bulk system underfrequency load shedding
at the end-use level (instead of at the neighborhood level), distribution system undervoltage support,
or support of intermittent renewable generation, such as wind and solar.

Economies of scale, regulatory barriers, customer expectations, and a strong preference for cen-
tralized command and control in vertically integrated utilities have made it far easier to govern a
few large generators than many small loads. So for more than one hundred years, the system was
controlled exclusively from the supply side. Understanding load behavior was unnecessary, and with
remarkably few exceptions,!! it remained largely an academic question.

The introduction of smart grid technology, the growth of intermittent renewable generation
resources, the surge of local DG such as rooftop solar PV and the advent of intelligent load controls
have converged to make loads potentially an equal partner in the electric system’s physical and eco-
nomic operation. As a result, load modeling has become an increasingly important consideration in
the design and operation of smart grid technologies and in the debate about how to host and enable
the implementation of renewable resources.

To understand how loads respond to changes in circumstances, utilities must begin by understand-
ing how loads behave in general. Load behavior analysis and modeling require subdividing loads into
the main classes that influence the kinds of behavior observed. Primary among these taxonomies is
the economic nature of the load, namely, residential, commercial, industrial, and agricultural. For
smart grid purposes, residential and commercial loads are the most challenging and interesting. In
contrast, industrial loads are not the focus because they have individual characteristics that can be
difficult to model, and agricultural loads because they tend to be simple in comparison.

In addition, at least from the perspective of electric system modeling, it is vital to identify the
degree of electrification of the load itself. Electrification is typically characterized by end use, that
is, the type of device that meets an electric customer’s needs. Not all devices use electricity to sat-
isfy the demand for goods and services, and the fraction of those that do varies according to factors
such as geography, demographics, regulatory policy, and long-term expectations for energy prices
for the fuels, if any, needed by the various prime movers, for example, steam, water, wind, sun.

Finally, intermittent availability of lower-cost fuels, particularly those that are relatively uncor-
related with electricity prices, can make multifuel systems economically advantageous. From the
standpoint of load behavior, these can either be implemented as direct-delivery systems, such as
solar water heaters, or be mediated by electricity delivery systems, such as rooftop PVs. The avail-
ability and behavior of these systems can influence load behavior as well.

Smart and efficient execution of demand management commands relies strongly on smart mea-
surement and analysis of consumer and market data. Different portions of end-user consumption
level are qualified for various demand management programs, such as interruptible load, direct load
control, or demand dispatch. Metering of individual consumer load consumption versus an aggre-
gate measurement of the consumer total load provides detailed knowledge on the consumer habits
and consumption patterns and enables a more appliance-oriented DR approach with a higher chance

' One notable exception was the advent of DSM programs focused on energy conservation. These programs address the
problem of load growth through conservation measures, such as efficient appliance retrofits and consumer education. To
this day, DSM programs remain effective at controlling the net rate of load growth.
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of success. This would require smart and efficient analysis of the raw data to extract meaningful
information from it for DR purposes. Various estimating and forecasting techniques can be used to
develop a reasonably accurate model for consumer demand and provide a forecast for its demand
during the future time intervals. The sensitivity of the consumer to the electricity prices can be
incorporated into the model to reflect the response of the consumer to demand management events.
More complicated econometric models can be developed to account for the qualitative data, such
as the personal habits of the individual consumer toward DR events. These models can determine a
probability value by which an individual consumer may comply with a demand management event
issued by the utility, and if proved reliable, they become part of statistical reliability. This informa-
tion proves to be very useful in validating the demand management event and determining whether
extra measures are necessary. Matching this information with electricity market prices, from the
full set of separate market elements, is an additional challenge.

Traditionally, DR programs have been offered to the customers as a set of fixed options with pre-
set terms and conditions. The customer would then pick the program that fits his/her needs the best.
There are several attributes that are directly associated with each program, such as the maximum
duration of the demand management event, the maximum number of times a demand management
event may be issued in a year/month, and the maximum number of consecutive days a demand
management event may be issued. Other attributes are more related to the consumer, for instance,
the minimum notice for the event. All these attributes could make a difference in the comfort level
of the customer participating in the corresponding programs and, therefore, impact the acceptance
and success of the program.

With proper modeling of the customer load patterns and habits, it is possible to customize the
programs to tailor these attributes to fit customer needs and habits. This will create a wider and
more flexible set of program terms and incentives for selection by the customer. More choices can
lead to higher customer program participation. With additional choices, a consumer may view the
process of selecting the suitable programs confusing, making the selection difficult or even risky.
This issue could be buffered via a mechanism that utilizes consumption patterns and habits of
individual consumers to propose an optimal program selection to the consumers to create mutual
benefits for both parties.

3.6.8.2 Price Signals

Consumer DR can be controlled using price signals. Different rates at different times, implemented
effectively, can drive desired end-user consumption behavior. However, unlike the availability cost
of other services, such as airfare or hotel rooms, currently the typical electric price to the residential
customer is “one size fits all.” Such a price offers no reduction for conservation and no premium for
consumption during peak periods. While utilities across the country have used these types of pric-
ing mechanisms to differing extents for some time now, AMI technology paves the way for much
greater adoption of dynamic rates and pricing signals for all customer classes—"“smart meters”
enable “smart rates.” As with any control system, utilities can employ either an open-loop strategy
or a closed-loop strategy. An open-loop price-based control strategy generally relies on time-vary-
ing prices with the expectation that higher prices lead to lower loads. Several types of open-loop
pricing strategies are commonly found and are distinguished by the rates or tariffs they use. Each
rate is designed to elicit a different response from customers.

Time of use (TOU): TOU rates have existed in some countries for many decades because they
are simple to implement and meter. The peak-time schedule is typically determined seasonally,
and it sometimes has a “shoulder” rate that is an intermediate rate between the off-peak and on-
peak rates.

Critical-peak pricing (CPP): CPP is like TOU pricing, but instead of having a daily schedule, the
CPP is declared only on the few days the utility expects peak conditions to prevail. For this reason,
the price on critical peak is usually very much higher than the standard rate. It is not unusual to find
the CPP rate is >10 times the standard rate.
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Peak-time rebate (PTR): PTRs are like CPP rates, but instead of charging customers more, the
rebate works by refunding customers who reduce load on peak. Unfortunately, it is often difficult to
determine the savings precisely for any given customer, and solving this problem can lead to com-
plexity in the program implementation.

Dynamic pricing (DP) or real-time pricing (RTP): DP or RTP works by sending customer prices
that reflect, to some extent, the variations in prices seen at the wholesale level. Unfortunately, because
the fluctuations in wholesale prices can be unpredictable and vary as frequently as every 5min,
RTP can be difficult for customers to respond to without special hardware. RTP is a closed-loop
price-based DR control strategy. The implementation of RTP can be difficult to understand, but its
flexibility and scalability are very important attributes that have led to growing interest in its use.
RTP systems may require DR equipment to be installed in the customers” homes. The fact that prices
change in periods as short as 5 min means that customers cannot be expected to respond all the time.
Some may contend that customers will not accept price change more frequently than hourly. For
this reason, RTP systems include devices that can respond to prices and interact automatically on
behalf of the customer. One very important caveat for RTP is that a customer’s subscription must be
voluntary. Some customers may have load shapes that are particularly ill suited to RTP because the
unresponsive part of their peak load is highly coincident with peak price. In contrast, other custom-
ers may have highly responsive loads on peak and may be able to provide a load of flexible DR to the
utility. At the other end of the scale, some customers may not have enough demand on peak for the
cost of the RTP system to be justified, and utilities must retain the ability to exclude certain customers
from using RTP when they would essentially be free riders or not viable as a DR resource.

From a utility planning and operation perspective, predicting the demand curve for RTP presents
an additional challenge, particularly in response to a price disturbance after which the demand
response resource may be depleted. From a first-principles approach, there is evidence supported by
field demonstrations using transactive control systems [47,48] that the random utility model [49] best
describes the demand curves of thermostatically controlled loads that respond primarily to short-
term real-time price fluctuations [50].

This demand curve is illustrated in Figure 3.21. In addition, the elasticity of demand is shown,
and it is apparent that the maximum elasticity of demand in the short term is not necessarily found
in the equilibrium price and quantity. Deviations from the equilibrium point give rise to signifi-
cantly reduced short-term demand elasticity and can be expected to result in reduced responsiveness
in subsequent dispatch intervals.

Regardless of the specific pricing mechanism proposed by a utility, there are two fundamental
implications of these changes:

* More active involvement on the utility’s part in helping customers understand what they
can do to reduce their usage
* More active involvement on the customers’ part in what they use and when they use it

Smart grid is more than simply new technology. It will have a significant impact on a utility’s pro-
cesses. Perhaps more importantly, it is also about the new information produced and made available
by these technologies and the new customer-utility relationship that necessarily emerges because of
these technologies. A critical element of this new relationship is “decoupled rates.” Decoupled rates
break the linkage between what a utility charges for power delivery and how much energy the end
user consumes. While the costs of generating power are clearly a function of usage, the cost a utility
incurs to provide a power delivery system has little to do with how much energy an individual cus-
tomer typically uses. Public, regulatory, and local government interest in renewable energy sources
and DSM programs has never been higher. However, until new pricing mechanisms such as “decou-
pling” become more common, utilities will continue to have a financial disincentive to encourage
their customers to use less of their product. Greater alignment between the end user and the utility
interests will result in greater reductions in energy consumption (and emissions).
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FIGURE 3.21 (a) Demand curve and (b) short-term elasticity of thermostatic loads responding to real-time
prices for a nominal case with 1 =—-0.037.

3.6.8.3 Demand Dispatch

With few exceptions, utilities today rely on manual processes, spreadsheets, and independent
software applications to decide if, when, and how much demand resource is needed to support
forecasted demand requirements. The demand dispatch application in the DRMS is a decision
support tool that provides utilities with recommendations as to when to initiate a DR event and
how many customers to include in the event. The demand dispatch tool determines the opti-
mal schedule and resource mix, considering generation costs and the impacts of the rebound
effect when providing recommendations for how much DR to request for each given period. The
demand dispatch tool should consider optimal dispatch of demand across multiple customer types
and pricing programs.

3.6.8.4 Consumer Response Estimation
Load response can be separated into two distinct behaviors: one behavior is a one-time irrevers-
ible behavior, for example, a person turns off the lights when leaving home; the other behavior is
reversed later, for example, a person defers doing a load of laundry until the next day. Some load
responses have both. For example, lowering a thermostat by 2°F for 8h every day will reduce the
heating energy consumption in the short term. But the load will experience a recovery period during
which some of the energy savings are lost when the thermostat setting is raised back up again. A
comparison of the reversibility of different residential load responses is shown in Table 3.6.
Irreversible load responses reduce overall energy consumption by the amount of load that
responds. Irreversible load response is simply a change in the load shape, which results in a net
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TABLE 3.6

Residential Load Response Reversibility

Irreversible Responses Reversible Responses
Lighting controls Heating and cooling thermostat schedules
Cooking/heating fuel switch Washer and dryer deferral

Heating and cooling thermostat setback Refrigeration and freezer defrost deferral

Energy efficiency retrofits

reduction of both energy and maximum power, as illustrated in Figure 3.18a. Most irreversible load
responses require a one-time investment, and the benefit is typically enduring. However, some load
responses, such as consumer awareness programs, may appear to be irreversible over the short term,
but in fact decay in the long term.

Reversible load response is a change in the load shape that results in a change in maximum power
but no net change in energy consumption, as shown in Figure 3.18b. This behavior is typical for ther-
mostatic loads, such as heating and cooling systems. These responses are often called load shifting
or deferral. Preheating and precooling are also reversible load responses, but with the opposite sign
(i.e., load increase precedes load decrease).

Reductions in consumer real power consumption are typically associated with energy efficiency
programs; that is, reducing real power consumption reduces energy consumption for non-thermo-
static loads such as motors and lights. In some cases, though, reduction of real power can also reduce
peak load, which, from a smart grid perspective, may result in deferred capacity expansion. One
caveat is important for thermostatic loads: reduction in real power typically results in increased duty
cycle or run time and does not result in reduced energy consumption. This can affect the saturation
load (the load at which diversity disappears) and contribute to increased adverse load behavior asso-
ciated with loss of load diversity, such as the onset of load rebound and real-time price instability.

Many existing direct load control programs do not enable utilities to accurately estimate how
much load reduction they will obtain when an event is initiated. As a result, a common strategy is
to send a signal to a larger subset of the population to ensure the necessary reduction is met. The
impact of the event is evident at the system level; however, there is no direct feedback from premises
and very little learning on the impact from one event to the other, making the planning and execu-
tion of demand management very inefficient. The lack of feedback also makes estimation of the
potential rebound effect after the demand management event more difficult, making the grid vul-
nerable to a subsequent rebound peak or operational instability. The response estimator function in
the DRMS determines the amount of MW and MWh available for DR over a time frame of interest,
including the estimated rebound effect. In addition, this estimation can be tied to existing load fore-
casting tools since there is direct correlation between the two. The response estimator evaluates the
likely response from participating homes, as well as their associated probabilities of participation.

3.6.8.5 Aggregation/Disaggregation

Aggregation is a necessary component of the response estimator application. The aggregation func-
tion determines the total DR available based on customer participation and availability. The aggre-
gation function collects up-to-date metering data from each of the applicable premises to enable as
accurate an assessment as possible of the current load state and potential for DR. The disaggregation
function identifies the participating customers for each pricing event.

3.6.8.6 Measurement and Verification

As utilities initiate demand management events, there is little feedback to measure the extent to
which an event is successful. Customers may have participated in their demand management pro-
gram, or they may not have participated due to an endless range of possibilities. This function in
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the DRMS calculates baseline customer load profiles according to contractual terms and verifies
reductions/changes in load from their profile for billing purposes. This information can be tied into
autility’s CIS to facilitate accurate billing and rewarding for participation in demand programs. The
application also validates the probabilities of participation, expected load change, and anticipated
rebound effect as estimated by the response estimator application.

3.7 ENERGY RESOURCE CHALLENGES
3.71 DERs

Distribution systems were not designed to accommodate active generation and storage at the dis-
tribution level. Even though DERs can be connected anywhere on the distribution system (substa-
tion, primary feeder, low-voltage or secondary feeder, customer premises), their size and location
have the most impact on the distribution system. Some factors to consider include bidirectional
power flow, short-circuit current levels, system losses, reactive power flow, impact on lateral fusing,
reverse power flow, islanding, and voltage and frequency control. The technologies and operational
concepts to properly integrate DERs into the existing distribution feeders need to be addressed with
smart grid solutions to avoid negative impacts on system reliability and safety.

There are several types of DER interconnection systems. They can be divided into two main
groups:

e Inverter-based systems—These systems are used in batteries, fuel cells, PV, microturbine,
and wind turbine applications. Some systems, such as batteries, fuel cells, and PV, gen-
erate DC power, and an inverter is required, which is a bidirectional DC/AC converter.
Microturbines generate AC power with a high frequency that is typically converted to DC
and then back to AC 50/60 Hz.

» Systems that run parallel to the distribution system and interconnection system that require
synchronization with the common bus—These systems are typically used for load peak
shaving, emergency power supply, and cogeneration.

Every DER system consists of the following major parts:

* Prime mover—This represents the primary source of power. There are several prime mov-
ers available today, such as reciprocating engines, microturbines, wind turbines, PV sys-
tems, fuel cells, and storage technologies.

* Power converter—This represents the way that power is converted from the prime mover
to the electrical output of the DER. Synchronous generators, induction generators, double-
fed asynchronous generators, inverters, and static power converters are examples of power
converters.

o Transformer, switches, relays, and communications devices—These devices enable the
connection and protection of the DER on the distribution system and vice versa.

Studies and operating experience indicate that it is easier to integrate PV solar and wind energy into
a power system where other generators are available to provide balancing power, regulation, and
precise load-following capabilities. The greater the number of intermittent renewable generation is
operating in each area, the less their aggregate production is variable. Typical T&D system-related
problems with high penetrations of DER [51] (greater than 20% of load) include the following.

3.7.1.1 Standards

Most small- and large-scale distributed renewable generation resources are currently governed by
the IEEE (Institute of Electrical and Electronics Engineers) 1547 [52] set of standards that include
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references to UL1741 for interconnecting to low voltage networks. Some countries, like Australia
and New Zealand, have their own set of standards, such as AS 4777. IEEE 1547 standards were
developed toward the end of the 1990s when DG, especially distributed PV and wind generation,
was at very low penetration levels. IEEE 1547 describes the interconnection issues of DG resources
in terms of voltage limits, anti-islanding, power factor, and reactive power production mainly from
a safety and utility operation point of view.

There are, however, concerns on some of the practical impacts of the IEEE 1547 standard on dis-
tribution feeder design, operation, and safety. These include reactive power injection, voltage regu-
lation, low-voltage ride-through (LVRT), and power quality of high levels of inverters penetrating
the distribution network without any coordinated control. Currently, there are several IEEE standard
groups working on different application notes and setting the requirements for a future update on
IEEE 1547. Larger wind generation facilities above 10 MW are now required to have LVRT capabil-
ity to increase system reliability. New-generation interconnection requirements have been adopted
by FERC as part of the FERC Order 661, docket RM05-4-0000 Notice Of Proposed Rulemaking
(NOPR), mainly for large wind and solar power facilities, larger than 20 MW. These provisions are
updated and adopted as Appendix G to the Large Generator Interconnection Agreement (LGIA)
[53]. FERC also now requires renewable energy plants to be able to provide sufficient dynamic
voltage support and reactive power if the utility’s system impact study shows that it is needed to
maintain system reliability. This implies that wind generators should have dynamic reactive power
capability for the entire power factor range.

Currently, there is also an industry-wide initiative on the Smart Grid Interoperability Panel [54].
This initiative is coordinated by NIST and EPRI. The main purpose of this panel is to develop inter-
connection and communications requirements for DERs, including PV, energy storage, and demand
response. Some of the communication and protocol profiles for PV generation and storage systems
include DNP3 (Distributed Network Protocol) and IEC 61850, but other standards are emerging,
such as the Sunspec Alliance and Manufacturing Enterprises Solutions Association (MESA), for
energy storage. The purpose of defining a standard communication profile is to make it easier to
interconnect and operate DERs with increased security levels.

3.7.1.2  Intermittency and Dispatchability

PV and wind capacity factors (average output power as a ratio of maximum output power) typically
range from 15% to 30%. Due to the fluctuating and uncontrollable nature of wind and PV power,
their power generation must be balanced with other very fast controllable energy sources. These
include gas, hydro, or renewable power-generating sources, as well as fast-acting energy storage,
to smooth out fluctuating power from wind generators and increase the overall reliability and effi-
ciency of the system. The costs associated with capital, operations, maintenance, and generator
stop-start cycles must be considered.

In most urban regions, PV flat-plate collectors are predominately used for solar generation and
can produce power production fluctuations with a sudden (seconds time scale) loss of complete
power output. PV generation penetration within residential and commercial feeders is approaching
4-8 MW per feeder. During cloudy and foggy days, large power fluctuations are measured on the
feeders with high penetration levels and can produce several problems—voltage quality, protection,
uncoordinated reactive power demand, and power balancing [51]. Cloud cover and morning fog
require fast ramping and fast power balancing. Furthermore, several other solar production facili-
ties in close proximity on the same electrical distribution feeder can result in high levels of voltage
fluctuations and even flicker on the feeder. Reactive power and voltage profile management on these
feeders are common problems in areas where high penetration levels are experienced. Feeder auto-
mation and smart grid communications are, therefore, crucial to solve these intermittency problems.

IEEE Std. 1547 states that each DER unit or DER aggregate of 250 kVA or more shall have provi-
sions for monitoring its connection status, real and reactive power output, and voltage at the point
of DER connection. Monitoring the exchange of information and control for DER systems should
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support interoperability between DER devices and the distribution system. Use of standard com-
mands and protocols and data definitions enables this interoperability. In addition, this reduces costs
for data translators, manual configuration, and special devices. DER can be dispatched as a unit
for energy export as needed, according to a certain schedule, during peak periods, shut down for
maintenance, used for ancillary services, such as load regulation, energy losses, spinning reserve,
voltage regulation, and reactive power supply.

3.7.1.3 Voltage and Reactive Power

Electric distribution systems were designed for one-way power flow—from the substation down-
stream to the customers. In such systems, voltages are highest at the substation, and they are the
lowest at the end of the line. However, this assumes that there are no distributed energy sources on
the distribution system. Depending on the size of DERs and their placement on the feeder, it is pos-
sible to have the voltage at the end of the line to be higher than the voltage at the substation.

Reactive power management and coordination on feeders were not designed for high DER
penetration levels. Due to PV and wind power variations and required ramp rates larger than 1
MWr/s, fast-acting reactive power sources should be employed throughout the feeders and network.
Reducing system losses represents one of the main challenges of a power utility today. Utilizing
DERs reduces system losses if DERs are properly sized and placed. To obtain the maximum loss
reduction in a radial distribution circuit with DERs, the DER must be placed at a position where
the output current of DER is equal to half of the load demand. The reason for this is that the dis-
tance that power must travel from sources to loads is minimum, which, in turn, minimizes losses.
However, if the DER is too large, then it will cause feeder losses to increase.

Voltage regulation in distribution power networks is specified in the ANSI C84.1 standard, where
a nominal voltage of 120V is the standard for a residential consumer supply, with allowable devia-
tions of £5%. The standard describes the process and equipment that is needed to keep the voltage
within the limits. According to IEEE Std. 1547, “The DER shall not actively regulate voltage at
the PCC (point of common coupling). The DER shall not cause the Area EPS (distribution system)
service voltage at other local EPSs to go outside the requirements of ANSI C84.1 standards.”

DER significantly impacts voltage regulation and relay protection schemes. Voltage on MV
(medium voltage) distribution networks is controlled by voltage regulators and capacitor banks, but
LV (low voltage) feeders typically have no voltage control. The voltage drop depends on the wire
size, type of conductor, length of the feeder, loads on the feeder, and power factor. DER can affect
the voltage on distribution feeder in several ways. If DER power is injected into the distribution
system, then it will reduce the amount of current needed from the substation for the load, thus auto-
matically reducing the voltage drop. If DER supplies reactive power, the voltage drop will also be
reduced. If DER absorbs reactive power, the voltage drop will increase. Most existing PV inverters
do not provide reactive power and voltage support capability and do not have LVRT (low voltage
ride-through) capability.

If there is a feeder with a voltage regulator that uses line drop compensation, and there is a large
DER located downstream of the voltage regulator, it is possible that that the DER can supply most
or all power to the load on the feeder, and it might also be capable of supplying the load upstream
from it. If the voltage regulator cannot detect reverse power flow, then the voltage regulator assumes
that the feeder is lightly loaded and will produce a voltage change that is opposite from what control
algorithm expects. Voltage regulators should include a reactive bidirectional mode to operate cor-
rectly with DERS in reverse power flow scenarios.

Small-scale DER devices are mostly single phase. Injecting power will have an effect only on
one phase, and the voltage difference can change between the phases, thus creating highly unbal-
anced phase voltages. This unbalance can exist even if the voltages are within ANSI C84.1 range. To
alleviate this problem, the DER can be connected to the phase with the most load, and transferring
single-phase load from the highest loaded phase to the other two phases. However, this brings addi-
tional cost to the utility to rebalance the load along the phases every time one or more consumers
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connect a DER (e.g., install solar PV on the rooftop). In areas of the world where the LV distribution
system serves 50—150 customers, voltage unbalance is becoming a significant problem.

DER devices (e.g., wind or solar) can be very unpredictable, and their output can be intermittent.
The output of DERs can change rapidly, and this can cause voltage regulating devices to operate
excessively. Most of these devices have a daily maximum limit in the number of operations. One
solution is to change the time delay settings on voltage-regulating devices to provide better coordi-
nation with DER.

3.7.1.4 Protective Relaying

Short-circuit current levels on the distribution system vary greatly with respect to impedance of the
feeder and length of the conductor. The addition of DER affects the levels of short-circuit currents,
thus inadvertently affecting relay settings. One measure that is of interest is the ratio of the rated out-
put current of DER with respect to the available short-circuit current at the POI (point of interconnec-
tion). For DERs on feeder primary voltage levels, if this ratio is 21%, then DER will have noticeable
impact on voltage regulation, power quality, and voltage flicker. If the DER is on the secondary or
low-voltage level of the feeder, a ratio of <1% can have major impact on secondary voltage.

The integration of DER may lead to reverse power flows through feeder sections and substations.
The distribution grid, in general, has not been designed, built, and is not prepared for bidirectional
power flows. It has been a long-standing practice of utilities to protect feeder lateral circuits with
fuses. Utilities generally use two philosophies for protection coordination, fuse clearing and fuse
saving, and in some case, a combination of both—fuse clearing where fault currents are high and
fuse saving where fault currents are moderate to low. For the case of fuse saving, relays on sub-
station breakers and upstream feeder reclosers trip before the fuse blows. The breaker must trip
before the fuse starts to melt. Depending on the severity of the fault, these schemes sometimes
cannot operate correctly. DER causes fuse saving schemes to be even more complex because of the
increased fault currents. In addition, DER increases the fault current level through the fuse, but not
necessarily through the substation breaker or feeder recloser. Furthermore, the addition of DER
causes issues with fuse-to-fuse coordination. Choosing correct fuse sizes, relay settings, and DER
tripping settings can alleviate this problem, but may not be optimal.

A critical component of protective devices on distribution networks is overcurrent relays. These
relays have instantaneous and time-delayed settings, which cause the distribution breakers to trip if
fault current levels have been exceeded. In addition, on 34.5-kV long distribution lines, sometimes
distance relays that are overcurrent relay supervised are used because it might be hard to distinguish
between the high-load currents and low-fault currents. The commonality between all these relays is
that they are designed and built for one-way flow. However, reverse power flow can cause protection
devices to misoperate. Additional impacts on protection systems are modification of the sensitivity
of protective devices, such as circuit reclosers and relays due to the feeder load offset effect of DER,
particularly for the case of large DER, and potential overvoltage issues during unintentional islanding
conditions.

Smart grid technologies can play an important role in mitigating these impacts, for instance, by
using adaptive protection systems, which allow the settings of protective devices to adapt to the
varying system conditions, either feeder loading and configuration, or DER output. Most important
is to recognize the need for distribution protection systems to evolve; this is expected to become
more important as the penetration level of DERs and other smart grid technologies increases. As the
complexity of operating the smart distribution system increases, the need for replacing conventional
protective devices, specifically fuses, will also increase. It is likely that the distribution grid of the
future will be similar to modern transmission systems, from a protection system standpoint.

3.7.1.5 DER Placement

Substations represent the strongest point of the distribution system. Placing DER in the substation
represents less of a challenge for the distribution system since DER acts as another power source.
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The only additional requirement is the modification of protection and control schemes that will
account for the addition of DER. However, if capacity of the DER is greater than 15%—-20% of the
substation load, then additional issues arise, such as voltage regulation, equipment ratings, fault
levels, and protective relaying. If capacity of the DER is close to the substation load, then issues will
arise with voltage regulation on the transformer tapchanger since the transformer tap changer will
see a light loading and will not boost the voltage appropriately, thus causing the low voltage at the
end of the line. If the capacity of DER is larger than substation load, then it will export power into
the transmission system, thus creating additional protection and control issues.

The distribution system has a higher impedance on primary feeder lines, so DER placed any-
where on distribution lines will have more influence on the system than comparable DER placed in
the substation. DER placed on the feeder can cause reverse power flows, and it requires additional
protection and/or control equipment. Generally, security and safety of all protective devices may be
compromised if DER causes fault levels to change by >5%.

3.7.1.6 Intentional and Unintentional Islanding

Islanding happens when part of the utility system has been isolated by operation of one or more
protective devices, and DER that is installed in that isolated part of the system continues to supply
power to the customers in that area. This is a very dangerous operating condition for several reasons:

* DER might not be able to maintain proper system parameters, such as voltage and fre-
quency, and can damage customer equipment.

e The islanded area might be out of phase, so the utility system might not be able to recon-
nect the islanded area.

* There are safety issues with utility personnel working on downed lines that can be back-fed
from DERs.

* Improper grounding can lead to high voltages during the islanding.

DERs that can self-excite are capable of islanding, while non-self-exciting DERs can island only if
certain conditions have been met. There are two main techniques that are used to prevent islanding:
frequency regulation and voltage regulation. During normal operation, frequency and voltage are
fluctuating within certain ranges. For frequency, the settings are set to anywhere from 0.5 to 1.0Hz
from nominal frequency of 60 Hz. Allowed voltage variations are 120+6V at the customer meter.
Thus, having frequency, undervoltage and overvoltage protection can prevent islanding.

An additional issue is reconnection of lines when attempting to clear faults. When a fault occurs
on a feeder with DER, breakers trip, and depending on the reclosing sequence, they can reclose up
to three times to attempt to clear the fault. IEEE Std. 1547 recommends DER to trip before any
breaker reclosing occurs. After the DER trips off-line, for safety reasons, it is not advisable to have
control logic programmed such that DER reconnects to the system immediately after the normal
power supply has been established. DER should only be allowed to be reconnected after the voltage
and frequency have returned to their normal limits. There are, however, some situations when the
load on the island is balanced with the DER output. In that case, several techniques, such as voltage
shift and frequency shift, are used to detect islanding. This protection should operate within a few
seconds after islanding has occurred.

3.7.1.7 Frequency Control

Small-scale DER itself cannot control or change the system frequency. Large-scale (MW-size) DER,
depending on the size and regulatory framework, may be allowed to provide ancillary services.
Potentially, the wide-area controllability that can be achieved via smart grid technologies can allow
the implementation of the “virtual power plant” concept, which consists of the aggregated and coor-
dinated dispatch, and operation, of many DERs (either small-scale, medium-scale, or utility-scale),
may allow this type of ancillary service. Similarly, the implementation of the microgrid concept
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requires the availability of DER with frequency control capability; This can be accomplished by
means of distributed generation, the combination of intermittent distributed generation and storage,
or using only distributed storage.

3.7.1.8 Power Quality

Fluctuations in PV and wind power production result in large-voltage fluctuations, as well as volt-
age flicker and other power quality issues. Potential impacts of DER integration are voltage rise,
voltage fluctuation, flicker, voltage unbalance, voltage sags and swells, and increased total har-
monic distortion (THD). In addition, when large numbers of small-scale DERs (e.g., rooftop solar
PV) are connected to low-voltage feeders, they will change the voltage dynamics by increasing the
voltage during low-load (e.g., in residential systems when occupants are away during the day) and
high-generation conditions, since when a DER is supplying power to the grid, its inverter raises the
voltage at the point of connection. This high voltage can lead to inverter (and DER) disconnect, as
well as potential customer load damage. Furthermore, extreme PV intermittency due to cloud cover
may lead to rapid voltage fluctuations; this has motivated some utilities to require the evaluation
of potential flicker impacts as a requisite for authorizing DER connections. Voltage unbalance can
be accentuated by large penetration levels of single-phase DER, particularly if different technolo-
gies and capacities are used, and if they are connected to different phases of the power distribution
grid. Voltage sags and swells can be the consequence of fault current contributions and sudden
connection and disconnection of utility-scale DG. Increased harmonic distortion may be caused
by electronically coupled DERs; noting that even though individual inverters may comply with
standard requirements pertaining to harmonic injection, it is the interaction and cumulative effect
of harmonics produced by many inverters that could have a negative effect on feeder total harmonic
levels. As previously indicated, smart grid technologies and intelligent control of DER inverters can
help alleviate issues related to voltage rise, voltage fluctuation, and intermittency. Other issues, such
as voltage sags and swells due to larger fault currents, may be mitigated using, for example, fast
reacting fault current limiters. Issues related to increased voltage unbalance and harmonic distortion
should be addressed in the planning stage of the smart grid, where maximum penetration levels and
location of DER must be carefully evaluated. Another potential and more complex solution is the
coordinated dispatch of these technologies via the virtual power plant concept.

3.7.1.9 Equipment Loading, Maintenance, and Life Cycle

In the same way that low-to-moderate penetration levels of DER (either conventional or intermit-
tent) reduce equipment loading, moderate-to-high penetration levels or a condition that leads to
reverse power flow may increase equipment loading up to a point where this can become a concern
from an equipment rating perspective and lead to equipment overload. Similarly, the interaction
among intermittent DER (PV and wind) and voltage control and regulation equipment, such as
load tap changers (LTC), line voltage regulators, and voltage-controlled capacitor banks, may lead
to frequent operation of this equipment (frequent tap changes and status changes). This, in turn,
increases maintenance requirements, and, ultimately, if it is not properly addressed, it may impact
equipment life cycles. The smart grid plays a key role in this regard with advanced monitoring, con-
trol and diagnostic capabilities. Energy storage and dynamic Volt/VAr control and compensation
using smart technologies, such as inverters and flexible AC distribution systems (FACDS), allow for
the mitigation of potential voltage and power flow impacts due to intermittent DG.

3.7.2  ELecTRIC VEHICLES

3.7.2.1 Charging

PEVs (plug-in EVs—PHEYV and BEV) have the potential to improve multiple facets of the trans-
portation sector. However, for PEVs to have a significant positive impact on the transportation
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sector, a substantial fraction of the vehicle fleet must be converted to PEVs. Any significant con-
version of this type will impose a large demand on the electric sector if not properly administered.
Therefore, to realize transportation improvements on a grand scale without creating concurrent
electrical problems, changes in the electric and transportation sectors must be collaborative and
occur concurrently.

The charging of PEVs is the most important interaction between electrified transportation and
the electric grid, and is the area in which smart grid technologies can provide tools to integrate
the two sectors. Plug-in vehicle charging is divided into two main categories: “smart” charging,
and unconstrained charging. Unconstrained charging is the simplest form of plug-in vehicle charg-
ing and allows the vehicle owner to plug in at any time of the day without any limitations [55].
Constrained charging is defined as any charging strategy in which the electricity provider and vehi-
cle can coordinate charging strategies to maximize the economic efficiency of vehicle charging.
PEVs currently charge without control or restriction from the utility. Due to the current low volume
of vehicles, this has a low impact on the electric grid [30,56]. However, most research to date has
shown that as PEVs penetrate the market, unconstrained charging will need to be replaced with
some level of constrained or “smart” charging to reduce the possibility of exacerbating peak electric
demands [55,57]. Studies have shown that “smart” charging can potentially permit replacement of
at least 50% of the traditional vehicle fleet with PEVs without the need to increase generation or
grid capacity. Larger penetrations also present opportunities for the electric sector to regulate the
system more effectively, resulting in more uniform daily load profiles, better capital utilization, and
reduced operational costs [55,57].

The most prevalent strategies currently being pursued to implement smart charging are as follows:

* Financial (TOU pricing, critical peak pricing, real-time pricing)—Charging different
rates at different times of the day to incentivize users to change their behavior

* Direct (delayed charging, demand response)—Curtailment of charging activities, enabled
by smart charging chips or charger-side intelligence in a demand-response type program

* Information based (home area network, smart meters, and displays)—Giving users infor-
mation and signals to help them make informed decisions about the cost and impact of
charging on the grid [55,56,58,59]

Due to the variation in the energy sources used throughout the electric sector, some charging strat-
egies may prove more advantageous and effective than others. All the “smart” charging strategies
require some level of communication between the PEV, vehicle owner, and the electricity provider
or grid system operator. For direct and financial smart-charging strategies, the plug-in vehicle or
owner must be able to receive and process pricing and/or power control signals sent by the elec-
tricity provider [57]. More advanced charging strategies, especially market-oriented or two-way
power flow strategies, require reliable, two-way communication between the plug-in vehicle and
the electricity provider or the grid system operator [23,57]. Two-way communication is required
because the electricity provider or grid system operator needs to know the state of charge (SOC)
of all the PEVs connected to forecast the charging load for the valley-filling algorithm and the
availability of PEVs to provide V2G (vehicle-to-grid) frequency control. Research has shown that
the communication task can be achieved by integrating broadband over PowerLine and HomePlug,
Zigbee, or cellular communications technologies into a stationary charger or into the PEV’s power
electronics [59].

Regardless of the type of smart-charging strategy utilized, the required charging infrastructure
and strategies will impose constraints on the electric grid. The largest impact smart charging will
have on the electric grid is associated with the communications requirements needed between PEVs
and owners, and the electricity provider or grid system operator. The simplest method (in terms
of communication) for the electric sector to control charging behavior is to implement TOU rates.
TOU rates can be relayed to PEV owners through rate plans that only change based on time of day
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and year and require the installation of an electric meter capable of metering energy transfer in
real time for billing purposes. However, it is yet to be determined if TOU rates are strong enough
motivators to affect the charging habits of most plug-in vehicle owners. The next level of complexity
available for the electric sector is the use of real-time data communication. Control could be based
upon one-way communication: For example, vehicles could charge only when real-time rates drop
below a set threshold. Several proposed control strategies (e.g., V2G) would also require two-way
communication. However, for many PEVs, real-time data transfer is an overwhelming task [22].
The two most common automotive industry charging standards are the Society of Automotive
Engineers (SAE) standard J1772 in the USA, and IEC 61851 in Europe and China. SAE J1772
defines three AC and DC charging levels (Table 3.7). Utility power is delivered as AC to the premise
where the EVSE (Electric Vehicle Supply Equipment) is installed. The vehicle battery stores DC
power, so the conversion from AC to DC is required to charge the battery. In AC charging, the AC to

TABLE 3.7
SAE PHEV and BEV AC and DC Charging Ratings
Maximum Maximum
Supply Charge Current Charge Power
Voltage (V) (A) (kW) Estimated Charge Time
AC Level 1 120, 12 1.4 (on-board e PHEV: 7h (SOC*—0% to full)
single-phase charger)  BEV: 17h (SOC—20% to full)
16 1.9 (on-board
charger)
AC Level 2 240, 80 Upto 19.2 3.3kW charger:
single-phase (on-board charger) e PHEV: 3h (SOC*—0% to full)
« BEV: 7h (SOC—20% to full)
TkW:
e PHEV: 1.5h (SOC*—0% to full)
e BEV: 3.5h (SOC—20% to full)
20kW:
« PHEV: 22 min (SOC*—0% to full)
¢ BEV: 1.2h (SOC—20% to full)
AC Level 3 (tobe  Single-phase >20
determined) or
three-phase
DC Level 1 200-500 80 A Up to 40 (off-board  20kW charger:
charger) ¢ PHEV: 22 min (SOC*—0% to
80%)
e BEV: 1.2h (SOC—20% to 100%)
DC Level 2 200-500 200 A Up to 100 45kW charger:
(off-board ¢ PHEV: 10min (SOC*—0% to
charger) 80%)
¢ BEV: 20min (SOC—20% to 80%)
DC Level 3 (tobe  May cover Up to 400 Up to 240 45kW charger:
determined) 200-600 (oft-board ¢« BEV: <10min (SOC—20% to
charger) 80%)

Notes: SAE International, “SAE Charging Configurations and Ratings Terminology,” ver. 100312, 2012, http://www.sae.org/
smartgrid/chargingspeeds.pdf; BEV (25 kWh usable pack size) charging always starts at 20% SOC, and stops at 80%
SOC instead of 100%; ideal charge times assume 90% efficient chargers, 150 W to 12V loads, and no balancing of
traction battery pack.

@ PHEV can start from 0% SOC since hybrid mode is available.

SOC, state of charge=% of charge in the battery (0%—100%); EVSE, electric vehicle supply equipment.
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DC conversion for the DC battery occurs in the vehicles onboard charger. In DC charging, the AC to
DC conversion occurs in the EVSE off-board the vehicle. Currently, the most common is AC charg-
ing. Level 1 AC is when the charger is simply plugged into a 120-V wall socket, and it requires that
the charger electronics be built into the car. Level 2 AC charging also assumes the electronics are
in the car, but the charging source is single-phase AC at a nominal 240V, with a maximum current
capability of 32 A. Level 3 AC charging is still to be determined, but assumes that the vehicle charg-
ing electronics can handle either single-phase or three-phase AC via the charging port. Although
various power levels of charging have been proposed, Level 1 charging (110V, 15 A) is currently the
most common. Level 2 and Level 3 rapid chargers have increased power ratings, but the installation
of Level 2 and Level 3 chargers can be a slow and costly process, especially for residential instal-
lations [60,61]. The IEC 61851 used in Europe and China was derived from J1772 and has similar
requirements, adapted for the European and Asian AC line voltages. Most terminology differences
are superficial. Where the SAE standard describes “methods” and “levels,” the IEC standard talks
about “modes,” which are virtually the same. For example, IEC 61851 Mode 1 relates to household
charging from single-phase 250V (maximum) or three-phase 480-V power connections, with a
maximum current of 16 A. There are further unique requirements for grounding. IEC 61851 Mode
2 uses the same voltages as Mode 1, but doubles the maximum allowable current to 32. Mode 2
also adds a requirement for a “control pilot function,” and an integral ground-fault interrupter. IEC
61851 Mode 3 supports fast charging with currents up to 250A. Above that, as with J1772, it allows
an external DC supply that may supply up to 400A.

Limitations on the size of household electrical services will impact the introduction of EVs—
particularly, the selection of charging solutions. Many newer houses in the United States are
equipped with 100A electrical services, while older homes may have smaller services, and larger
homes may have 200A services or larger. Regardless of the absolute service size, in most cases,
the installed service was properly sized for the anticipated loads in the household. Similarly,
multiunit developments also size electrical services to meet electrical codes with limited spare
capacity.

Although electrical codes remain relatively conservative, allowing for increased demand, intro-
duction of a new, large electricity demand will likely violate those codes and possibly overload the
electrical service. Furthermore, electrical codes do not generally allow the introduction of addi-
tional circuits based on the understanding that those circuits will not be utilized simultaneously
with existing household loads. That is, although vehicle connections could be electronically limited
to nighttime charging, when other household loads are low, there are currently few mechanisms in
electrical codes to allow for such expansion.

The layout of household electrical services also presents issues. While newer homes frequently
have the incoming electrical service in the garage area, in many older homes, the electrical service
entrance is located far from the garage—a location that has traditionally experienced far lower
loads than other parts of the house. The expense of modifying the incoming electrical panel and
adding new circuits to the garage areas will likely slow the adoption of Level 2 and Level 3 charg-
ing. Vehicles charged at Level 1 will typically require continuous electrical connections all night to
reach a full state-of-charge. Therefore, if only Level 1 charging is widely implemented, many of the
most promising control mechanisms (controlled charging, V2G, etc.) offered by integrating EVs into
the electrical grid will be inaccessible.

Clearly, some level of smart-charging infrastructure will be needed as PEVs begin to penetrate
the transportation market. Smart grid technologies provide a variety of charging methods that can
help ensure PEV customer satisfaction while maintaining a balance between plug-in vehicle charg-
ing demand and the electric grid’s resources. However, “smart” charging of PEVs will require a
large investment in electric grid and communications infrastructure and will significantly increase
the workload of the electric sector. For PEVs to be capable of V2G energy exchange, either an
inverter must be added to the vehicle’s power electronics or equipment capable of utilizing the on-
board charger as both an inverter and a rectifier would need to be used [58].
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3.7.2.2 Voltage Regulation and Feeder Losses

The additional currents flowing through distribution transformers and lines due to moderate-to-high
penetration scenarios of PEV may lead to an increase in voltage drop along distribution feeders that
can cause low-voltage violations, particularly on areas located far from distribution substations.
This issue can be addressed by installing additional line voltage regulators and switched capacitor
banks, as well as by the coordinated dispatch and control of local DER, and the implementation of
demand response and load control/management. PEV charging loads are expected to have a power
factor close to unity; however, as the penetration level increases, higher charging loads imply higher
currents and, therefore, increased distribution line and transformer losses. Therefore, PEV prolif-
eration is expected to increase distribution system losses. Again, the combined implementation of
conventional and smart grid solutions via the additional communications and control capabilities
enabled by the smart grid is expected to be the more successful approach for ensuring adequate
voltage regulation and minimizing the impact of PEVs on distribution losses. This also highlights
the need for multiobjective optimization approaches for a coordinated utilization of all available
resources.

3.7.2.3 Power Quality

As indicated in previous sections, increased harmonic distortion may be caused by large prolifera-
tion of inverter-based equipment, including PEV charging facilities; it is worth noting that despite
the fact that individual inverters may comply with standard requirements pertaining to harmonic
injection, it is the interaction and cumulative effect of harmonics produced by a large number of
inverters (including PEV and electronically coupled DER inverters) that could have a negative effect
on feeder harmonic levels. This is an area that requires attention and further research, since it is
expected to become more important as the deployment of these technologies grows. As previously
indicated, issues related to the increase of harmonics should be addressed in the planning stage of
the smart grid, where maximum penetration levels and location of DERs and PEVs must be care-
fully evaluated.

3.7.2.4 Vehicle-to-Grid Energy Exchange

Almost since the first sales of hybrid vehicles, there has been considerable interest in using the
vehicles as auxiliary power supplies—backup generators or supplemental power systems. In some
geographical areas, there remains a substantial risk of power failure due to natural disasters, such as
storms or floods. Owners of PEVs in these areas could tap into their vehicles’ electrical systems for
backup power in the event of power failure. Several informal projects have utilized electric vehicles
for this purpose, connecting directly to the traction battery [62] or operating solely off the vehicle’s
12-V convenience power [63].

These efforts have been hampered by the lack of support from vehicle manufacturers and the
lack of suitable inverters capable of both connecting to the grid and supporting EV battery volt-
ages. This application could rapidly become a de facto standard if many vehicles are equipped with
inverters to support V2G operations, and if vehicle manufacturers see the backup power market as
a potential added feature in their product offering. Serious safety issues must also be addressed,
including electrical safety with both DC and AC circuits and the buildup of emissions if the vehicle
is unintentionally operated in enclosed spaces.

It should be noted that vehicle manufacturers currently have little incentive to modify vehi-
cles to support grid functions. Many proposed solutions, including V2G, controlled charging, and
backup power applications, are likely to negatively impact battery life and/or decrease customer
satisfaction—primary goals of the vehicle manufacturers. Ultimately, integration of PEVs into both
the transportation and electricity sectors is a system problem, requiring system solutions. Viable
solutions will need to balance competing goals of vehicle owners, grid operators, and vehicle
manufacturers, as well as address issues as diverse as electrical code compliance and dispersed
communication.



Smart Energy Resources: Supply and Demand 135

3.7.2.5 Equipment Loading, Maintenance, and Life Cycle

Arguably, the most significant impact of PEVs charging on the power grid is the increase in equip-
ment loading, specifically on distribution transformers and lines. Here, it is worth noting that the
severity of this impact is a function of the charging scenarios, charging strategy (uncontrolled or con-
trolled charging), market penetration level, and distribution feeder characteristics (existing loading,
voltage level, load profile, etc.). In order to determine the impact of PEV charging on the grid, it is
necessary to conduct preliminary studies to determine (1) charging scenarios, like the one shown in
Figure 3.22, which indicates the expected Level 1 and Level 2 charging profiles of PEVs (PHEVs and
BEVs), that is, the time of day when charging is expected to occur and the likely charging demands
in percentage of PEVs; and (2) market penetration levels, which indicate the amount of PEVs that are
expected to be charged in a geographic area as a function of time. Studies and common sense indi-
cate that residential PEV charging is expected to occur during the late afternoons and early evenings
when commuters return home. Unfortunately, in many cases, this coincides with peak feeder loading
conditions, which has a direct impact on increasing distribution transformer and line loadings.

The electric utility sector has expressed concern regarding expected increased loads on residen-
tial transformers and other electric grid components. Studies have shown that the growth of HEVs
(such as the Toyota Prius) has typically occurred nonuniformly throughout geographic areas, with
high concentrations in certain areas and little-to-no adoption in others. The adoption of PEVs is
expected to follow a similar pattern [64].

Increased loading on residential transformers poses a problem for the electricity provider as most
residential transformers are already approaching their load capacities. In addition, although “smart”
charging of PEVs will help the electric sector reduce peak demands, “smart” charging may force
transformers—especially residential transformers—to be fully utilized for the majority of the day.
Increased use will reduce the amount of equipment rest and cooling time, which could shorten the
operational life of the transformers and other electric grid equipment [65]. These studies agree, how-
ever, that these pressures will not result in significant decreases in reliability or functionality of dis-
tribution systems. They will merely require changes in distribution system maintenance schedules.
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FIGURE 3.22 Example of an expected PEV charging scenario (projected 2020). (From Xu, L. et al., A
framework for assessing the impact of plug-in electric vehicle to distribution systems, 20// IEEE PSCE,
Phoenix, AZ, March 2011. With permission.)
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Once charging and market penetration scenarios are determined, it is necessary to conduct
power flow analyses under a series of varying loading conditions to determine equipment loading.
These simulations consist of superimposing PEV loads on expected customer or distribution trans-
former loads and running power flow analyses to determine feeder electrical variables (voltages,
currents, etc.). The complexity of these analyses will vary depending on the accuracy sought, and
they may include conducting statistical analyses to model the uncertainty about charging and mar-
ket penetration scenarios. These analyses must be conducted for uncontrolled charging scenarios to
determine “worst case” impacts, and under controlled charging scenarios that are designed to miti-
gate expected impacts. Controlled scenarios aim at modifying PEV charging profiles by providing
incentives or penalties via TOU rates or exerting charging load control or management to displace
charging to off-peak hours.

The literature indicates that under uncontrolled charging scenarios, transformer overloads are
expected to occur even at low penetration levels (Figure 3.23). Even though, at first sight, smart
grid technologies, such as controlled charging, appear to be a mitigation measure for equipment
loading impacts, it has the disadvantage of shifting charging to off-peak hours, for example, during
early morning. This ultimately leads to (1) increasing load coincidence and creating new peaks that
may also overload distribution transformers and lines, especially for large market penetration levels
(Figure 3.24) and (2) “flattening” distribution transformer load profiles, that is, increasing their
load factors. Obviously, the former is undesired, and even though the latter seems attractive, it may
have a negative impact on equipment maintenance and life cycle, since off-peak loading conditions
allow distribution transformers to cool down. Therefore, incentives and load control or management
strategies must be carefully designed and applied to avoid creating further impacts. Other solu-
tions to equipment overload are conventional approaches, such as capacity increase (transformer
upgrade, line reconductoring, etc.). Furthermore, the coordinated control and dispatch of local DER
and the implementation of demand response are promising alternatives for solving these issues
(Figure 3.25). Finally, a combination of all the approaches (conventional and smart grid technolo-
gies) is recommended. As indicated previously, the smart grid will play a critical role in enabling
these solutions.
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FIGURE 3.23 Example of percent of distribution system impacted versus PEV market penetration (uncon-
trolled charging). (From Dow, L. et al., A novel approach for evaluating the impact of electric vehicles on the
power distribution system, 2010 IEEE PES General Meeting, Minneapolis, MN, July 2010. With permission.)
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FIGURE 3.24 Example of percent of distribution system impacted versus PEV market penetration (con-
trolled charging). (From Dow, L. et al., A novel approach for evaluating the impact of electric vehicles on the
power distribution system, 2010 IEEE PES General Meeting, Minneapolis, MN, July 2010. With permission.)
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3.7.3 CoNSUMER DEMAND

3.7.3.1 Changing Consumer Behavior

Different rates elicit different behaviors from consumers. Consumer behavior affects many aspects
of utility’s operations, sometimes in very complex ways. Specifically, utilities are often concerned
with one or more business performance metrics, such as the rate of return on capital investments,
exposure to short-term wholesale price fluctuations, minimizing operating costs, controlling net
revenue, or maximizing earnings. Consequently, utilities are challenged to not only design the dif-
ferent rates that elicit needed behaviors from customers, but they must also determine what fraction
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FIGURE 3.26 Portfolio theory applied to utility rate design. (© 2012 Pacific Northwest National Laboratory.
All rights reserved. With permission.)

of their customers would ideally have to be on each rate to meet any of these business performance
metrics.

One approach to this challenge lies with a method developed as part of the capital asset pricing
model used in modern portfolio theory. The concept of an efficient frontier (dotted line) is illustrated
in Figure 3.26, where the expectation of an outcome for a mixture of two rates is plotted against the
uncertainty of that outcome [69].

The concept of the efficient frontier applies in this situation because a utility would try not to
choose a mixture of rates that does not lie on the dotted line shown in Figure 3.26. Suppose a util-
ity proposed to place all its customers on the RTP rate and none on the TOU rate. The expected
earnings would be low, but the uncertainty would also be quite low. However, for the same uncer-
tainty, the utility could realize significantly higher expected earnings by choosing a more balanced
mixture of customers on each rate. Thus, for any outcome the utility wishes to maximize, only the
mixtures of rates that lie on the top of the curve would be efficient, and all other mixtures would be
suboptimal. Similarly, for any outcome the utility wishes to minimize, only mixtures that lie on the
bottom of the curve would be efficient, and all other mixtures would be suboptimal. Typically, utili-
ties have more than two rates that are being mixed, so the mixing regions between each of the rates
may overlap as all combinations of mixtures are examined. However, the frontiers remain either the
upper or lower boundaries of these regions.

In practice, utilities must collect data on consumer behavior in response to the rates. These data
can be used to establish both outcomes for each business performance metric under each rate as
well as the uncertainty of those outcomes in the face of uncertainty about costs and operating con-
ditions. Therefore, utilities may wish to continuously update the analysis at least annually, perhaps
more frequently, to determine the objective rate mixtures that the utility’s DR programs seek to
achieve. The rate mixture objectives evolve over time in response to changing demographic condi-
tions, the seasons, and perhaps even wholesale market conditions. The portfolio analysis method
can be thought of as a long-term closed-loop control process that the utility uses to continuously
optimize the performance of its DR systems.
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A demand management event issued by the utility is successful if it can attract sufficient par-
ticipation by end-use consumers resulting in the amount of demand reduction desired by the utility.
Clearly, this creates a dynamic environment where the consumers and the utility interact through
a system of incentives and agreements to achieve the target demand reduction. Large numbers of
consumers, with their stochastic nature of energy consumption patterns, make it difficult to model
the problem in a deterministic way. The behavior of consumers is affected by various market-driven
factors, such as energy prices as well as personal habits and consumption patterns that vary from
one individual to another.

When a store runs a sale advertisement, they learn over time their expected response rate from
direct mail or other media. Customers do not tell them, “If you put this item on sale, I will come
into your store and make a purchase.” However, the response rate from the sale ad is learned over
time and can become very predictable. This ability to learn the response reliability over time based
on data management experience is referred to as statistical reliability. Certain customer responses
to smart grid stimuli will fall under this category of statistical reliability. Over time, the grid and
utility operations will learn that when a specific signal is sent out, the response will be a predictable
amount based on their historical learning. Statistical reliability is already applied in grid operations,
utilizing inputs such as experience with the load curves, weather predictions, and utility experience
to predict peak days and peak energy consumption. Learning to apply this concept to predict the
response to demand management will save a considerable amount of cost and will enable inclusion
of additional consumers and devices. This way, responses that cannot be measured via electronic
means, or where the customer or device manufacturer does not support communications to the
devices, can be included under this category of DR.

Throughout the years, most demand management applications have adopted solutions based on
control and response models of aggregating individual consumers into groups of end users con-
nected to a specific substation, feeder, or service transformer. This way, the volatility of the indi-
vidual consumer behavior is reduced, and the problem can move further toward a probabilistic
problem where the uncertainties can be treated as random variables. However, DR necessitates the
introduction of a higher level of granularity where the stochastic models of individual customers are
accounted for. On the one hand, these models should consider the behavioral and financial aspects
of individual customers; on the other hand, they must incorporate the impact of the terms and condi-
tions of the demand management programs into the decision-making by the consumers. Therefore,
grid entities prefer an accurate indication of the current availability of the dynamically changing
components of the demand management environment.

Identifying the behavioral patterns of consumers when it comes to electricity consumption is
essential for ensuring sufficient participation following issuance of a demand management event.
On the one hand, the event must be issued at times and locations when there is enough electric-
ity consumption available; on the other hand, it must not contradict with individual consumer
lifestyles, or at least need to be considered as acceptable (by consumers). In other words, there
is a clear trade-off between achieving demand reduction and consumer inconvenience. From the
utility perspective, an accurate model/prediction of consumer behavior and consumption patterns
is critical to a successful demand management program. From the consumer perspective, there
must be the ability to opt out of any program or specific instance that conflicts with a consumer
lifestyle or specific schedule. Consumer device manufacturers, concerned about the satisfaction of
their customers, require the opt-out feature before allowing their products to participate in demand
management automation. This will tend to induce an element of variability into consumer demand
management programs. In a general sense, the demand pattern of consumers can be analyzed and
estimated from two aspects.

Consumption habits: This is related, in part, to the individual habits of using various household
electric appliances, for instance, washer/dryer, dishwasher, etc. The number of times a week/day
that each appliance is used and the duration of each usage are likely to reflect a specific pattern
for each consumer. This portion of demand reduction is what qualifies for demand dispatch, where
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the utility tries to shift the consumption from peak-load to off-peak hours. This can be done either
manually by proposing time frames for usage of the various appliances or automatically by remote
activation/deactivation of appliances according to utility needs and customer acceptance param-
eters. A currently less common source of demand reduction, which is likely to grow, is associated
with charging electric vehicles. This is perhaps one example where most consumers are very flexible
as to what time of the day the charging phase should take place (as long as it is done automatically).
Another major portion of demand reduction is related to the temperature settings of heating and air
conditioner units in winter and summer seasons, where consumers show different levels of sensitiv-
ity to heat/cold and show various degrees of flexibility to deviations from their habitual comfort
zone because of demand management. This flexibility is complex since the settings may lead to
different comfort perceptions according to the specific environment on each day, such as the dif-
ference between the outside and inside temperatures, as well as cumulative effects (e.g., how many
consecutive days of hot weather).

Elasticity to electricity prices: A rather crucial assumption behind DR assumes that consumers
are willing to temporarily forgo their convenience to avoid higher electricity prices or to capture
incentives. While this is perhaps true for a sizeable portion of the consumers, the degree to which
they are willing to give up their comfort level (and what the perception of comfort really entails)
varies from one individual to another and may be impacted by the financial incentives offered. The
consumer sensitivity to the electricity prices is utilized by the utility by introducing real-time pric-
ing tailored toward peak-hour needs.

Incentives offered to consumers to encourage them to participate in a demand management event
play an important role in its success. For demand dispatch applications at the residential level, to
shift certain loads from peak to off-peak hours, the value of the incentives is not extremely criti-
cal, especially if the shifting is done automatically and may not even be detected by the consumer.
Examples of this are electric vehicle charging and water heating. However, for other residential
applications, for instance, air conditioning usage, where the comfort level of the consumers is
affected most immediately, the role of the incentive payments is higher. For commercial buildings,
air conditioning usage can be shifted—rather than curtailed—by preheating/ precooling the build-
ing during off-peak hours, for example, early in the morning before arrival of the occupants, and
turning off the air conditioning unit during peak-load hours. Such practice becomes more difficult
in the residential market where consumer lifestyles and schedules are more dynamic in nature. The
financial incentives a utility can offer have limitations dictated by the financial calculations by the
utility relative to their cost structure and level of vertical integration.

3.7.3.2 Delivery of Real-Time Information

To look at an electric load as a resource, there must be an architecture-enabling management of
the load. As the wholesale price of electricity fluctuates, there is a desire to be able to reflect this
fluctuation in the retail electric rates. Most people have become accustomed to watching the cost of
fuel for their car. Their buying decision may be accelerated or delayed in accordance with the price.
In a similar way, the price of electricity can impact consumer purchases of the electricity product.
In the past, there was no mechanism to inform the consumer of the current price of the electricity
product. But when the price of these products starts to change rapidly, the price became a key piece
of information the consumer needs to know prior to the purchase, or in the case of electricity, con-
sumption of the product.

With the trend toward a variety of time-based pricing rates, electric customers need access to the
price information they have not had to deal with before. Compared with auto fuel, the consumption
of electric power has additional layers of complexity. One could easily determine the miles-per-gal-
lon (MPG) in a vehicle. But in my home, it is like having multiple vehicles with a very wide range of
MPG ratings. Furthermore, these “vehicles” may operate concurrently or in any combination. Some
of them operate without our knowledge and without a reasonable method to control their utiliza-
tion. For example, consumers do not know exactly when their refrigerator will operate. Other than
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unplugging it completely, there is little control over its operation. To motivate a change in electricity
use, customers will need more information prior to purchase.

Unlike other commodities purchased as consumers, the electric information has several caveats
to address. Getting the information to the customer via an adequate mechanism may also have a
dependency on how often they need to have the information updated. Can the price change every
month, week, day, and hour or even in a shorter block of time? How much notice of the price is
needed? As noted in the MPG discussion, price is not enough information for a consumer to man-
age consumption in an environment where usage is not known. The customer needs to know the
quantity they expect to consume.

This leads to the two core requirements for smart display of information: price and consump-
tion. Consumers can also benefit from additional information, such as when the price will change
again and whether it will be expensive in the future. Knowing how much electricity will need to be
purchased must also be known to make good financial decisions.

It is also necessary to communicate information customers have not previously had to under-
stand. A kilowatt-hour is not a term in the average daily vocabulary nor is its meaning. Some manip-
ulation of the data is required before it is presented to the customer. Several types of display devices
have been designed to do this. The first devices for demand management applications were mostly
independent In-Home Displays (IHDs) that, using their own sensors or meter access methods, could
be located or mounted according to consumer preferences. The IHDs generally displayed the key
pieces of information to answer the questions: How much has my electricity cost me this month (or
during some selectable period)? At what rate am I purchasing electricity now? An IHD may indicate
the current electricity price, the rate at which it is being used, and the cost per hour. For example, the
display may indicate that at the current rate of energy consumption, the cost is $0.37 per hour. The
display could show additional computations for the consumer. These could include the projected
cost of the current month at the current rate of energy consumption, a comparison with last month,
a graph of usage by day or month, or any of several other potential calculations depending on the
amount of energy usage history the device is able to store.

In the 2009-2010 time frame, NIST (National Institute of Standards and Technology) in the
United States was approaching a task handed to them via legislation. Recognizing the need to
make this type of information available, a priority action plan was initiated to help create a stan-
dard method to communicate electric consumption and usage information in a standard format.
With the introduction of these standards, a variety of methods of reporting this information to the
consumer was enabled, and the open market could look at the best way to relay the information
to the consumer. The standards also led to the introduction of the “Green Button,” which utilizes
this usage'? information to display energy consumption to consumers in new creative ways via a
variety of personal devices that include dedicated devices in the home, the Internet, and personal
smartphones.

The smart meter is one device that can be enabled with communications technology to pro-
vide consumption information to the consumer. The newer communicating electric meters, often
referred to as the “smart meter,” are designed to calculate consumption at programmed intervals.
To provide this information to the customer, several methods are available. One is to design com-
munication electronics in the meter that will transmit this information into the home/premise.
Another method is where the utility uses the Internet to forward real-time data back to the home/
premise.

An advantage of routing the real-time consumption through the Internet is that it would enable
a third-party firm to contractually agree with the utility and consumer to have access to the data.
This third party could provide the service of displaying the data in a very advanced graphical format
that is accessible via a number of devices including the computer, Internet, PDA, phone, TV, text
message, and any other available means. These third-party service providers could also provide

12 Based on UCAIug OpenADE and NAESB PAPI10 standards ratified in October 2011.
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technology to assist the consumer in managing the energy inside the premise. A disadvantage is the
dependency on other nonutility and nonconsumer-owned systems and devices that may exist in the
communication and control path. There may also be more concerns with data security and privacy
when the data pass through more systems.

One advantage of having a smart meter capable of transmitting the data directly to devices inside
a premise is that the route is more direct. The information may be available sooner and more reliably
due to fewer points in the pathway. Privacy concerns are easier to manage since the data do not pass
through third-party systems.

3.7.3.3 Delivery of Advanced Information

In cases like the use of behavioral demand response in incentive programs, where the customer is
compensated for the curtailment they can achieve, results can be achieved by informing customers
before the upcoming event, giving them advice on how they can maximize their energy reductions,
perhaps also include information on incentives, and performance from previous events. Customers
will then act without the need for any real-time information or technology interfacing to their loads
or any other energy device in the home.

3.7.3.4 Smart Loads and Appliances

Past approaches to controlling large residential loads have included ways to limit electric use in water
heating, pool pumps, and air conditioners. The basic approach is to control a switch to turn on or off
the load remotely. For certain loads, such as the water heater or pool pump, this can be done typically
without consumer objection or knowledge of when activation has occurred. The cost of adding this
type of switch required on-site installation at a total cost nearing the cost of the device being con-
trolled. Manufacturers are starting to include this switching ability in core product lines that makes
the addition of this type of control possible at a small fraction of the cost of after-market methods.
These advances will likely pave the way to a simple consumer installable add-on that is also utility
trackable and verifiable. For control of air conditioning, several approaches have been tested. These
have included control of the compressor itself in some pilots. Another approach is to wire the control
between the thermostat and the AC unit to effectively mimic the thermostat control without having
to enter the premise for installation. Other more sophisticated approaches involve smart thermostats
able to receive demand management messages that provide both control and the interface to the con-
sumer. The thermostat messages from the smart grid could include messages used for other methods
of impacting consumption.

In addition to the energy display mechanisms, the same data can be utilized anywhere the
capability exists to receive the information and relay it to a customer. As other in-premise devices
advance, they continue to have better hardware to communicate with the consumer, and additional
places become available for the display of energy information. One distinct advantage of this
display advancement is that the consumer could use the display to decide when to operate an appli-
ance, such as an oven, dishwasher, or washing machine. This provides an opportunity to impact
the use at the decision-making time for these process-oriented devices (e.g., cooking and cleaning)
that interact directly with the consumer. In addition to optionally displaying energy information,
a device can respond by changing or limiting energy consumption in an automated manner with
full knowledge of the best way to limit, delay, or optimize performance over a specified period.
In considering this capability, information can be transmitted into a home or premise for impact-
ing energy consumption in parallel with an informational display and ability to manage consumer
preferences.

Devices that can receive communicated energy information and respond by altering energy con-
sumption are often referred to as “smart devices” or “smart appliances.” For example, a drying
appliance could reduce the amount of heat applied and lengthen the drying cycle. A product utiliz-
ing refrigeration may have a variable-speed component able to scale back the use of electricity in
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an acceptable way over a temporary period without turning off the device. The microprocessor
controlling the device, based on detailed internal knowledge, can determine what it can do and for
how long while maintaining safety and success of the process being controlled.

By automating the process of demand reduction/curtailment, smart appliances can help
smooth the execution of DR events with minimum effort from the consumer. The key to design-
ing smart appliances is to reduce the amount of consumer interaction needed in decision-making
by putting energy management and interface logic into the device controls. The appliance can
perform necessary actions to both meet the utility needs as well as accommodate the customer’s
preferences. These preset rules and conditions, updated by the consumer according to individual
needs and preferences, remove the burden of decision-making from consumers. A demand man-
agement event issued by the utility is followed to the variable extent that matches requirements
and options set forth by the consumer. The actions taken afterward, turning off a device, reducing
the load, shifting the load to a different time, or ignoring the request, can then be implemented
automatically. The smart appliances already have an interface with the consumer and are well
qualified to present the energy configuration options to the consumer for their selection. For
simple devices, such as water heaters, thermostats, or even remote switches, the device may be
turned on/off entirely. In more complicated designs or appliances that have specific modes of
operation, there can be intelligent controls or responses to intelligent controllers that react in
accordance with the price of energy or demand management events issued, and considering the
preferences of the local consumer, while complying with optimal operation as defined by the
manufacturer.

3.7.3.5 Consumer Energy Management

As smarter load controls evolve with communications technology, it is possible to integrate and
manage the control of loads to more effectively respond to DR signals. The smart loads exchange
data over a local communications network (wired or wireless) in the home or consumer premise,
commonly known as a HAN.

Such devices that integrate and manage the control of consumer loads are commonly referred
to as HEMs. A HEM can determine the operating status of all loads and optimize the control and
scheduling of loads based on consumer preferences along with demand and price signals from the
utility or grid. More advanced HEMs will include the capability to manage consumer renewable
generation and even electric vehicles to provide estimation and historical data to help consumers
make more informed decisions about managing their energy usage. These HEM functionalities
are also provided by apps that are usable on smartphones, making consumer accessibility to these
permanent and providing remote control of the connected appliances.

3.7.3.6 Consumer Education and Participation

Successful smart grid implementation requires educating consumers on the benefits of the technolo-
gies and enlightening them on the easiest ways to enjoy the benefits without having to change their
lifestyle, thereby ensuring consumers are voluntarily engaging in the programs offered by their
respective utility. For a demand management program to be effective, the consumer benefits must
be clearly understood and sought by the consumer. The value of the smart grid investment increases
significantly as consumer participation increases, and in the long run, increased participation could
drive down the cost of electricity for everybody.

It will be important for customers to understand how the cost of the DRM program will be recov-
ered, especially if it is tied to a smart meter deployment, and ensure that customers do not associate
implementation of smart meters and smart grid with increased personal energy costs. Additionally,
through effective education, consumers will “opt-in” to utility programs and continue to be engaged
about how much they are saving—both themselves and the environment.
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Customer education is key to the success of DR. Without proper information, consumers might
consider DR as an action that leads to inconvenience and a disruption of their lifestyle. This means
the utility will have to be close to the customer and adapt to customer-changing preferences and
provide innovative products that keep the customer positively engaged. Customers also need help to
determine their most effective course of action in impacting their energy consumption and cost [70].
The incentive payments for subscribing to DR—specifically for the residential customers—might
not be high enough to provide financial justification by itself. Clearly, DR can lead to beneficial
short-term impacts on the electricity market that increase as the number of customers participating
in the demand management program increases. However, more efficient results could be achieved
by focusing on the benefits to individual customers. These include

e Individual financial savings: In addition to receiving incentive payments and discounted
rates, a customer participating in a demand management event, for example, by shifting the
noncritical portion of demand from peak-load hours to off-peak hours, could also benefit
from savings in monthly electricity bills.

* Besides personal costs savings, consumers have a growing concern about the environment
[70]. Consumer engagement may be increased by making sure they understand the envi-
ronmental benefits of their proposed response to grid conditions.

* Avoiding uncontrolled loss of service: By participating in a demand management event,
for instance, through direct load control program for air conditioning units, a customer
can help the utility achieve a controlled load reduction where power will be restored after
the preset duration of the event is passed. Lack of sufficient participation, in the long run,
could lead to weakening of the distribution network during peak-load hours, which, in
turn, could lead to an uncontrolled loss of supply.
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The great majority of the applications and concepts described in this book rely upon the capability to
exchange information, within the utility for operations and business processes, and to external inter-
faces and users. Communications and information connectivity is the underlying foundation of the
smart grid. Extensive volumes of information must be transported to ‘the right user, at the right time,
in the right format’, with a time latency appropriate for envisaged use, and with an adequate level of
reliability and security to ensure data integrity and confidentiality—electronic monitoring and control
devices, energy management platforms, customer metering, and consumption control devices, as well
as field worker mobile data systems, must continuously be capable of interacting across the system.

Bulk generators, high-voltage grid substations, and system operation control centers have
been the focus of communications systems in the past, but the communications systems were
not designed for the capacity to accommodate emerging applications. At present, the need to
communicate with more devices further out on the grid, such as distribution substations, dis-
persed renewable energy generation and storage plants, and consumer sites, represents far larger
numbers and additional communication challenges. Moreover, if in the high-voltage portion of
the grid, the communication vector remains the power transmission line and its corridors allow-
ing optical fiber cable and microwave radio deployment, the distribution system and its constitu-
ents present a high diversity of situations and requirements: Sites may be in a dense residential
or commercial urban area, a suburban or industrial area, in a sparse rural area, in underground
locations, or integrated into customer premises. Moreover, new mobile connectivity require-
ments are arising from customer and field worker data access expectations.

Assuring economically viable communications across the power system with an appropriate
level of coverage, capacity and performance are therefore prerequisites for grid modernization
and smart grid applications. This network connectivity often necessitates the deployment of a mix
of different communication technologies and architectures to fulfill a range of requirements and
ensure communication coverage in different environments.

Communications may be assured through procurement of services from a telecom or other
third-party service provider, through the usage of “mobile internet,” or through the deployment
of dedicated infrastructures owned by the utilities. Capital expenditure can be reduced to a
minimum in the former cases at the expense of yearly operation costs, uncontrolled availabil-
ity, security risks, quality issues, and uncontrolled changes of service. The severe constraints
and imperatives of availability and service continuity for grid automation applications may not
be met by a service provider’s contractual engagement reflected in a Service Level Agreement
(SLA). Deploying dedicated communication infrastructures to reach hundreds of thousands of
end points in the distribution and consumer segment may represent substantial investments, and
an implementation time incompatible with the planned deployment of smart grid applications.

As more devices, systems, and applications are connecting in a smart grid, the concerns on infor-
mation security are escalating and regulatory authorities in many countries across the world show
great concern on the security of the bulk electric power system as a national critical infrastructure.
The North American Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) stan-
dards for critical assets on the Bulk Power System, further described in another section of this book,
requires comprehensive cybersecurity solutions, including the segmentation of the communication
network, authentication and authorization, monitoring and logging, as well as physical security with
access control and video surveillance. These security requirements not only impact the communica-
tion architecture but also generate further secure communication requirements across the system to
assure required interactions between the concerned security devices and platform.

To conclude, communications is an essential component for the proper operation of the power sys-
tem and its related information infrastructure. The consequences of its nonoperation render its reliabil-
ity and security a highly critical component of the rules and regulations in the modern power utility.

This chapter aims to provide an overview of communication requirements, architectures, tech-
nologies, and solutions covering the different segments of the smart grid from power generation to
power delivery at the consumption point.
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4.1 BUILDING A COMMUNICATION MODEL

The most basic information exchange model for the Smart Grid was given by the US National
Institute of Standards and Technology (NIST) in its Smart Grid Framework [1] presented in
Figure 4.1. Here, the electric power is shown as flowing from bulk generation (power plants
and energy farms), across the transmission and distribution grids to end up at the customer.
Information exchange associated with this power flow is shown to be, not only inside and
between the grid nodes constituting this power flow, but also between each of the grid nodes
and the Power System Operations (Control Centers) and Market (or Power Exchange) actors. A
further actor, the retail power Service Provider, interacting with the final customer, completes
this basic model and allows to reflect the technical and commercial information exchange across
the power system.

The European Committee for Electrotechnical Standards (CENELEC) and the European
Telecom Standards Institute (ETSI) brought some complementary precisions to the NIST model by
the addition of the Smart Grid Architecture Model (SGAM) framework [2] with Distributed Energy
Resources (DER) as a new grid node. The European Smart Grid Architecture Model (SGAM)
framework (Figure 4.2) also introduced a more structured concept based on five different interoper-
ability layers: component, communication, information, function, and business, reflecting different
physical and logical interconnection views across the power system.

Associated with each interoperability layer, the SGAM model presents an interconnection view
across five domains (Generation, Transmission, Distribution, DER, and Customer Premises) and
over six zones (Process, Field, Station, Operation, Enterprise, and Market). Figure 4.3 presents one
such interoperability view showing power system equipment and energy conversion system (all in
the power process zone).

An immediate benefit of these modeling initiatives, which go far into the actual definition of
interconnections and interactions, resides in the distinction between information exchange, logical
communication, and physical interconnection. In other words, interacting entities need not be on
the same communication network to exchange information. In practice, most power systems collect
raw the data across a network, transform it into meaningful information at some nodes, and then
communicate the information across several distinct communication networks, each of them often
composed of multiple physical communication technologies according to site coverage and cost

imperatives.
‘ Service

Distribution
- ~ -

------- Power flow
Information flow

FIGURE 4.1 NIST smart grid interconnection model. (© NIST.)
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FIGURE 4.2 CEN-CENELEC-ETSI 3-dimensional smart grid architecture model (SGAM). (© CEN-
CENELEC-ETSI.)

Information
management
\

Power system
equipment and
energy conversion

G'e@o‘n A
Transmission <
Distributio
DER

Customer
premises

Domains

FIGURE 4.3 CEN-CENELEC- ETSI SGAM model across one interoperability layer. (© CEN-CENELEC-
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A simplified model for smart grid information exchange used in this section is provided in
Figure 4.4. The model uses similar building blocks to the SGAM, each of which is composed of
multiple nodes dispersed across an extended area.

Transmission and distribution substations exchange protection and control information. Bulk
generation plants and large renewable energy farms are represented together, exchanging generation
metering and scheduling information with the power exchange, and control information with the
power operations. Power exchange and markets, composed of all actors involved in energy transac-
tion balancing and settlement activities, are connected to all retail energy service providers, energy
producers, and operational control centers. The operation centers exchange status, measurement,
and control information with transmission and distribution substations and dispersed renewable
energy sources. The operations centers also exchange higher level load/resource information with
power exchange, and exchange demand-side management and outage information with energy con-
sumers. Finally, the retail energy service provider exchanges information with the energy consumer
for smart metering and for customer relationship management.
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FIGURE 4.4 Simplified information flow in the power system. (© 2016 GE grid solutions. All rights

reserved. With permission.)

As

previously presented in the SGAM model, information exchange does not necessarily sig-

nify direct communications. Information may be relayed directly, transferred from one network to
another through a gateway, or synthesized in an intermediate function before being networked to
its destination. Moreover, each node in the model may represent multiple sites dispersed across the

footprint of the power system, with multiple communicating devices at each site.
From a communication point of view, we can distinguish many different communications seg-

ments, each representing a local or a wide area network, as shown in Figure 4.5:

* Home Area Network—This network covers the different intelligent devices inside a cus-

tomer’s premises, such as a metering device, Home Energy Management System (HEMS),
heating, ventilation and air conditioning (HVAC) controller, and intelligent appliances.
AMI and Customer Premise Access Network—This network allows the utility or another
service provider to exchange information with the customer premise gateway device.
This network corresponds to the Advanced Metering Infrastructure (AMI), exchange of
consumer demand management data (such as demand response, etc.), and access to the
customer HAN. The term Neighborhood Area Network (NAN) is sometimes employed,
although this terminology is somehow less precise in its functional and geographical sig-
nificance. In practice, the same network may be used to transport customer metering and
some grid device control communications, although many AMI networks today lack suf-
ficient bandwidth and quality (and sometimes common ownership!) to also handle field
control information flows. We have, therefore, opted to describe separate functional seg-
ments, which may in certain cases be aggregated together (as with many other segments
in our terminology).
Customer Portal Access Network—This network allows customer relationship manage-
ment (e.g., smartphone or other Internet access). This network may, or may not be, aggre-
gated with the customer premises access network.
Grid Operations Communications Networks—These networks interconnect electrical grid
substations and field devices with control platforms to assure grid-level protection and
control, as well as centralized monitoring and control of the power system, grid assets, and
site surveillance. The term FAN (Field Area Network) is sometimes used to designate elec-
trical grid field device connectivity. This level of communications is commonly referred
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to as “real-time” for the exchange of “operational data.” The communication networks are
often based on a dedicated infrastructure, or less frequently use procured communication
services. A new standard has emerged, as described in the Smart Grid Standardization
Work chapter of this book called OpenFMB. This standard aims to drive communication
between end devices (such as smart meters) and grid operation devices without having to
backhaul data through the communication cloud and up to the enterprise.

o [Inter-platform and Inter-utility Communications Network—Interconnection of energy
dispatch and control centers, system operation platforms, power exchanges, and energy
metering/billing centers constitute a specific communication segment in which the data
exchange peers are often beyond the perimeter of a single company, and where the infor-
mation flow is more sporadic and less time sensitive.

» Enterprise-to-Field Communications Network—Many new applications in the smart
power system require the access of utility office-based staff and platforms to field-
collected data. Substation asset monitoring and remote engineering and maintenance are
such applications. This level of communications is commonly referred to as “non-real-time
or near-real-time” for the exchange of “nonoperational data.” These cross-domain IT/OT
office-to-field applications constitute a specific communication segment.

* Mobile Workforce Communications Network—Field workers increasingly need expert
support, connection to asset management centers, and access to central information plat-
forms located at remote utility offices.

e Utility Corporate Enterprise Network—This is the administrative communication net-
work covering the office environment of the utility and its I'T enterprise applications.

* Backhaul and Core Communications Network—A common network can be used to for-
ward information collected at an access point or to aggregate multiple networks.



Communications Systems 155

4.2 COMMUNICATION REQUIREMENTS AND NETWORKING SOLUTIONS

4.2.1 Home AReA NETWORK

Applications—Home area networks (HANs) are local networks in residential consumers’ house
environments allowing remote connection to smart appliances, Heating, Ventilation and Air
Conditioning (HVAC) controllers and programmable communicating thermostats, in-home dis-
plays, and residential electric vehicle chargers. Energy efficiency opportunities are, indeed, not lim-
ited to the systems owned and controlled by the electric utility. Home Energy Management Systems
(HEMS) can monitor and control a broad variety of “intelligent” energy consuming devices, and
locally optimize power consumption through consumer preferences and the knowledge of the con-
sumed energy marginal costs. HANSs’ applications also include local or remote control of smart
appliances for potential time of use setting, variable rate billing, demand response, consumer effi-
ciency, and use reports. Future applications will require access to new data from the electric sup-
plier (marginal price, current consumption, load curtailment signals) as well interactive capabilities,
and action notices to the homeowner (e.g., to permit override of planned/automated actions). More
informed and efficient consumption decisions on the part of the consumer will require gathering
and storing of information that has the potential for misuse. Privacy and security of data, therefore,
become a major issue for all participants of the sector, energy supplier, communication service
provider, and the residential consumer.

Performance requirements—Local home energy automation requires minimal data exchange
volume and throughput. Local monitoring (e.g., in-home displays and alarms) have low time con-
straints and can, therefore, be implemented without a large communication throughput. Remote
controlled applications are more likely to be limited by the customer’s access network beyond the
HAN perimeter. However, at the local level, many “beyond smart grid” home applications associ-
ating different appliances and home computing facilities (PCs, tablets, smartphones) may require
broadband communications.

Architecture—Many HAN applications relate to the access of the electric utility to different
devices in the home’s physical area. In this case, a gateway device assures the connection from the
utility’s customer access network to the home area network. The electric meter or a separate home
access device can provide the residential consumer’s communications interface to an Advanced
Metering Infrastructure (AMI), through various means of communications to the customer premise,
such as powerline carrier, cable TV, phone lines, and commercial wireless networks. Commercial
wireless solutions typically provide application connectivity to a household high bandwidth gate-
way, or through the meter up through the AMI network. The home area network coverage area is
typically around 2000 ft> or 200 m2.

Communication solutions and protocols—Within the customer premises, common commu-
nications options include Broadband Power Line (BPL) and wireless LAN technologies such
as ZigBee, WiFi, and Z-Wave. Broadband Power Line technologies typically transport several
100 kbps to 10 s of Mbps data over the home electrical wiring, although more recent tech-
nologies allow substantially higher bit rates. ITU-T standard G.9960 or Ghn (home network)
specifies operation at 1 Gbps even if the envisaged domain of applications is well beyond the
current requirements of energy management in the home environment. Different technologies
and standards relating to BPL are described later in this chapter. The wireless LAN solu-
tions provide similar bandwidth range. Low-power consumption is a major feature for wire-
less devices in this context to permit operation using long-life batteries. The IETF standard
6LoWPAN (RFC 6282) defines low-power consumption, the IEEE 802.15.4 standard defines
the technology (ZigBee), and the IPv6 standard provides for in-home networking. Other tech-
nologies on the consumer side for HAN-based energy management include low-power Wi-Fi
and Bluetooth low energy, each of which can coexist at the link layer with the corresponding
full-power implementations.



156 Smart Grids

4.2.2 CustoMER COMMUNICATIONS (AMI, PRemISE AND PORTAL ACCESS)

Applications—Applications in this segment include the collection of metering data, status, and
measurements from customer premises, remote control of facilities and exchange of information
with the consumer (portal access), and data exchange for demand response and energy efficiency
programs and customer relation management, etc. Collection of AMI interval metering data deter-
mines when customer consumption occurs in time, what customers do in response to grid manage-
ment needs, and the value of customer response. Smart meters that are the end points in the AMI
architecture provide two critical roles:

e Access to more granular interval usage data (e.g., last 15 min rather than last 30 days).
* Bidirectional (two-way) communications delivering messages/instructions to the meter.

The advanced metering infrastructure communication system can also integrate the transport of
communications for urban street-side public electric vehicle chargers and public lighting control,
as well as the communications with micro-grid controllers and distributed energy generation and
storage controllers. Detailed descriptions of Smart Metering and AMI applications, Distributed
Generation and Microgrids, and customer demand management and demand response are provided
in other chapters of this book. In addition to bidirectional connection with customer premise devices,
it is increasingly necessary to provide consumer access to (PC or mobile) web-based utility applica-
tions (i.e., customer portal access, or customer self-service), or send consumer notifications via per-
sonal mobile devices. Typical applications are the monitoring of electric consumption, monitoring
of appliance usage, viewing and paying bills, reporting/confirming outages, etc. Other interactions
between customers and utilities may take place via social media, such as Twitter or Facebook.

Performance requirements—The scope of communications beyond the present grid interface
will continue to expand dramatically, requiring capabilities to reliably exchange large amounts of
information in short periods of time. The volume of information and, hence, the network throughput
in this segment is highly variable ranging from a few kbps to a few 100 kbps to be shared in a cluster
of end devices. Some other major requirements are:

* High coverage and flexible network capability to enable access to all customer meters

» Adaptable enough to change as customer and business needs change

* Scalable to very large networks, for required service capacity and manageable in the large-
scale network

» Sufficiently low cost to justify investment recovery in reasonable time (for the regulator
and for the utility)

* Fully address cybersecurity imperatives, especially unauthorized access, data privacy, and
integrity imperatives of metering data

* Open-standard protocol support to enable interoperability among systems, flexibility in
communications choices, and future innovations from third-party technology providers

Architecture—The AMI communication network must provide connectivity between grid devices,
such as electric meters, and a head-end system connecting to the utility’s metering, demand man-
agement, and control platforms. A two-level architecture composed of an access layer assuring the
coverage of end devices and a backhaul layer providing aggregated transport to decision and con-
trol platforms is commonly employed. This allows the diversity of technologies in the access layer
according to site characteristics in association with a public or private transport core connecting to
the platforms. Alternatively, when public wireless services are employed at the customer side, then
the platforms can be attained without any backhaul network. Customer portal access over mobile
personal devices is typically through public cellular 3G/4G services. This can be integrated with or
fully separate from the customer metering and home automation access network.
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Communication solutions—Communications solutions for access to customer premises, street-
side public facilities (public lighting, electric vehicle charger) and dispersed energy resources are
numerous, and the choice is made according to end device density, required network performance,
and application throughput requirements. Several “access coverage” and transport technologies may
be associated together for cost-effective delivery of reliable, secure and functionally adequate ser-
vices. Different technologies may be employed for covering different grid environments (e.g., urban,
suburban, and rural), or for access and backhaul levels. Some potential dedicated connectivity solu-
tions are narrowband power line carriers, such as IEEE 1902 (PRIME and PLC-G3), Broadband
Power Line (IEEE 1901, OPERA), RF (radio frequency) mesh, and various generations (2G, 3G,
4G) of public cellular wireless service. PLC and cellular technologies (general packet radio service
(GPRY)) have been more commonly used in Europe, whereas the United States has generally favored
wireless technologies (cellular, RF mesh). These technologies are described later in this chapter.

Communication protocols—High-level communication protocols for reading, monitoring, and
control of customer metering devices are described in more detail in the Smart Meter and AMI
section of this book. These are often XML (eXtensible Markup Language)-based and generally
require the communication network to provide a TCP (Transmission Control Protocol) or UDP
(User Datagram Protocol) over IP protocol stack. Some commonly encountered low voltage meter-
ing protocols are IEC 61968-9 and IEC 62056 DLMS-COSEM as well as ANSI (American National
Standards Institute) C12.18 to 22 in North American utilities'.

4.2.3 GRriD OPERATIONS COMMUNICATIONS

The operational communication network in T&D (transmission and distribution) grid segments
carry measurements, status, and command information from/to grid devices across the power sys-
tem. The exchanged information is related to the operation of protection, control and monitoring
applications, which may be implemented locally (within the substation, or between multiple substa-
tions) or centrally (from a central operations location). This communication segment covers the grid
from the transmission substations down to the distribution substations and down the distribution
feeder to what is known as the “grid-edge.” Grid-edge devices are monitoring and control devices
on the grid that are close to, but not including, the customer interface. These devices may include
street lighting controls, public EV charging interfaces, distribution transformer monitors, feeder
fault locators, microgrids, DER managed by the utility (community-scale), etc. There may be some
overlap between these grid-edge communication networks, which are mostly for operational pur-
poses, and the customer premise and AMI communications network. Grid-edge devices are still
in their infancy but are becoming more predominant as small-scale monitoring and control device
technologies advance and the grid becomes smarter. More work is required on identifying the needs
and suitable technologies for communicating with these devices since they are expected to be much
higher in number than the current T&D devices. The grid-edge devices are potential candidates for
the growing IoT (Internet of Things) technology in the smart grid.

Transmission grid applications impose specific constraints on the communication service.
Dedicated telecom infrastructures have been deployed using mainly optical fibers over power trans-
mission lines and RF microwave links. These transmission grid substation applications comprise
conventional protection schemes, such as blocking, transfer trip relaying, and current differential
protection. Modern packet-based protection and control including System Integrity Protection
Schemes (SIPS) are at present appearing in the power system landscape requiring a fair level of
performance control, although not as stringent as the conventional protection. The IEC 61850 stan-
dard defining common packet communication protocols for this new generation of power network
automation still requires predictable and dependable underlying Ethernet connectivity to transport
Sampled Values (SV) and Command information (Goose messages).

! DLMS : Device Language Message Specification; COSEM : Companion Specification for Energy Metering.
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Distribution grid applications have historically relied on very little communication, which
was typically provided over industrial point-to-multipoint UHF multiple access radio systems.
This mainly comprised polling systems for SCADA RTU communications in the substations,
as well as remote command (and status collection) of fault isolation switches on the feeders.
The ongoing grid modernization is, however, extending some of the mentioned transmission
and sub-transmission applications and techniques to the primary distribution feeders leading to
communication requirements like those of the transmission grid with slightly reduced perfor-
mance severity.

Some common requirements for transmission and the primary distribution grid communications
are as follows:

* High dependability and service continuity

» Latency control for time-sensitive applications

¢ Predictable behavior, robust hardware, harsh electrical environment
* Long-term sustainability of services and network infrastructure

However, the transmission and distribution grid operations communication segments differ in a
number of their characteristics:

* Number of sites to cover in the distribution grid is much greater,

* Distances to cover between sites are generally much shorter in the distribution grid.

» There are legacy applications and telecom infrastructure in the transmission grid

* Time constraints are less stringent in the distribution grid.

* In most cases on the distribution grid, there is no installation of overhead optical fibers, and
underground installation of fibers is often not cost effective.

The following major communicating applications in this segment are described in detail in other
chapters of this book:

e Grid Monitoring, Protection & Control (P&C)

* Energy Management Systems, Distribution Management Systems and SCADA (Supervisory
Control and Data Acquisition)

* WAMPAC (synchrophasor-based Wide Area Monitoring, Protection and Control)

* Flexible AC Transmission Systems (FACTS) and High Voltage DC (HVDC)

* Distribution Feeder Automation

4.2.3.1 Performance Requirements

As stipulated earlier, different communication performance objectives are required for transmission
and distribution grid communications networks, which again can vary significantly according to the
envisaged applications in each case.

4.2.3.1.1  Transmission Grid Requirements
Transmission grid communicating applications can be classified into 4 main categories:

* Protection and Control time-sensitive applications in the power transmission system
require a communication service with a latency ranging from a fraction of a power cycle
(around 5 ms) for a legacy current differential protection relay with no GPS synchroni-
zation (still widely in use), up to 1-2 power cycles (20-40 ms) for a permissive transfer
tripping protection scheme, and around five power cycles (100—120 ms) for a synchropha-
sor-based System Protection Scheme (SPS) or Wide Area Protection and Control Systems
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(WAMPAC). FACTS and HVDC inverter controls are also some specific cases of remote
control applications requiring a latency in the range of 10-100 ms. Moreover, due to delay
compensation and consequent phase adjustments in legacy differential protection relays
being performed through an echo mechanism, the communication channel must have equal
delays in Go and Return directions, with a delay asymmetry less than around 200-400 ms.
This signifies that the same path must be used for the two directions of communication.
Modern protection systems with GPS synchronization or network-wide IEEE 1588 time
distribution may have less stringent requirements, although time sensitivity remains an
implicit character of any closed loop substation-to-substation protection and control appli-
cation. In addition to the described time constraints, protection and control applications
require communications systems with high availability, high dependability (no failure to
operate), and operational security (no spurious operation).

* SCADA and WAMS applications in the utility operations control center require cyclic col-
lection of status and measurements from substations across the grid with data refreshed
every few seconds. The cyclic data collection can be interrupted for transmitting higher
priority remote commands, such as to operate substation circuit breakers. Wide Area
Monitoring Systems (WAMS) are the measurement and monitoring components of the
WAMPAC systems described in this book. A bandwidth allocation of around 10 kbps per
SCADA RTU, and 10-100 kbps per WAMS Phasor Measurement Unit (PMU) device,
is generally sufficient for covering these applications. Time constraints on SCADA and
WAMS are less critical and depend upon the employed communication protocol. A cen-
tralized polling type protocol requires shorter time latency across the system. Regarding
WAMS applications, it should be noted that these may also be employed for post-incident
analysis, static modeling, and monitoring of slow variations of grid monitored parameters
(line loading, power swing, etc.), in which case the application can tolerate a relatively
large time latency in the order of tens of seconds.

4.2.3.1.2  Distribution Grid Requirements

Primary distribution grid applications can be divided into three main categories, distinguished by
their respective communication performance demands:

e Grid optimization
» Rapid self-healing distribution automation
* Protection applications

Grid Optimization applications are those that measure and operate on long-term averages to offer
grid efficiency improvements using slow, open or closed loop data control via data analytic engines
(e.g., Volt-VAr Optimization). The non-real-time nature of the applications results in one-way mes-
sage delivery latency tolerance of several seconds. These applications present data to various data
analytic engines to enhance and optimize the modernized grid operational efficiency aspects.

Rapid Self-Healing Distribution Automation applications comprise fault location, isolation, and
service restoration. To quickly isolate faulted line segments and restore power, these applications
typically operate in a non-centralized or distributed architecture, and require one-way message
delivery in 10 s of milliseconds.

Protection Applications that make use of messaging are typically found within the substation
fence and can operate in fractions of power cycles. However, on the distribution network, advanced
protection applications offer dynamic time-current curve coordination shifts via messaging and,
therefore, require a message latency that can follow the time-current curve differentials, which
could be as low as 80 to 100 ms.
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A fourth category, Microgrid Applications and Distributed Generation, is a specific grouping
of the above-mentioned categories and is already mentioned under Customer Communications and
AMI earlier in this chapter. Communications systems for microgrid applications have performance
requirements that range from those required for Grid Optimization applications to provide slow
historical control and parameter awareness (such as controlling power quality), to delivering control
signals in six cycles or less to disconnect distributed generation from the grid per IEEE 1547. Many
dedicated and high speed, low-latency communication networks can support such applications. The
modernized grid requires communication system support for transfer trip functionality and island-
ing/resynchronization to a micro-grid breaker in a few cycles.

Each primary grid application category imposes a different set of performance and architectural
demands on the communication system’s latency, message rate, system uptime (availability), and
overall data volume exchanged (which translates to operational expenditure cost when using pub-
lic or consumer-owned communications systems). Figure 4.6 illustrates the three main application
categories, and the high-level communication system performance attributes required to properly
support them.

Moving from Grid Optimization to Protection applications, the most notable item is that latency
imperatives reduce in orders of magnitude from being noncritical minutes, to milliseconds, to a
quarter of a cycle (3 or 4 milliseconds depending on the network frequency), such as the case with
transfer trip relay applications. Therefore, for smart grid applications, one of the most critical per-
formance parameters is one-way latency, which is defined as the time it takes for a given device to
send a message to another given device.

A view of the three primary distribution application categories and their associated one-way
message latency categories is provided in Figure 4.7, with one-way latency represented in a log
scale.

System message rates for Rapid Self-Healing distribution automation applications can grow as a
function of the system size, the fault area impact, and number of fault contingencies. In practice, a
message latency in the range of 100s of milliseconds can result in a corresponding grid restoration
time of seconds, while one-way message latency of seconds can extend restoration times to minutes.
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Grid applications and resulting one-way latency ranges
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4.2.3.1.3  Performance Considerations

4.2.3.1.3.1 Quality of Service An important performance attribute to consider when evaluating
communication network technologies is the capability to prioritize communications according to
the grid applications and specific types of messages.

Multiple grid applications may simultaneously share the same communication system. Consider
a communication system that is shared for both AMI and Rapid Self-Healing. Upon an event and
sustained loss due to a switch opening or a segment being sectionalized, several meters may simul-
taneously report loss of voltage, while at the same time the Self-healing application may need to
operate.

To provide message priority across a given communication system, Quality of Service (QoS)
capabilities may be offered enabling messages to be treated differently, depending on their clas-
sification, thereby guaranteeing average data throughput for a given time duration, guaranteeing a
specific message latency, or in some cases, a given message loss rate.

4.2.3.1.3.2  Message Volume and Throughput Metrics Each grid application has a given mes-
sage size and rate referred to as a traffic signature. Based on the traffic signature, an application may
impose differing performance demands on the supporting communication system to ensure proper
data transmission.
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The traffic signatures of many Grid Optimization functions can easily be 100s of MB per day
operating over communication systems capable of transporting 100 s of Kbps to transmit histori-
cal reports, sensor data, and metering/usage data. In this case, the best data throughput metric is
“bits per second”, as for Internet communications. The data traffic is typically Internet Protocol
(IP)-based, with message transfer units (MTUs) on the order of 1500 bytes.

Grid applications, such as Rapid Self-Healing, share voltage, current, and loading data during
steady-state conditions. Upon an event, the grid devices must interrupt, isolate, and switch to restore
service. This results in the need for the devices impacted by a fault to rapidly exchange messages
between each other until the fault is isolated, and service is restored where it can be. Such a traffic
pattern is known as a “message storm.” In such applications, the messages that are shared are small,
and can be based on protocols such as Distributed Network Protocol (DNP3), which has smaller
256-byte frame MTUs. Therefore, a better metric for communication system throughput for these
applications is the number of messages per second that can be transmitted between devices.

Some communication systems are optimized for bits per second for specific applications,
such as Internet browsing, while other communication systems are optimized for smaller mes-
sages exchange in higher message rates, measured in messages per second. The difference is in
their underlying physical and data link layer channel access and transmission algorithm designs.
A slower message per second rate on a given channel will result in slower message exchanges
and slower service restoration capabilities. These differences in communication throughput met-
rics do not favor a single network handling all necessary primary smart grid communication
applications.

4.2.3.1.3.3  Scalability  An important distinction may also be that the device population support
by a given application will vary. For example, millions of meters could be deployed in each utility
network, with thousands of IED (Intelligent Electronic Devices) controls and switches across the
network, and hundreds of substations as aggregation points for communication networks. Not all
communication networks scale to support such device populations, and scalability is of crucial
importance to meet existing and future applications.

4.2.3.1.3.4 Communications System Availability Communications system availability is
another consideration. System availability is defined as the amount of uptime, measured in a
percentage, that a network can communicate to a given device population. A system that is up
99.9% of the time is stated to have 3 NINEs of availability, which amounts to over 500 min of
system downtime per year. A system with 5 NINEs of availability has just over 5 min of down-
time per year. Communication system downtime occurs for both unscheduled (system impair-
ments), and scheduled (upgrade and configuration changes) outages. Self-healing and protection
communication systems require less downtime due to the critical functionality they provide. It is
noted that in most scenarios, grid optimization applications require only 2 to 3 NINEs of avail-
ability per year.

Various system architectures provide different availability schemes. For example, a point to point
architecture, in general, has the lowest availability, because if one of the end points is lost, the com-
munication path is lost.

A point to multipoint system requires a base station to coordinate communication between
devices. Communication between devices may be lost if a base station suffers an outage. An avail-
ability improvement may be made if base stations are deployed with overlapping coverage.

A mesh communication network can offer the highest level of availability because if a single
device is lost, a mesh network can route messages over other paths to reach the destination
device. Another benefit of a mesh system is that it can provide connectivity to any device
within the mesh coverage area by connecting to a given device anywhere in the mesh. That is,
another costly tower or base station need not be deployed to extend coverage in a mesh network
(Figure 4.8).
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FIGURE 4.8 Communication architectures and communication system availability. (© 2016 S&C Electric.
All rights reserved. With permission.)

4.2.3.2 Grid Operations Communication Protocols

Communication protocols in use for exchanging information across smart transmission and dis-
tribution grids have an enormous impact on the required throughput and, hence, the dimensioning
of the communication links, on the selection of communication architectures, and on the possible
migration strategies. In the past, distribution grid sites and assets were not extensively covered by
communication systems, except for low-speed SCADA through industrial UHF radio with some
type of polling protocol. Transmission grid communications, however, is heavily loaded with the
burden of legacy systems whose total replacement across the grid will probably take decades to
complete in most utilities.

4.2.3.2.1 lLegacy Protocols

SCADA communications protocols allow the connection of substation-based Remote Terminal
Units (RTUs) to central control platforms, and to connect control platforms to each other. DNP3 and
IEC 60870-5-101/-104 are common for RTU communications and are evolving from link-by-link
serial (RS-232/RS-485) into networked IP communications. Many other legacy serial communica-
tion protocols are still in use across the world. Migrating to a TCP/IP protocol requires the upgrade
or replacement of old RTUs or their communication interface or the deployment of intermediate
communication gateways or terminal servers for simplified connection at the control platform end.
Both DNP3 and IEC60870-5 were developed in the 1990s and are widely deployed.

IEEE (C37.118 PMU communication standard defines the exchange of synchronized pha-
sor measurements used in power system applications. It was first published in 1995 (revised in
2006). A synchronized phasor measurement, or synchrophasor, is produced by a PMU (Phasor
Measurement Unit), and represents the magnitude and phase angle of a measured voltage or current
waveform. PMUs distributed across the electric grid produce synchronized measurements that are
time stamped. As of today, IEEE C37.118 is primarily used for WAMPAC applications. The IEEE
C37.118 standard defines the communication rules for a single PMU, or a PMU data aggregator,
called PDC (Phasor Data Concentrator). Synchronization of measurement time stamps of PMUs
and transmission delays are two important challenges in the protocol. The synchronization aspect
is currently handled through the integration of a GPS receiver directly into the PMU at each mea-
surement site. In the future, IEEE 1588 should be able to provide the required synchronization
needs through the communications network and, therefore, remove the need for a GPS receiver
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in PMU devices. The transmission delay challenge depends highly on the network communica-
tion topology, number of communications switches in cascade, length, and type of communication
links, etc.

Legacy Protection systems, in particular, current differential protection relays, require the
exchange of measurement samples across the protected line in order to compare with locally
measured sample values and, hence, to determine whether a fault is present in the protected line.
Legacy devices are not equipped with GPS time synchronization and, therefore, estimate the
received communication delay through an echo measurement. If these legacy protection devices
are present on the network (in many cases, still expected ahead for many years), it is necessary to
have minimal delay variation on the communication link and equal delays on the two directions
of communication. Many existing SDH/SONET (Synchronous Digital Hierarchy / Synchronous
Optical Network) systems fulfill this requirement and the migration to packet communications
must assure that the same behavior is preserved. In particular, any switchover to an alternate
path must be performed simultaneously in both directions of communication. The full deploy-
ment of implicitly packet-based protection relay protocols (e.g., IEC 61850) and the implementa-
tion of modern time synchronization protocols shall ease this constraint to some extent.

4.2.3.2.2 [EC 61850 Protocol

A major element in the transmission and distribution communications architecture of the future
is the IEC61850 standard “Communication networks and systems for power utility automation”
providing all the necessary specifications to achieve interoperability between the equipment of an
integrated system.

Some particularly relevant components of this standard are listed below:

* JEC 61850-90-1 Communication between substations

* JEC 61850-90-2 Communication between control centers and substations

* JEC 61850-90-3 Communication for Condition Monitoring

* JEC 61850-90-4 Network Engineering Guidelines

* JEC 61850-90-5 Synchrophasor communication according to IEEE C37-118

* JEC 61850-90-6 Communications for Distribution Feeder Automation System

e IEC 61850-7-410 Communication for monitoring and control of Hydro Power Plants
* IEC 61850-7-420 Communication for Distributed Energy Resources (DER)

The standard introduces several features that impact the design of systems, such as the use of com-
munications services for the exchange of time-critical information between IEDs, e.g., protection
relays. The standard defines communications services based on TCP/IP and Ethernet and stan-
dardized data object models to ensure interoperability between communicating devices. It further
defines a language to exchange engineering information. More information on IEC 61850 can be
found in the dedicated section of this book.

4.2.3.2.3  Time Synchronization Protocols

Time synchronization over communications networks is mainly achieved through NTP/SNTP
(Network Time Protocol, Simple Network Time Protocol), or the IEEE 1588 standard, also
called PTP (Precision Time Protocol). While NTP was defined back in 1985, IEEE 1588 is more
recent and was first published in 2002 and revised in 2008. Besides the technical differences of
the two protocols, their main differentiator is the accuracy they can provide: SNTP can provide
an accuracy of tens of milliseconds across a WAN down to a couple of hundreds of microsec-
onds in a LAN, while PTP can provide sub-microsecond accuracy. From a smart grid point of
view, SNTP is mainly used for control and monitoring applications, while PTP is mostly used
for protection applications.
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SNTP and PTP are based on a similar mechanism involving the exchange of messages between
a reference time source and a device. The purpose of the message exchange is to transmit the value
of the reference clock and then to evaluate the transmission delay. While SNTP assumes a sym-
metric delay between the reference time source and the device, which is never valid in a WAN
because of the switched nature of the network and the unpredictable delays introduced by switches
and routers, PTP precisely evaluates the transmission delay by requesting the switches to report
the residence time, that is, the delay due to a message being held at the switch. Therefore, for high
accuracy, PTP requires some specific features implemented in the switches to support the residence
time calculation.

4.2.3.2.4 High-Reliability (Redundancy) Protocols

IEC 62439-3, published in 2003, standardizes several protocols for industrial communication with
a strong focus on reliability aspects. From a smart grid point of view, two protocols are particu-
larly of interest: PRP (parallel redundant protocol) and HSR (high-availability seamless ring), both
intended for substation automation LAN applications. Compared to other protocols, PRP and HSR
provide an instantaneous recovery time in case of a link failure, which is a crucial feature for real-
time applications, for example, a differential protection application based on IEC 61850-9-2.

The principles of PRP and HSR are simple and can be summarized in three points: (a) each
device is redundantly connected to the network through two independent network interface control-
lers (NIC) and two independent links; (b) the messages issued by the sender are duplicated over the
two connections and sent simultaneously; and (c) the receiver transmits the first received message to
the application (e.g., a protection function or a TCP/IP stack) and discards the duplicated message.
From an application point of view, PRP and HSR are transparent and, therefore, do not require any
modification. Moreover, failure of a link between the sender and the receiver does not introduce any
delay since the messages are duplicated and transmitted simultaneously. Selection between PRP
and HSR depends on the network topology: PRP is applicable for a point-to-point topology, while
HSR is only applicable for a ring topology. PRP can be implemented entirely in software (at the
driver level) and only requires an additional NIC on the device, while HSR requires the HSR switch
functionality implemented by each device participating in the ring.

4.2.3.3 Grid Operations Communication Media

The great diversity of requirements and situations here lead to a great number of communication
solutions used or envisaged in the different segments of grid communications. In all cases, however,
grid operations communication needs to be highly reliable, secure, predictable, robust, error-free
and sustainable over a very long number of years. Procuring communication services from a public
network cannot fulfill these requirements, and except for rare cases, is generally prohibited for this
type of utility communication, although public networks are widely used for customer access, in the
enterprise network, for inter-utility communications, and for mobile services.

Optical fiber communications, typically installed in the overhead ground wire on power transmis-
sion lines, are widely used in the transmission grid segment in conjunction with SDH/SONET, and
more recently are associated with different packet communication technologies, such as Ethernet
and MPLS. SDH/SONET over fiber remains the dominant technology in use for transmission grid
networks across the world. The distribution grid segment is also using optical fiber, but to a much
lesser extent due to cost and the limited means to install the fiber on distribution lines. Usage of
fiber in the distribution segment is often associated with the interconnection of large substations, or
underground in urban areas. In this latter case, the fiber infrastructure also provides communica-
tions for nonutility “Smart City” type applications.

Broadband (and Narrowband) Wireless is used in point-to-point configurations instead of, or for
completing a fiber network in both transmission and distribution grid communications. Conventional
microwave links with SDH/SONET or implicitly packet-based (e.g., IEEE 802.16 or wireless
Ethernet) allow the coverage of relatively long distances in the transmission grid, particularly in
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North America. In the distribution grid segment, the shorter distances favor the use of Broadband
Wireless Mesh networks using IEEE 802.11 as well as the industrial UHF radio systems that have
evolved into packet-based communications providing much higher bit rates and extensive commu-
nication capabilities.

Power Line Carrier, although no longer the almost unique technology for substation (mostly
transmission grid) communications that it had been in the past, it remains a valid cost-effective
solution for providing low bandwidth services, such as SCADA and protection signaling for very
remote substations, an alternate medium for critical services such as teleprotection, and a way to
serve smaller substations with little infrastructure investment. Both analog and digital modula-
tion (Quadrature Amplitude Modulation QAM) and Orthogonal Frequency Division Modulation
(OFDM) are employed to provide a bit rate ranging from 10 kbps to around 300 kbps using the
overhead transmission line as the communication medium.

4.2.4 COMMUNICATING BEYOND THE GRID BOUNDARIES

In a number of segments identified and described in the previous sections, the power utility must
communicate beyond the boundaries of the grid infrastructure, the most important being as follows:

e Access to customer premises (smart metering)

* Access to street-side public facilities (electric vehicle chargers and public lighting)
e Access to independent distributed power generation and storage

* Access to other utilities and external platforms

* Mobile field workers communications

e Office workers, access to field site information

In some of the listed cases, the only way to establish communications is procuring services from
a public telecom operator (e.g., other utilities, independent system operator). In most others, both
service procurement and building infrastructure can be envisaged with different advantages and
shortcomings. We discuss those of the above-mentioned segments which were not analyzed previ-
ously, before presenting some issues relating to procured communication services.

4.2.41 Inter-platform and Inter-utility Communications

Different information processing and storage platforms of the utility are connected across the
grid area for information synchronization, operations coordination, or status reporting. Inter-
control center communications to provide data exchange over WANSs between utility control cen-
ters, power pools, regional control centers, and independent generators are supported through
owned, shared, or “procured service” IP networks. Inter-Control Center Protocol IEC 60870-6-5/
TASE-2 provides communication protocols for these exchanges. The required bandwidth ranges
from 2 to 10 of Mbps.

4.2.4.2 Enterprise-to-Field Communications

Asset condition monitoring, video surveillance, and physical access control applications constitute
a growing traffic of non-time-critical data between field sites and monitoring platforms. Here the
absolute time latency is not an issue and the system can easily tolerate several seconds of delay.
Most often it constitutes an IP traffic stream with the periodic transfer of information. Condition
monitoring and management of primary power equipment in the substation (circuit breaker, power
transformer, etc.) generate data collected for maintenance, loading and stress analysis, and for asset
life-cycle management. An asset monitoring network can be implemented across the communica-
tions infrastructure using web services with data servers residing in the substation or at some other
location (e.g. in a cloud). Monitoring in the substation should also include environment monitoring to
protect substation assets and premises (e.g., temperature monitoring, fire detection). While this type
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of data is not as time critical as, for example, SCADA data, it potentially includes a large amount of
data from equipment all over the grid.

Remote access to substation assets is a group of relatively new applications allowing the access
from a technical office, engineering workstation, or asset management site over the enterprise IT
network to connect in a secure manner to field devices for diagnostics, change of parameter settings
and configuration. The focus is on the security of communication access from the enterprise IT
network to the operational technologies (OT) network.

A convergence solution comprising the integration of the enterprise IT communications network
with the grid OT communications network is, in most cases, not desirable, as explained below:

e The enterprise IT communications network is by nature open to the outside world, while
an OT communications network should be “as closed as possible” to ensure security.

» Existence of legacy applications and integration of legacy applications with advanced
applications and systems are a determining parameter in OT communications network
design, while enterprise communications networks are largely well-established IP net-
works requiring mainstream techniques and technologies.

* Enterprise network communications requires rapid evolution in line with office IT tools
and applications, while an OT communications network needs to be very stable in time,
but evolving at the pace of advances in substation devices and applications

e Service continuity is the focus of an OT communications network, while bandwidth effi-
ciency, flexibility, and cost are the dominant considerations in the enterprise communica-
tions network.

» Service management process of an enterprise IT communications network is fundamen-
tally different from that of an OT communications network. Outsourcing can be envisaged
more easily and at much lower cost in the enterprise communications network than if it
must fulfill operational imperatives.

A more appropriate solution is to allow the connection of the enterprise I'T communications network
with the OT communications network through adequate firewalls to allow technical office access
to restricted substation-based servers and applications. The creation of enterprise tunnels across the
grid communication network and dedicated sockets at each substation allows field staff at substation
locations to access the enterprise network for asset management and field support, and for enterprise
applications.

4.2.4.3 Mobile Workforce Communications

Application—Mobile workforce applications enable utility employees, such as line crews and grid
asset maintenance teams to communicate with each other. Traditional communication applications
include dispatch and peer-to-peer voice communications, short messaging, and transmission of
documents (work orders, schematics, procedures, and product manuals). In-house and contractor
maintenance staff require remote access to online maintenance manuals, maintenance applications,
substation drawings and plans, accurate maps, pictures, and timely communication of work orders
to carry out their tasks.

Performance Requirements—The required bandwidth in this domain is growing from older gen-
eration private land-mobile radio systems providing simple trunked voice capability and bandwidth
(e.g., MPT-1327, TETRA), to 10 s or 100 s of Mbps across new cellular wireless systems to allow
large waveform file transfers, database access, image and video transfers, and streaming, etc.

Communication Solutions—Mobile workforce communication is an area where the utility
is most strongly facing the dilemma of deploying its own network or procuring public operator
services.

Public cellular networks provide an ever-increasing number of modern communication applica-
tions and bandwidth to the utility’s mobile terminals. The operator assures a very high coverage
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over the utility’s geographical footprint thanks to its great number of base stations (well beyond the
economical capabilities of the utility-owned wireless infrastructure). There is no deployment time
delay, no initial capital investment, and no need to maintain a large fixed infrastructure. In addi-
tion, the public network is regularly updated in terms of technology, bandwidth, and functionality.
However, the survival of the service in times of disaster is not assured. High traffic at disaster time
and very low power autonomy (due to base station battery dimensioning) can cause the rapid loss of
the service in the case of any power outage. The utility often relies upon its mobile workforce com-
munication to re-establish the power, while the wireless operator relies upon the utility for powering
its base stations!

A self-owned mobile service can be very costly to implement with a large coverage (and a very
small number of mobiles) and implicitly obsolete terminals, bandwidth, and applications due to far
less regular updates. The staff will certainly be tempted to use their own personal mobile service.

A broadband wireless IEEE 802.11 WiFi service through utility-owned telecom infrastructure
can be used in conjunction with a public cellular operator procured service with a common mobile
terminal for a more appropriate hybrid solution.

4.2.4.4 Utility Corporate Enterprise Communications

Enterprise IT networks providing office communications and staff access to utility enterprise appli-
cations is beyond the scope of this book. However, some cases still need to be considered for:

e Permanent or temporary field staff located at sites on transmission or distribution grid
communication networks needing access to enterprise applications, utility office support,
or external support platforms

* Office-based staff and data platforms requiring access to field collected data (e.g., Asset
Management)

4.2.4.5 Public Communication Services

Utilities have been procuring “leased” wired permanent communication lines, switched dialed
lines and wireless services from public operators for a long time. Depending on the scope of the
utility, this has been used to establish links where deploying the utility’s own infrastructure was
uneconomical or technically unfeasible. The evolution of public telecom provider communica-
tion services over the last two decades has changed the landscape considerably as expressed
below:

* Network transparency resulting from simple physical line transmission (and multiplexing)
has been replaced by a time-variable packet-switched provider infrastructure delivering a
virtual connection with contractual commitments on an “averaged basis.” In other words,
the time delay or the availability of the service is variable, while respecting contractual
limits across a month. Proper operation of a time-sensitive, critical application, therefore,
can no longer be guaranteed.

* With the gigantic growth of public communication traffic, a utility, whatever its size, has
become a marginal customer of the public telecom provider with negligible data flow.
Providing a specific quality of service for any critical application, even if technically fea-
sible, is not likely to happen because it will require a specific process, specific design,
specific monitoring, etc., which the operator is not likely to provide.

e Maintaining the continuity of communication services is permanently traded off against
the cost penalty of not providing them. The criticality of utility services will probably not
weigh heavy compared to the maintenance of a public network highway.

* Management and maintenance of the communication network are often performed by a
cascade of external contractors. The telecom operator rarely has very clear control of his
network.
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e At times of disaster, the rise in traffic can make the network inaccessible for critical
users in the utility, and in any case, a power outage will disable the telecom oper-
ator’s network very rapidly due to restricted battery backup and the cost of backup
power facilities. The power utility cannot rely upon this communication network to
re-establish power.

* Unscheduled maintenance, repair, and service restoration are prioritized in dense user
areas and cell sites where the lost revenue due to downtime is substantial. The utility may
have to wait a long time before its procured services are reestablished.

» Connection to alternative base stations (cell sites) may be possible but will likely result in
network congestions increasing latency and message loss.

* Scheduled outages for system optimization or upgrades are frequent and can come at a
surprise. In any case, the utility may not have the business strength to postpone the outage.

Procuring public communication services may still be an attractive solution in many cases, includ-
ing customer metering applications, electric vehicle chargers, and small independent producers.

4.3 COMMUNICATION NETWORK TECHNOLOGIES

As stipulated earlier, many communication solutions and technologies are employed in the different
segments of the smart grid information networks. Figure 4.9 provides an example of the combined
use of some of the potential technologies in the utility network.
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FIGURE 4.9 Combining technologies to deliver smart grid communications. (© 2016 GE Grid Solutions.
All rights reserved. With permission.)
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4.3.1 TRANSITION TO PACKET-SWITCHED NETWORKING

Transmission grid utility communication networks have for many years been based on SDH/
SONET echnologies providing communication links with almost invariant performance, full util-
ity control on the signal path across the network, and conceptually simple principles. Dedicated
bandwidth is allocated in SDH/SONET to each application providing fully isolated communica-
tion paths with no major cybersecurity issues and no quality of service or variable latency due to
intermediate queuing.

The evolution of communication requirements is changing this situation. Today, Ethernet
is the dominant access interface for almost all modern operational applications, the standard
local network technology, and the optimal transport technology in the operational environ-
ment of the utility providing low connection cost, bandwidth flexibility, and a wide variety of
topologies and transmission media (copper pair, fiber, wireless, etc.). Interface converters and
coordination between many types of communications interfaces are gradually disappearing.
However, legacy interfacing will remain a major issue for a long time. Terminal servers and
interface conversion remain the solution to many legacy issues and allow the encapsulation
of many non-Ethernet services to benefit from Ethernet flexibility and wire-saving capabil-
ity. Ethernet over SDH/SONET provides an efficient manner of implementing time-controlled
connections for multiple independent data streams with individually allocated bandwidths, and
some capacity dedicated to protection relay communications. A large increase in the number of
services, however, results in laborious configuration and little flexibility. More scalable tech-
nologies, such as MultiProtocol Label Switching (MPLS), are being deployed at the expense
of greater complexity and costly interfacing of legacy interfaces. Different hybrid solutions
allowing SDH/SONET for the legacy services and native packet switching for new services are
presently available. An interesting solution in this context combining SDH/SONET-type qual-
ity of service and MPLS scalability is MPLS-Transport Profile (TP). This technology allows
the forwarding of packets across the network using Forwarding Class labels (as in IP-MPLS)
under the control of a central management system (as in SDH/SONET and unlike IP-MPLS).
Peak (maximum) and Committed (minimum) Information Rates (PIR and CIR) are allocated to
each information flow, and end-to-end routing (including alternate) is determined by the central
control platform.

Another technology, which is increasingly used in utilities communication for separating multi-
ple networks, is wavelength-division multiplexing (WDM). WDM is becoming a secure and afford-
able way for traffic separation between:

e Operational and corporate networks
*  SONET/SDH multiplexed network and MPLS/gigabit Ethernet networks
* Protection relay communications and other communications

4.3.2 BroapBanD Power LINE (BPL)

Broadband power line technology is used in HANS for customer premise access and AMI, and
in grid operations communications. BPL transports information over the electrical power con-
ductors through appropriate signal modulation (generally below 30-100 MHz), forward error
correction coding (FEC), and a medium access protocol. The signal injection and extraction
over the power conductor depend on the nature of the power line. On the low-voltage side,
whether in the customer access or in the home network, capacitive coupling is employed, while
in the medium voltage segment, metering backhaul or grid communication, both capacitive cou-
plers (for non-isolated overhead line coupling) and inductive couplers (for isolated cable cou-
pling) are in use. A data throughput of 10—20 Mbps can be expected in the distribution line case
with a span of around 3-4 km. In the lower-voltage case, the covered distance is significantly



Communications Systems 171

lower due to line attenuation and noise characteristics. Finally, in the home environment, a
physical bit rate of 1 Gbps is attained with the ITU-T G.9960 HomeGrid specifications, while
currently used systems are more in the range of 10-50 Mbps. Several BPL technologies have
been developed over the years. The vast majority employ Orthogonal Frequency Division
Multiplexing (OFDM) as their modulation scheme. The HomePlug standard now integrated
into the IEEE 1901-1 standard, the HD-PLC Alliance system employing wavelet OFDM modu-
lation now standardized as 1901-2, and the OPERA alliance (IEEE1902) are examples of main
BPL technologies.

4.3.3 BroabpBaND WIRELESS LAN

Broadband wireless LANs employed in the HAN or other short range communications in the power
system are often based on IEEE 802.11 (a wireless local network, commercially called Wi-Fi or
“wireless fidelity””) or IEEE 802.15.4 (ZigBee). The IETF standard 6LoWPAN (RFC 6282) combines
low-power consumption, IEEE 802.15.4 technology (ZigBee) and IPv6. This latter technology pro-
vides a constrained mesh network covering network, transport, and application layers as well as
a security layer currently tied to ZigBee called SEP 1.x (Smart Energy Profile 1.x.). The ZigBee
Alliance has worked with the HomePlug BPL consortium to create a “link layer-agnostic” version
of SEP (version 2.0) leveraging IPv6 and TCP/UDP for the networking and transport layers, off-the-
shelf certificate technologies for security, and HTTP for services. In the case of ZigBee and appli-
cable constrained networks, there is also a requirement for 6LoWPAN (IETF RFC 6282), which
performs header compression of the IPv6 network layer and the UDP/TCP transport layer, as well
as compression of HTTP server and client headers. In addition to being link-layer agnostic, going to
an Internet-based network layer and off-the-shelf certificate management allows for SEP 2.0 devices
and the next specification for the home automation profile to coexist at the link and network layers.

4.3.4 WIDE AREA NARROWBAND AND BROADBAND WIRELESS

Radio frequency (RF) mesh technologies comprise the communications backbone of numerous
existing AMI deployments today. A key feature of RF mesh technologies is the ability to form a
“peering” network. In this configuration, each device can communicate with nearby peers and then
send information via those peers to an access point that has a direct communications path to the
utility. A simple way to think of this is that every mesh node acts as a router—the advantage of this
method is that not every device has to have a direct communications path all the way back to the
utility; they should only have a communications path to a peer.

Narrowband RF systems are simple, cheap, and widespread and allow for the communication
between devices and back to an access point, which is then connected to the utility via a back-
haul network. Narrowband RF technologies can generally provide a bandwidth of approximately
100-200 kbps, which is usually deemed sufficient for typical smart grid field applications, but not
for backhaul networks that are expected to aggregate data.

Broadband IEEE 802.11 based wireless mesh networks are capable of transporting 10 s or 100 s
of Mbps across a wide area. Standard ad hoc network building protocols in IEEE 802.11 (called
OLSR) allow each node to establish links with all visible nodes and hence to construct a mesh net-
work with link priorities based on the quality of the received signal. Line of sight links can cover
distances up to 10km, depending on the antenna gains.

4.3.5 1Pv4 anD IPV6

IPv4 born out of DARPA (Defense Advanced Research Projects Agency) in the 1970s, which is
used to this day as the backbone of the modern Internet, has been so successful that it has started to
outgrow itself—the network address blocks have been completely depleted to the point that IANA
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(Internet Assigned Number Authority) and RIRs (Regional Internet Registries) since April 2011
have been in a constant churn of reclaiming, redistributing, and reallocating network space. This
is not so much an issue for the utility sector, but it is for the Internet, and was a problem on the
horizon as early as the 1990s. A great amount of research leads to a solution that not only expanded
the address space but also solved fundamental problems associated with IPv4. Born out of that
research was RFC 2460 (IPv6)—a network protocol that would solve issues of address space,
network configuration, network discovery, neighbor discovery, routing redundancy, mobile routing,
and network security.

There has been debate in the power industry as to the necessity of migrating utility communica-
tions to IPv6. The use of address-translation mechanisms in the relatively closed network environ-
ment of the power utility will help to overcome the saturation issues of the public internet. If, and
when, IPv4 is abandoned globally, a forced migration may become necessary. In the meantime, net-
work components, such as IP routers, can accept both IPv4 and IPv6, and except for the customer-
based segment (metering, mome automation, etc.), the issue remains noncritical.

4.3.6 MoBILE CELLULAR SERVICES

Public mobile cellular technology has been in use in the electric utility industry since the late 1980s
for automated meter reading applications, particularly for commercial meters or for very hard-to-
read residential meters. The first-generation or “1G” cellular technology employed for these applica-
tions (e.g., Advanced Mobile Phone System or AMPS in North America) had the great advantage
of not requiring a telephone line to be run to the meter and to be maintained by the customer. In the
late 1990s, more competitive pricing and improved electronics led to further adoption of wireless
technologies across the utility industry with a bandwidth around 9-24 kbps. However, a challenge
to broader commercial wireless adoption led to the decommissioning of the AMPS networks by
their owners starting in 2002. These actions, which were due to a combination of federal pressure,
wireless carrier economics, and the inefficient use of valuable spectrum by the AMPS technology,
led many utilities to question the wisdom of relying on systems and networks not only beyond their
control but under the control of a commercial entity with a much broader set of business objectives
than just keeping utility communications networks intact. This concern, set off by the experience of
“losing” AMPS, would linger for years.

Different generations of cellular technology have followed with an ever-faster evolution. The
second generation (2G), which began deployment in the 1990s, introduced two families of cel-
lular technologies: GSM (Global System for Mobile communication) together with its data trans-
mission protocol GPRS (General Packet Radio Service) as well as Enhanced Data rate for GSM
Evolution (EDGE), on one side, and CDMA (Code Division Multiple Access) 2000 on the other
side. 2G technology (particularly the GPRS) was also extensively used for metering applications
with a speed of 28 kbps that later increased to about 150 kbps (EDGE) allowing file transfers and
more advanced metering applications. Hundreds of thousands of meters with GPRS radios were
installed in Europe by 2009. The attractive economics and profitable spectrum use looked to make
an “AMPS-like” decommissioning of the 2G systems unlikely without significant economic fallout
for the carriers.

3G networks were deployed in the mid-2000s again as a GSM variant (known as high-
speed packet access or HSPA), and a CDMA variant (known as Evolution-Data Optimized or
EV-DO). These networks provided approximately 10 Mbps (peak speed) to the mobile device.
The uptake of 3G technology by consumers was greater than anticipated mainly due to break-
through “smartphone devices” and, as a result, the commercial carriers are investing billions
of dollars in the infrastructure necessary to support the greater bandwidth requirements. Smart
metering applications, such as AMI, however, placed a premium on low cost and ubiquitous
coverage rather than greater bandwidth, which has led to further adoption of the 2G technolo-
gies that had been deployed. Nevertheless, the introduction of 3G allowed AMI solutions to
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transmit large volumes of data using data collector units connected to the utility meter data
management systems and back-office servers. The customer’s personal communication device is
ever since part of the smart grid landscape for customer relation management and utility portal
communications.

4G networks based on Long-Term Evolution (or LTE) technology and LTE-Advanced were grad-
ually deployed in 2010-2012 with speeds of 100 Mbps up to 1 Gbps, and the bandwidth race is
continuing to allow smartphone applications with increasing bandwidth consumption.

With colossal infrastructure investments and millions of customers, mobile operators certainly
are in a better position to provide extensive coverage required for customer premises access than any
utility-deployed telecom technology. The utility customer can now become part of the energy land-
scape through a personal mobile terminal, and in many utilities, mobile data capability, together
with GPS-based navigation systems linked to Geospatial Information Systems, constitute a major
component of field intervention tools.

However, the extremely marginal (for not saying negligible) share of the business represented
by utilities means that they will have no significant influence as to the placement of base stations
and coverage, dimensioning of backup power autonomy, frequency spectrum provisioning, antenna
heights, cell design, or maintenance process. Moreover, communication outages and dropped con-
nections are familiar experiences for most cellular phone users, and similar issues may be expected
to occur for cellular-based smart grid communications as well.

For critical operational communications, power utilities need control to minimize operational
risk (i.e., the risk that a wireless carrier would default on its responsibility to provide a reliable ser-
vice to the utility). New-generation industrial radio systems allow implementing dedicated networks
while using public wireless services as a backup facility. For very large deployments (e.g., modem
integrated into the metering device), utilities need assurance on sustainability of the service (i.e.,
the risk that technology evolution would drive wireless carriers to make the utility communications
equipment obsolete). The great benefits and potentials of modern mobile data systems can, however,
be profitably employed for customer communications (utility customer changes smartphones as
frequently as the operator changes systems), and for field intervention crew day-to-day operations,
as long as some acceptable solution is available for disaster or emergency situations (e.g., a hybrid
public/private industrial terminal).

Finally, the regulatory position on cost recovery to which the utility is submitted can have
an important impact. Power utilities are generally allowed to reflect the capital cost (CapEx) of
dedicated network deployments into their rate base and pass the cost on to consumers, whereas
operational expenses (OpEx) relating to procurement of communication services cannot be
recovered.

4.4 COMMUNICATIONS CHALLENGES IN THE SMART GRID

Extensive deployment of a new communication infrastructure or major transformation of the exist-
ing network for transporting new smart grid applications requires architectural and technological
decisions with important consequences as to the cost of implementation, disturbance of existing
services during the migration, and the operation and maintenance of the resulting communica-
tion network. According to Navigant Research [3], more than $29B will be spent on smart grid
networking and communications equipment over the next decade. It, therefore, is prudent and
important that the industry is attentive to some of the challenges in network implementations for
the smart grid.

4.4.1 LeGAcY INTEGRATION, MIGRATION, AND TECHNOLOGY LiFe CycLE

Telecommunications is a fast-moving technology driven by an enormous mainstream market and
competition. Power system technology, on the other hand, evolves orders of magnitude slower despite
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smart grid acceleration: older technologies are fully replaced over decades. As an example, public
telecom providers in many countries have abandoned delivering basic time-division multiplexing
(TDM) leased circuits with E1/T1 or sub-E1/T1 capacity (corresponding to 2 Mbps or less transpar-
ent bit rate) used for EMS, SCADA, and protection signaling. This change is sending many utili-
ties into the quest for alternative solutions with equivalent capability at lower cost. Implementing
modern communications in the power system must be planned, designed, and deployed, keeping in
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mind the time dimension.

Renewing communication technologies in the power system, in particular, the trans-
mission grid, must allow for the provision of legacy interfaces in a cost-effective and
technically acceptable manner. Legacy interfaces can, indeed be emulated over any
packet technology as a marginal case of use. However, if these are to be provided
in an extensive manner, then perhaps a conventional TDM multiplexer remains more
costeffective until the legacy devices are replaced.

Changes in power system automation devices should be coordinated with the transforma-
tion of the communication network. As an example, moving to the IEC61850 protocol for
protection and control with Ethernet-based communications simplifies the transition from
TDM to packet-switched networking. The same is true for moving from “serial RS232
interfaced” SCADA to TCP/IP, and from master-slave polling-based SCADA protocols to
peer-to-peer communications.

The great difference between “substation time” and “communication technology time”
means that the power grid and even a single substation may comprise different genera-
tions of information and communications technology installed at different times. The same
can be assumed for AMI and any other smart grid constituent. This results in a multi-
vendor and multi-release environment inside the same functional layer of the network.
The power system communications network is implicitly multi-vendor, multi-release, and
multi-technology, but should still operates as a single network.

Operating with older-generation components in the system is not a temporary transitional
state but the permanent mode of operation for the power system communications network:
By the time that the older-generation equipment is dismantled, the “once new-generation”
equipment itself has become obsolete and “legacy.” Planning of the operational communi-
cations network must include a preestablished migration strategy that stipulates not only
how a new technology can be introduced into the network but ideally also how it can be
removed from the network in a seamless manner with minimal system outage. Excessive
functional integration may present an attractive cost advantage at the time of deployment,
but may also be a major concern when one part of the integrated system needs to be
replaced. Smart grid communications systems should be built on an integrated framework
approach, where one layer can be upgraded or changed without disturbing other layers
of the model. For example, specific wireless modems supporting smart meters should be
able to be upgraded to LTE without affecting the AMI head-end system or the meter data
management system application layer.

A closely related consideration for designing future-proof communication architectures is
“layered design,”: the ability to overlay multiple platforms and technologies as new tech-
nologies appear in time. For example, a utility may have several coverage technologies
for sending data to an integrated meter data management system and still constitute a
single network over these different technologies, as presented in Figure 4.10. Network
transformation is performed by layer or service according to application requirements (e.g.,
upgrading or replacing the transport core but not the substation access). A layered network
design allows partial transformation replacing one technology without causing major net-
work disturbances and service disruption.
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FIGURE 4.10 Typical layered architecture for implementing distribution grid communications. (© 2016 GE
Grid Solutions. All rights reserved. With permission.)

4.4.2 MANAGING TecHNICAL COMPLEXITY

Modern operational applications in the smart grid environment and the corresponding communica-
tion access systems are propagating network intelligence to hundreds of substations spread across the
grid. IP routers and Ethernet switches, VPN coding and firewalls, web servers, service multiplexers,
and communication gateways require a great amount of expert parameter settings. Any latent errors in
these settings and incorrect parameters can considerably change the network behavior without neces-
sarily interrupting system operation as with previous communication systems. Latent “setting errors”
in the substation communications can impact the network’s performance, availability, throughput,
and security. Network devices installed in the substation environment should have dedicated ““sub-
station-oriented” HMIs converting substation communication requirements into device settings for
error-free configuration and operation by staff with limited communications network expertise.

4.4.3 PrebpiCcTABLE BEHAVIOR

Many critical power process-related applications require predictable behavior in the related com-
munications service. Predictability in this sense can be defined as follows:

» Deterministic information routing—means that both in normal time and in presence of
anomalies and failures, one can precisely determine the path taken by the communication
message. Fixed or constrained routing limits the operation of network resilience mecha-
nisms into a predefined scheme in which every state taken by the network is previously
analyzed. Deterministic routing is not a natural instinct of the network designer who is
tempted to employ every resilience capability of the employed technology. However, it
constitutes one of the bases for fault tolerant design and for a predictable time behavior.

* Predictable time behavior—is the capability to determine the time latency of the communica-
tions link for an application. This attribute is essential for applications such as protection relay-
ing, and requires, as a prerequisite, deterministic information routing. A store-and-forward
system with packet queuing generates variable delays and, hence, unpredictable time behav-
ior. Delay variation can be absorbed by an elastic buffer but translated into higher absolute
delay (time latency). Predictable time behavior must also take into account the time required
to restore service in the event of a network anomaly. Predictable time behavior assumes moni-
toring the “time latency” for critical services through appropriate measuring tools.

* Predictable fault behavior—is the system’s capability to have predetermined states and
defined mechanisms for overcoming a great number of anomalies that may arise during
its operation:
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e Predictable fault behavior requires predictable routing and time behavior.

e Fault tolerance is the capability of continued service in the event of a communications
network fault, achieved through the predictable behavior of the system, for example,
normal and backup services without use of common resources, equipment, link, power
supply, fiber cable, etc.

* Robustness is a system’s capability to resist the severe environment in which it must
operate.

¢ Reliable and stable hardware and software—duplication of critical modules and sub-
systems and, in certain cases, of the entire equipment or platform, increases the avail-
ability of the system. Availability complements but cannot replace fault tolerance,
which is a deterministic concept.

e Power autonomy—is the continuity of operational communications in the event of
AC power supply interruption for a specified duration ranging from a few hours
to a few days. Adequately dimensioned DC batteries and backup generators allow
the communications infrastructure to remain operational for restoring the power
system.

4.4.4 MAINTAINING SYSTEM OPERATION

Providing communications services to the whole spectrum of new smart grid operational applica-
tions in the power utility represents a change of scale in terms of management and organization.
The requirements are, indeed, very different for maintaining the operational communications in the
transmission or distribution grids over several hundred sites, and for assuring customer metering
communications for millions of consumers.

In a procured service scenario, the infrastructure is operated and maintained by a public service
provider through its large-scale operations support system facilities, processes, and organization.
The task of the power utility is, therefore, to negotiate the contract for the provision of cost-effective
services with an adequate level of quality of service, and then to assure that the provider meets its
obligations. Defining specific Service Level Agreements (SLAs) regarding the availability, prompt-
ness, and continuity of communications services, specifying the process and methods to measure
the quality of the delivered service and the potential sanction for not meeting the contracted SLAs
can be extremely difficult tasks.

In a utility-operated dedicated telecommunications network environment, a significant increase
in the number of communications services may require the reorganization of the telecommunica-
tions delivery structures and the deployment of new monitoring tools and new processes. If previ-
ously service management was nothing more than a few informal phone calls between the telecoms
Operation & Maintenance, the SCADA supervisor, and the substation staff, a sharp increase in the
number of concerned parties may imply a fundamentally different “service user/service provider”
management model in which the tasks of service management need to be explicit and formal. A
first step toward this change of scale is the formal definition of a two-level architecture separat-
ing core communications services from different application networks using core communications
resources. The management of the core network infrastructure then becomes the responsibility of
the “core service provider” with SLA obligations toward each power system application network.
The core service provider notifies service users of the availability and performance of the commu-
nications services through “service dashboards” constituting the basis for communication service
“situational awareness.”

4.4.5 CYBERSECURITY CHALLENGES

Moving from isolated silos to a networked environment and using mainstream communication
standards, operating systems, terminals and, in particular, public communication support, greatly
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increase cybersecurity vulnerability of utilities’ communication infrastructures. Cybersecurity in
the smart grid is the subject of a separate chapter in this book. Here is a brief description of the
challenge regarding communication system design.

Many of the existing communication protocols lack inherent security, which is added later, on
the top of the existing communication stack (e.g., DNP3), or introduced in later firmware revisions,
resulting in a mix of devices and protocol versions deployed in the field (e.g., AMI protocols). Only
in more recent times, accounting for security from the beginning of the design phase has become
the standard practice.

Considerable effort has been given in recent years for reinforcing the security of modern infor-
mation infrastructure and communications. In particular, the NERC-CIP (Critical Infrastructure
Protection) cyber-security framework in North America is a landmark framework for the identifica-
tion and protection of critical cyber assets.

As far as communications are concerned, the following cases are particularly important and
merit great care in their design:

» Transport of information over public procured services or the Internet

» Transport of information over wireless networks

e Office access to file-located assets (IT/OT connections)

* Local or remote access to communications management facilities and routing modifications

Assuring cybersecurity in the smart grid also requires security event collection and detection devices
deployed across the system (e.g., substation firewalls), secure connections to Authentication Servers
(e.g., RADIUS servers), and continuous monitoring of network behavior to detect any changes that
could result from an unwanted intrusion (e.g., network performance monitoring). A specific security
management network can be implemented over the telecommunication system with specifically
allocated bandwidth and quality objectives.
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Real-time grid management is critical in ensuring safe, reliable, and optimized operation of the utility
grid. The availability of electric power is a prerequisite for the survivability of modern society, and
power grids are virtually its lifelines. The aspect of sustainability is gradually gaining in importance,
given such challenges as the global climate protection and economical use of power resources are run-
ning short.

Large synchronous power grids, for example, in the Americas and Europe, continue to
develop in complexity, and were not originally designed to serve the purpose they are expected
to serve nowadays, and this progression will continue. Originally, conventional power plants,
which were easy to control, were mostly built in the vicinity of cities and load centers, and
the grid around them was designed to provide the required capacity. The power demand was
growing over the past few years, and the ever-increasing amount of power capacity had to be
transferred from the adjacent grids over long distances. In addition to this, during deregulation
and privatization, a great number of power plants had to change their location. In the meantime,
wind and solar power, with its inherent variability, has been installed in many countries, caus-
ing parts of the grid, which may already be overloaded, to become even more overloaded. These
fluctuations create great difficulties for the grids, for, in this case, not only the power flow but
also the voltage of the grids are affected. The future will likely see more renewable generation
on both the transmission and distribution grids, distributed generation sources usually (but not
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always) closer to the load centers, and increased customer control, which will require new types
of measurement and control capabilities to be deployed across the grid. Increased data from the
grid will greatly benefit not only utility operations but also planning, design, and management
of the grid. Real-time grid management in the vision of smart grid will take many forms of
predictive and corrective actions: from avoiding system congestion while maximizing efficiency
and minimizing supply costs, to reacting quickly to system faults while maintaining power to
as many customers as possible. These are goals not only at the transmission level but also at the
distribution level of the grid.

Continual development of control center applications and tools will play a critical role in driv-
ing smart grid advances in the transmission arena: wide area measurements and control, conges-
tion alleviation, increased power delivery efficiency and reliability, and system-wide stability and
security. Already, globally synchronized measurements of grid operating parameters in the sub-
second range are being used in control centers to facilitate earlier and faster detection of system
problems and make it easier to assess the conditions across the grid. Novel control center applica-
tions will be developed to use this new type of synchronized measurement technology to further
improve the ability to maintain the integrity of the power system. These applications will also
be able to identify disturbances, unplanned events, and stability problems at a much faster rate.

Distribution control systems already contain smarter applications, and this trend will con-
tinue. Grid operators are accustomed to managing the grid on an exception basis, for example,
responding to a feeder lockout alarm only after local auto-reclose schemes have completed. In
the future, there will be a lot of information available to the system, which, in turn, means that
additional intelligence must be applied to that information in order to present the operator with
the relevant information to make a decision, rather than simply passing on more data. Taking
the example of a fault on a distribution feeder further, an example would be that, instead of
presenting the user with a lockout alarm, accompanied by data on associated low voltage, fault
passage indications, battery alarms, etc., leaving it up to the operator to drill down, diagnose,
and work out a restoration strategy, the distribution control system will notify the operator that a
fault has occurred and that analysis and restoration are in progress in that area. The system will
then determine the extent of the fault using the current network model; identify current relevant
safety documents, operational restrictions, and sensitive customers; and locate the fault using
data from the field. The system will automatically run load flow studies identifying loading sce-
narios, available capacities, and possible weaknesses, using this information to develop a restora-
tion strategy. The system will then attempt an isolation of the fault with the maximum restoration
of customers with safe load transfers, potentially involving multilevel feeder reconfiguration to
prevent cascading overloads to adjacent circuits. Once the reconfiguration is complete, the system
can alert the operator to the outcome and even automatically dispatch the appropriate crew to the
identified faulted section.

For real-time grid management systems, one of the key trends in the industry is the increase of
bandwidth from the substation to the control center and from the monitoring and control points on
the distribution network to the control center. This increase in bandwidth enables the proliferation
of thousands of low-cost sensors to be deployed on the network to increase the monitoring and
measuring capability of real-time management systems, which will enable the applications at the
control center to have a complete view of the network and increase the accuracy of calculations and
optimizations.

Real-time grid management systems are a vital part of modern power networks and are enabling
the development of smart grids, the highly automated energy systems of the future. Smart grids will
need to handle large quantities of renewable power from both large- and small-scale generators. To
maintain grid stability despite these potentially disruptive sources of power and the two-way flow
of power in what is currently a one-way system will require advanced real-time monitoring and
control systems.
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5.1 SCADA SYSTEMS

The primary purpose of an electric utility supervisory control and data acquisition (SCADA) system
is to acquire and monitor real-time data from the grid (via sensors and intelligent electronic devices
[IEDs]), and then send the data to a central computer system in a control center, which uses the data
to manage and control the grid remotely, and present the information to the operating personnel.
In the past, real-time monitoring and control focused on generation and transmission systems, but
more recently, smart grid has been driving the need for SCADA capabilities further down the distri-
bution system closer to the customer. SCADA systems were installed as early as the 1920s, mostly
in generation plants with monitoring and control of the nearby substations. This eliminated the need
to have the personnel on-site to monitor and control power plants and critical substations 24 h a day.

Figure 5.1 conceptually illustrates the major components of a SCADA system. Typically, SCADA
systems include at least one data acquisition processor, one or more remote terminal units (RTUs),
and a communications system. RTUs are installed at the power plants, transmission and distribu-
tion substations, distribution feeder equipment, etc. The SCADA master hardware and software
are typically located centrally at the control center. The control center consists of SCADA appli-
cation servers, communications front-end processors, a data historian, interfaces to other control
systems, operator workstations and user interfaces, and other supporting components. In smaller
SCADA systems, it may be composed of a single PC. In larger SCADA systems, it may include
multiple redundant servers, distributed software applications, and disaster recovery sites. The pri-
mary SCADA system is often redundant, with a local backup system and/or a remote backup system
at another site. Other system environments are often installed by the utility for testing and quality
assurance, development, and training. Various types of communications links to the RTUs are used.
These communications links are now becoming more IP-based using open protocols. Recently, pha-
sor (or synchrophasor) measurement units (PMUs) have been used to supplement the measurement
information from conventional RTUs for more precise observation of the system state.

The electric power industry has a specific set of requirements for SCADA systems. Real-time
requirements for the monitoring and control of the transmission system, and for main distribution
substations and feeders are typically in the range of 1-5s. The RTU is a microprocessor-based
device that provides real-time data to the SCADA system and enables the SCADA system to issue
controls to the field equipment. Typical RTUs have physical hardware inputs to interface with
field equipment and one or more communications ports (Figure 5.2). In some modern systems, the
RTU can generate commands for local control actions at the site of the RTU without the need to
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FIGURE 5.1 Major components of a traditional SCADA system.



Real-Time Grid Management

Master
station

A__
]

183

)
Supervisory control
Trip/close

Raise/lower
Open/close
Start/stop
Setpoint values

RTU

Data acquisition
Status

Alarm
Sequence of events
Analog data
Accumulator data
Diagnostic results

ys
(=
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communicate to the SCADA system. In recent years, with the proliferation of IEDs, many of these
devices are taking over the RTU functionality.

Different RTUs process data in different ways, but in general several internal software modules
are common among most RTUs (Figure 5.3):
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FIGURE 5.3 RTU software architecture.
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Some RTUs also have data translation applications that manipulate data before they are presented
to the master station or support stand-alone functionality at the RTU level.

There are more than 3000 electric service territories in the United States responsible for man-
aging their portion of the electric grid. Most of the very high-voltage transmission substations in
the United States have sensors and meters that monitor real-time operating conditions and have
the means to remotely operate transmission equipment, such as circuit breakers and transformer
tap changers. Although SCADA has been more predominantly used in monitoring and controlling
power generation plants and transmission systems, there is an increasing need to extend SCADA
capabilities further down the distribution network to take advantage of advances in technologies,
such as distributed energy resource (DER) and integrated Volt/VAr control (IVVC). Less than 25%
of the distribution substations have any remote monitoring and control capability, and the final sup-
ply to the end user typically has no technology at all. However, this is changing with technology
evolution and the reduction in monitoring and control device costs. Smart grid has been driving
increased implementations of intelligent residential meters and other technologies and applications
that will help drive more visibility of the distribution network through SCADA. Recent trends in
SCADA systems include providing increased situational awareness through improved graphical
user interfaces and presentation of data and information, intelligent alarm processing, the utiliza-
tion of thin clients and web-based clients, improved integration with other engineering and business
systems, and enhanced security features.

In the application of SCADA for distribution systems, the costs of the additional sensors, IEDs,
RTUs, communications, and SCADA master station must be considered relative to the benefits
that are realized. It is rarely economical to monitor and control an entire distribution system with
SCADA points. Distribution organizations typically choose to apply SCADA only to equipment
that provides them with an adequate return on investment in terms of improving reliability, Volt/
VAr control (VVC), situational awareness, remote control, or other business benefits. Monitoring
and control of large distribution substations is usually always beneficial, but monitoring and con-
trolling equipment further down the network on distribution feeders is not widespread, at least
in the United States and other utilities with geographically large distribution systems. Figure 5.4
shows typical equipment types that can be part of a SCADA system applied on overhead distribu-
tion systems.

The most common equipment monitored and controlled in distribution SCADA include recloser
controllers, switch controllers, voltage regulator controllers, and switched capacitor bank control-
lers. In many cases, IEDs and associated CTs and PTs are installed in these devices on the feeder,
and adding the communications capability is only an incremental cost. The status and analog values
monitored at these points provide operators with valuable visibility of the network operations fur-
ther down the distribution system. In addition, if a remote control is enabled for these devices, then
reliability can be improved from the control center (through the recloser controllers and the switch
controllers), and VVC can be improved (through the voltage regulator controllers and the switched
capacitor bank controllers).

In underground distribution systems, SCADA can be applied to equipment such as the network
protectors in network transformer vaults, automatic throw-over equipment, and ring main units that
are used in many parts of the world for protection and switching. In these cases, the status, analog,
and control points are similar to those for the overhead distribution system.

With the extension of SCADA to the distribution system, an important consideration is the best
way to manage SCADA within the distribution substation, both from a technology viewpoint and
from a business process perspective. If the transmission and distribution SCADA systems are han-
dled by the same utility operators, then management of the grid is greatly simplified. However, in
many organizations, distribution operations and transmission operations are separate. In such cases,
coordination between the two organizations for workflows, such as switching, tagging, and control,
must be established. Development, maintenance, and coordination of the two network models must
also be addressed.
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FIGURE 5.5 Possible overlap in separate transmission and distribution SCADA systems.

Figure 5.5 